
 NATO CYBER DEFENCE     COGNITIVE RESILIENCE     WARGAMING      
 NATO DOCTRINE: CONSOLIDATION AREA     NATO JOINT EFFECTS

TRAINING NATO. ADVANCING DOCTRINE. INTEGRATING CONCEPTS.

WARFIGHTING FIRST: 
JWC VISION 2025

jwc.nato.intNOVEMBER 2020 • ISSUE NO. 36
SPECIAL REPORT:

JWC NCO CORPS

EXCLUSIVE

GENERAL JEFFREY L. HARRIGIAN 
ON NATO AIR AND SPACE POWER

OPERATING IN A CONTESTED 
SPACE DOMAIN

SHEDDING LIGHT ON

 MULTI–DOMAIN
 OPERATIONS



2   The Three Swords Magazine   36/2020

8458

7424

 NATO CYBER DEFENCE     COGNITIVE RESILIENCE     WARGAMING      
 NATO DOCTRINE: CONSOLIDATION AREA     NATO JOINT EFFECTS

TRAINING NATO. ADVANCING DOCTRINE. INTEGRATING CONCEPTS.

WARFIGHTING FIRST: JWC VISION 2025

jwc.nato.int

NOVEMBER 2020 • ISSUE NO. 36

SPECIAL REPORT:

JWC NCO CORPS

EXCLUSIVE

GENERAL JEFFREY L. HARRIGIAN ON NATO AIR AND SPACE POWER
OPERATING IN A CONTESTED SPACE DOMAIN

SHEDDING LIGHT ON

 MULTI–DOMAIN OPERATIONS

17

SPECIAL THANKS
Lieutenant Colonel Lucas E. Will (AIRCOM), Max van Rijn 
(NATO C2COE), and Dylan P. White (NATO). 
JWC: Colonel Darren Denning, Colonel Jean-Michel Millet, 
Lieutenant Colonel Lisa Boyer, Lieutenant Commander Paul 
Everard, Ruby Morrigan and Adrian Williamson.

ON THE COVER 
Multi-Domain Operations' photos: NATO; Norwegian 
Armed Forces (photo by Torbjørn Kjosvold) and German 
Federal Armed Forces (photo by Carsten Vennemann). 
Bottom row left: General Jeffrey L. Harrigian, Commander 
AIRCOM (photo by Eric Coffer). Right: Rear Admiral Jan C. 
Kaack, Commander JWC (photo by Tommy Ellingsen).

BACK COVER 
Middle row, from left: Videoconference with 
Admiral Joachim Ruehle, Chief of Staff, SHAPE, 
September 9, 2020 (photo by Chris Hill). The execution 
phase of the JWC wargame initiative, June 2, 2020 (photo 
by JWC PAO). The Coalition Warrior Interoperability Exercise 
(CWIX), June 24, 2020 (photo by Yrjan Johansen) and 
Incident Development Wokshop for STEADFAST JUPITER-
JACKAL 2020, September 25, 2020 (photo by JWC PAO)  



      The Three Swords Magazine   36/2020   3   

7 Exclusive: The Past, Present and Future of  
 NATO's Cyber Defence with Laura Brent  
 
13 Hypothetical Interview with an Ethical   
 Hacker by Lieutenant Colonel Jean-  
 Sébastien Dorne, French Air Force, JWC

17 Preparing NATO Troops Operating in Denied,  
Degraded, and Disrupted Space Operational 
Environment by Arthur Wong, SHAPE

24 JWC Vision 2025 by Lieutenant Colonel  
 Richard Parvin, the Royal Marines

32 Exclusive Interview: General Jeffrey L.   
 Harrigian, U.S. Air Force, Commander of  
 NATO's Allied Air Command (AIRCOM)

58 Consolidating Gains and the Consolidation  
 Area in NATO Doctrine by Lieutenant   
 Colonel Matthew Prescott, U.S. Army, JWC 

66 Special Report: Rear Command Posts by  
 Major Martyn Fulford, British Army, ARRC

70 On Cognitive Resilience by Squadron Leader 
 Diana Bird, British Air Force, JWC

74 Special Report: A New Era for Joint Effects  
 by Commander Cornelis van der Klaauw,  
 Netherlands Navy, JWC

81 Improving Team Dynamics by Lieutenant  
 Colonel Jonathan Kerr, British Army, JWC 

84  Special Report: JWC NCO Corps 

CONTENTS
November 2020

Issue No. 36

732

“The COVID-19 outbreak reminds us how important it is 

to master multi-domain operations in a joint manner with 

the current NATO Command and Force Structures.”

Colonel Marcus A. Jones and 

Lieutenant Colonel Jose Diaz de Leon  

Multi-Domain Operations, Pages 38-41

38  Cover Story: Multi-Domain Operations by 
Colonel Marcus A. Jones, U.S. Army, and 
Lieutenant Colonel Jose Diaz de Leon, 

 U.S. Air Force, JWC

42 Exclusive Interview: Colonel Robert   
 Meeuwsen, Director of NATO Command  
 and Control Centre of Excellence
   
46 JWC Warfare Development: Why There is  
 More to Operational Art Than What Meets  
 the "Joint" Eye by Colonel Jean-Michel  
 Millet, French Army, JWC

52 The Importance of Effective Joint 
 Operational Level Warfare by Lieutenant  
 Colonel Peter Mientus, German Army,   
 NATO Joint Support and Enabling Command  
 

Photo by NATO



4   The Three Swords Magazine   36/2020

EDITOR'S LETTER

THE THREE SWORDS MAGAZINE

JWC PUBLIC AFFAIRS OFFICE (PAO) 

Lieutenant Colonel Stefan Kuehling, German Army
Major Marcus Lund, Norwegian Air Force

Inci Kucukaksoy, NATO Civilian

Editors
Inci Kucukaksoy

Sonia Bjerke Abdelmaguid

Layout
Inci Kucukaksoy

Printed by
Gunnarshaug Trykkeri AS

JWC Public Affairs Office
PO Box 8080, Eikesetveien
4068 Stavanger, Norway

Tel: +(47) 52 87 9130/9132
Internet: www.jwc.nato.int

Facebook: facebook.com/NATO.JWC
Twitter: https://twitter.com/NATO_JWC

YouTube: https://www.youtube.com/user/
JWCNATO

THE THREE SWORDS is the Joint Warfare 
Centre's authorized magazine published two times 

a year by the Public Affairs Office. It presents a 
compilation of articles, editorials, opinions, news 

and general information related to the JWC as well 
as a variety of key defence and security issues. 

The views and opinions expressed in this 
magazine are those of the authors alone 

and do not necessarily represent the official 
position or policy of Member Governments, 

or of NATO. 

The Editor reserves the right to edit or shorten 
submissions prior to publication.

DEAR READER,
Welcome to the changing world of communication; welcome to the next step of stay-
ing connected; welcome to the new era following the COVID-19 outbreak. 

The pandemic continues to change the way we communicate, and our re-
lationship with voice and video chat. There is no doubt that lockdowns and the 
economic wrath that followed will leave a definite scar on the lives of our young. I 
imagine my grandchild asking me about where I was and how the coronavirus affected 
me and those around me, and how we, as a global community, responded. Then I 
would have explained how we confronted this unexpected challenge, how we tried our 
best to weather the lockdown, and how we adapted the way we worked.

What we would only have accepted in exceptional circumstances has now be-
come routine; and virtual meetings, videoconferences and online training events define 
how we work right now. Before it was unthinkable that virtual training could replace 
physical presence training for a period of time, but we did it, and it worked.  

I think the virtual communication has improved certain aspects of how we 
communicate, and in some cases, it even increased our productivity, and who would 
say no to saving money? 

Remote communication indeed forces us to communicate more clearly, which 
again strengthens relationships between colleagues, improves teamwork, reduces 
divisiveness, and lets us stay on track with our Centre's unique mission. Furthermore, 
consistent communication increases our team members' efficiency and productivity. 

Finally, virtual communication tools are a cost-effective way to reduce our 
operating expenses significantly. Remote working from home during COVID-19 has 
reduced spending on equipment and utilities. And remote meetings have reduced 
spending on travel, lodging, parking, and meals associated with conventional events. 

So, should we communicate only via digital means and channels in the future? 
Definitely not!

NATO is a diverse organization, founded on the principles of democracy, in-
dividual liberty, and the rule of law in which cohesion is based on trust and reliable 
cooperation between all Nations of the Alliance.

This trust is something we gain not only through verbal communication but 
equally through non-verbal communication; in other words, by interacting face-to-
face, shaking hands, and sharing a joke. Face-to-face contact is extremely important 
for the overall feeling of togetherness and loyalty. Simply put, the pandemic has 
prompted us to be more creative, but digital means and channels can never replace 
the unique benefits of face-to-face communication. 

On a different note, 2020 is also the year in which the JWC celebrates the 15th 
anniversary of its magazine, which is one of the few magazines in NATO that has 
been reporting on the latest developments in the area of defence, exercise simulation 
and warfare development since 2005. I would like to thank the leadership of the JWC, 
who always show their support, and of course a big thank you to all the authors and 
contributors, without whom this magazine would not exist in this quality. And finally, 
thank you readers for your continued support, attention, and feedback. 

We hope you enjoy this issue too! Stay healthy!

Lieutenant Colonel Stefan Kuehling
German Army

Chief Public Affairs Officer
pao@jwc.nato.int
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LADIES AND GENTLEMEN, dear 
readers of The Three Swords magazine, 

The very heart of human nature and 
our daily life have been affected by the pan-
demic. It has forced us all to look differ-
ently at a lot of things: the value of family, 
of friends, of spending time with others, of 
freedom, of security.

Our shelter, and the glue that held it 
all together during these times have been, 
and continue to be, our families, and our 
strong #OneTeamTogether approach.

Thus, as the virus began to spread, our 
focus immediately shifted to protecting our 
staff, our families, and our wider commu-
nity, whilst still delivering on our important 
business. Clearly, our strong relationship 
and cooperation with local authorities and 
the excellent support by our Host Nation 
have helped us tremendously in that respect. 

The Joint Warfare Centre "all-hands" 
development of its "Vision 2025" during the 
winter primed the skills we would need professionally to respond to the 
pandemic. When it hit us, it became both a challenge and an opportunity 
to our plans. Some actions would not occur in 2020, others would rise in 
importance, and new actions would be demanded.

Taking the opportunity to question our existing business model, 
we have refined our internal processes and have progressed significantly 
towards a command-wide professional development programme. 

Furthermore, we have deepened our warfare development efforts 
and developed a new capability that will improve the Joint Warfare Cen-
tre's offers to the NATO Alliance: Wargaming. 

The year 2020 has also been an exercise in flexibility in how we 
plan and execute our exercises - but we have achieved much despite 

the constraints imposed on us as Europe has 
tightened, relaxed, and tightened again its 
pandemic responses. 

As a result of our efforts to mitigate 
risk to an acceptable level given the cir-
cumstances under which we are operating, 
and the mission we have to fulfil, Exercise 
STEADFAST JUPITER-JACKAL 2020 is 
"full steam ahead", as are the planning pro-
cesses for all exercises in 2021, proving that 
to train and to be ready is what we do, and 
what we do well - and that ultimately, "To-
gether! We make NATO better!"

The visit of NATO's Military Com-
mittee led by Air Chief Marshal Sir Stuart 
Peach, to the Joint Warfare Centre in early 
March provided us with the opportunity to 
underline that. 

2020 has also seen the introduction 
of the Command Senior Enlisted Leader 
(CSEL) position as a major step forward for 
our command. 

This development has already attracted a lot of attention, but more 
importantly, it has proven to be an invaluable asset for me as the Com-
mander and for the organization as a whole.

Furthermore, I have taken the opportunity to strengthen our bonds 
to Norway's Total Defence community, as well as to other potential part-
ners (e.g. the Norwegian Defence University College), aiming to further 
professionalise our understanding of resilience in and for operations.

Again, the team has put together an excellent magazine that in-
tends to give you a record of interesting developments both at the Joint 
Warfare Centre and in NATO. I truly applaud the authors that have put 
so much effort and thought into it. Thank you all.

Please enjoy the reading and stay safe! 

FOREWORD

Rear Admiral Jan C. Kaack
German Navy

Commander, Joint Warfare Centre

JOINT WARFARE CENTRE

“To train and to be ready is what we do, and what we do well - 
and that ultimately, ‘Together! We make NATO better!’”
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CLOCKWISE: The Honourable Mayor of Stavanger, Ms Kari Nessa Nordtun, visited the JWC on April 21, 2020. Rear Admiral Jan C. Kaack speaking at the University of Stavanger 
on January 6, 2020 (photos by JWC PAO). The visit to KNM Harald Haarfagre, September 1, 2020, photo by Christina Erlandsen Vang. Rear Admiral Kaack with the JWC's new 
Deputy Commander and Chief of Staff, Brigadier General Douglas K. Clark, September 10, 2020, photo by JWC PAO. A view from the Coalition Warrior Interoperability Exercise 

(CWIX), June 24, 2020, photo by Yrjan Johansen. Rear Admiral Kaack with General Eirik Kristoffersen, Norwegian Chief of Defence, August 27, 2020, photo by Forsvaret. 

News in Pictures
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EXCLUSIVE

interview
THE THREE SWORDS

NATO has both the policy and experience 
to respond to a cyberattack with the 
invocation of Article 5, should an attack be 
of sufficient impact.”‘‘

THE PAST, PRESENT AND FUTURE OF
NATO's CYBER DEFENCE
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CYBERSPACE OPERATIONS

LAURA BRENT serves in NATO's Emerging Security 
Challenges Division and has previously held cyber 
policy roles in both the public and private sectors, 
addressing complex strategy, policy, and operational 
challenges in varied and fast-changing environments. 

NATO operationalized cyberspace as a military domain in 2016, 
at the Warsaw Summit, saying that "cyber-attacks present a 
clear challenge to the security of the Alliance and could be as 
harmful to modern societies as a conventional attack". This same 
year, NATO endorsed the Cyber Defence Pledge to ensure it 
"keeps pace with the fast-evolving cyber threat landscape" in 
the Euro-Atlantic Region.

Interview by Inci Kucukaksoy and Peter Hutson
NATO Joint Warfare Centre

Ms Brent, thank you very much for this in-
terview. Can you describe the role of NATO's 
Emerging Security Challenges Division and its 
relation to cyberspace?  
- Before moving immediately to the role of 
the Emerging Security Challenges Division, I 
would like to describe the evolution of cyber 
defence at NATO very briefly. Cyber defence 
has long been a critical security issue for the 
Alliance. NATO has always protected its com-
munications and information systems, but 
A llies first addressed cyber defence at a politi-
cal level 18 years ago at the Prague Summit by 
recognising the need to improve the technical 
cyber defences of NATO. In the intervening 
years, the Alliance has continued to develop 
and adapt. Consequently, cyberspace is now a 
domain of operations and cyber defence is a 
part of NATO's core task of collective defence. 

Given the complexity and importance of 
cyber defence, many NATO entities have cyber 
defence responsibilities. Allied Command Op-
erations (ACO), Allied Command Transfor-
mation (ACT), the NATO Communications 

and Information Agency (NCI Agency), the 
International Military Staff, the International 
Staff, and others, all have a role to play.

The Emerging Security Challenges Divi-
sion (ESC), which is a part of the International 
Staff, is a key part of this NATO cyber defence 
infrastructure. The Cyber Defence Section, 
which sits within ESC, has two groups: a C yber 
Defence Policy team and the Cyber Threat As-
sessment Cell (CTAC). The policy team, which 
I am a part of, provides advice and guidance 
on the development of cyber defence policy at 
the political level, and we implement the cyber 
defence policy decisions of the Allies. We also 
directly support the work of the Cyber Defence 
Committee, which is the lead committee for 
political cyber defence governance and policy. 
My colleagues in CTAC, as the name suggests, 
provide strategic analysis and assessment of the 
most serious cyber threats to the Alliance. Ad-
ditionally, ESC cooperates closely with other 
NATO entities, as well as with Allies and Part-
ners, to continuously improve and strengthen 
our cyber defence awareness and capabilities. 

NATO's first new domain in 70 years was cy-
berspace, a virtual space that is manmade, 
which was added to the more traditional air, 
land, and maritime domains. Can you ex-
plain how this new domain of operations has 
evolved within and impacted NATO? How 
would you characterise the key milestones 
since then?   
- At the 2016 Warsaw Summit, Allies recog-
nised cyberspace as a domain of operations. To 
understand both the implications and imple-
mentation of this decision, it is useful to look 
first at how Allies presented their reasoning in 
the Warsaw Summit Communiqué. Allies re cog-
nised cyberspace as a domain of operations in 
which NATO must defend itself as effectively 
as it does in the air, on land, and at sea. Allies 
went on to explain that this decision would help 
NATO better protect and conduct operations 
across all domains; support NATO's deterrence 
and defence mission; better integrate cyber de-
fence into operational planning; and better or-
ganise and manage cyber resources, skills, and 
capabilities. In short, Allies took this decision 
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CYBERSPACE OPERATIONS

ABOVE: Exercise LOCKED SHIELDS, the world's 
largest international live-fire cyber defence 
exercise, organised by NATO Cooperative 
Cyber Defence Centre of Excellence (CCDCOE), 
aims to to assess a crisis situation, maintain 
services and defend networks that have fallen 
victim to cyberattacks. Photo by CCDCOE

At NATO Warsaw 
Summit in 2016 
CYBERSPACE 
became a NATO 
military domain.

Need
to
know

to ensure that cyberspace is integrated with, 
and prioritised equally to, the traditional do-
mains. They anticipated that cyberspace would 
be contested in any conflict, so NATO must 
organise, train, and equip itself appropriately 
to ensure the defence not only of cyberspace, 
but of all domains. 

Over the past four years, NATO has 
reached numerous critical milestones to imple-
ment this decision. One of the key organiza-
tional adaptations has been the initial stand up 
of the Cyberspace Operations Centre (CyOC) 
within Supreme Headquarters Allied Powers 
Europe (SHAPE). The CyOC, which serves as 
the theatre component for cyberspace, is re-
sponsible for providing cyberspace situational 
awareness, cyberspace domain advice, central-
ised planning for the cyberspace aspects of Al-
liance operations and missions, as well as coor-
dination for cyberspace operational concerns.

Currently, NATO is working to update 
doctrine and policy. In June 2018, Allies ap-
proved the "Military Vision and Strategy on 
Cyberspace as a Domain of Operations". Fur-

ther, in January 2020, NATO completed the 
Allied Joint Doctrine for Cyberspace Opera-
tions (Allied Joint Publication, or AJP, 3.20).

The impact of cyberspace as a domain 
of operations on training and education is 
also being assessed and addressed. The NATO 
Cooperative Cyber Defence Centre of Excel-
lence in Tallinn, Estonia, has responsibility 
for defi ning and coordinating education and 
training solutions in the field of cyberspace 
operations for all NATO bodies.

Finally, Allies have ensured that cyber 
capabilities can be utilised in the context of 
Alliance operations and missions (AOM). At 
the 2018 Brussels Summit, Allies announced 
they had agreed on how to integrate sovereign 
cyber effects, provided voluntarily by Allies, 
into AOM. I would stress that this in no way 
changes the defensive nature of the Alliance; it 
simply ensures that cyberspace capabilities are 
approached in the same manner as capabilities 
in other domains.

Can you summarise NATO's cyber strategy 
and doctrinal approach? How does the Alli-
ance synchronise its cyber approach across 
all Member Nations?  
- While the entirety of NATO takes its direc-

tion from the North Atlantic Council, it is still 
a political/military Alliance with different, but 
complementary, policies across the many parts 
of the organization. When considering the po-
litical aspect, the enhanced cyber defence policy 
of 2014 serves to lay out key pillars of our cyber 
approach. This policy provides for strengthen-
ing and mainstreaming cyber defence across 
NATO; streamlined governance; reinforced 
capability development and capacity building; 
and enhanced cyber defence cooperation with 
industry, other international organizations, and 
partners. It thus emphasises that NATO and 
Allies both have cyber defence responsibilities, 
and that cooperation with others is beneficial to 
improving our cyber defences.

When considering that which is primar-
ily military, I would mention again the "Mili-
tary Vision and Strategy on Cyberspace as a 
Domain of Operations" and AJP 3.20. These 
together help lay out the approach of NATO to 
cyberspace as a military domain of operations, 
as well as how cyberspace operations are to be 
approached in the context of joint operations.

NATO has several tools to ensure that 
these policies and approaches are aligned across 
the Alliance. First, key policy and doctrine are 
approved by Allies, which allows Allies to set 
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the direction of the Alliance and agree to the key 
areas on which they must remain synchronised. 
Second, there are specific planning tools that set 
a baseline for capability development and align-
ment. The NATO Defence Planning Process 
(NDPP) is perhaps the most fundamental 
part of this process, providing a framework 
for Allies to develop required forces and ca-
pabilities in a coordinated manner. NATO 
also has a Standardization Office that, unsur-
prisingly, helps ensure military operational 
standards across the Alliance. Third, there are 
less compulsory, but still structured, process-
es that provide coordination and interaction 
amongst the Allies, such as the "Cyber De-
fence Pledge" self-assessment process.

Cyberattacks are used within hybrid warfare 
with social, economic and strategic impacts 
on behaviour and morale. How can NATO 
prepare against the complexities of cyber-
space and mitigate cyber threats?
- When considering how NATO should pre-
pare for and respond to the broad array of cyber 
threats that you lay out, I believe it is important 
to separate roles and responsibilities, on one 
hand, and coordination and cooperation, on 
the other. NATO is fundamentally a defence 
and security organization that cannot, and 

CYBERSPACE OPERATIONS

ABOVE: Exercise LOCKED SHIELDS 2019, photos by CCDCOE.

►►►

should not, attempt to address each and e very 
cyber threat. This interview talks at length 
about the areas where NATO can, and should 
be acting, such as ensuring that it can oper-
ate in cyberspace, defend its own networks, 
provide a framework for Allies to continue 
improving their cyber defence capabilities, 
and so on and so forth. While cyber-enabled 
disinformation, or election interference, or 
other issues absolutely could impact a nation's 
security, NATO is not necessarily always the 
appropriate sole or lead body to address these 
issues. I sometimes consider: would a Ministry 
of Defence have primary responsibility for a 
given cyber issue domestically, or might it in 
fact occupy a role in support of civil authori-
ties? If, nationally, the defence establishment is 
in a supporting role, it is a good bet that NATO 
will be so as well.

This would then take me to coordina-
tion and cooperation. Even if NATO might 
not be the primary owner of an issue, it is often 
well positioned to reinforce and support the 
work of both Allies and other international 
organizations. NATO, for example, does not 
set cyber norms, but it closely follows and sup-
ports the work of organizations, such as the 
United Nations (UN) and Organization for 
Security and Cooperation in Europe (OSCE). 

NATO also provides a forum, through Article 
4 of the North Atlantic Treaty, in which Allies 
can consult whenever they believe their territo-
rial integrity, political independence or security 
is threatened. This gives Allies broad latitude to 
bring forth some of the issues mentioned above.

Under what circumstances could a cyberat-
tack trigger a NATO Article 5 response?
- In 2014, at the Wales Summit, Allies affir-
matively stated that a cyberattack could lead 
to the invocation of Article 5. When think-
ing about Article 5, though, I consider it as an 
effects-based response, rather than an attack-
vector-based response; meaning, it is not about 
how an attack is carried out, but the effect it 
has on an Ally. 

The one time that Article 5 has been 
invoked — that is, in response to the terrorist 
attacks against the United States on September 
11, 2001 — it demonstrated the importance of 
this effects-based approach. When the North 
Atlantic Treaty was signed in 1949, I am not 
sure how many nations would have thought 
that it would have been an act of terrorism 
against the United States in 2001 that led to the 
invocation of Article 5. 

The process of invoking Article 5 after 
9/11 is also relevant when considering how 
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Joint Warfare Centre: NCI Agency's 
Stavanger Unit life-tests IT prior to a 
training event. Photo by Tudor Jelescu

“Resilience 
recognises that 

there will be cyber 
incidents and that 
it is impossible to 
prevent them all. 

Organizations 
must thus be 
prepared to 
effectively 

manage and 
recover from 

such incidents.” 

►►►

Article 5 could be used in response to a cyber-
attack. On 12 September, the North Atlantic 
Council stated that, should the attack on the 
United States be determined to have been di-
rected from abroad, the action was covered by 
Article 5. On 2 October, after the United States 
presented further information to the Council, it 
was determined that the attack had emanated 
from abroad, thus confirming the invocation 
of Article 5. Basically, it was determined almost 
immediately that the attack was of sufficient se-
verity to invoke Article 5, and then the exact at-
tribution of the attack soon followed.

It is also important to note the inher-
ent flexibility of Article 5, in that it does not 
require a specific response, but rather states 
that the Alliance can take "such action as it 
deems necessary, including the use of armed 
force, to restore and maintain the security of 
the North Atlantic Area". In short, the Alliance 
has both the policy and experience to respond 
to a cyberattack with the invocation of Article 
5, should an attack be of sufficient impact. 

What is the importance of the Cyber Defence 
Pledge? Can you explain the significance of 
resilience in cyber defence?
- At the Warsaw Summit in 2016, Allies 

pledged to enhance the cyber defences of 
their national networks and infrastructure as 
a matter of priority. In order to implement this 
Pledge, Allies have developed a self-assess-
ment and reporting process. Allies now assess 
themselves on an annual basis against a wide 
range of cyber defence areas, covering resourc-
ing, organization, education and more. During 
this self-assessment process, Allies also meet 
with the International Staff, which draw up 
summary reports ― a sort of state of the cyber 
defences of the Alliance, if you will.

When thinking about the importance of 
the Pledge, I would highlight a few key aspects. 
Firstly, it has been extremely useful that this 
Pledge was made at the level of Heads of State 
and Government. This has helped ensure that 
cyber defence is treated as a strategic and po-
litical issue, rather than solely a technical one. 

Secondly, the Pledge has encouraged 
enhanced intragovernmental communica-
tion and collaboration. As the Pledge covers a 
broad range of issues, a broad range of actors 
must coordinate on the response. Finally, the 
Pledge has been useful for sharing a diverse set 
of best practices amongst the Allies. The Pledge 
has no specific end date or target maturity le vel. 
Instead, it is about the need for continuous 

CYBERSPACE OPERATIONS
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improvement. I see this as closely linked to 
the concept of resilience. Resilience recognises 
that there will be cyber incidents and that it is 
impossible to prevent them all. Organizations 
must thus be prepared to effectively manage and 
recover from such incidents. 

Many go vernments and private sector 
organizations now often say that incidents 
are a matter of when, not if, which makes re-
silience a more flexible and realistic approach. 
The mindset of ongoing improvement and 
a daptation captured through the Cyber De-
fence Pledge is thus well-aligned with the idea 
of cyber resilience.

The Joint Warfare Centre first introduced cy-
ber defence to its operational level exercises 
in 2011, giving NATO the opportunity to ex-
plore the wide and far reaching impacts of 
cyber threats to operations and allowing the 
Joint Force Commands to evaluate the effec-
tiveness of their preparations against an ag-
gressive and competent cyber adversary. You 
have also participated in the command post 
exercise portion of TRIDENT JUNCTURE 2018, 
which was directed by the Centre. What were 
your key observations and general impres-
sions regarding cyber play in this exercise?
- Cyber, as a component of operational level 
exercises, is absolutely critical, and it is excel-

BELOW: Joint Warfare Centre's Exercise Situation Centre (SITCEN). With a long-lasting experience in joint operational training, doctrine development, and transformational 
activities, the Centre is the ideal establishment to support NATO in the evolution and adaptation to the rapidly changing cyber warfare. Photo by NRDC-Italy PAO

CYBERSPACE OPERATIONS

lent that the Joint Warfare Centre has nearly 
a decade of experience incorporating cyber 
aspects into its exercises. As you note, I was 
fortunate enough to observe a portion of TRI-
DENT JUNCTURE 2018 from the Centre in 
Stavanger. It was extremely useful to see the 
real-time interaction between the many cyber 
elements of NATO, such as NATO Headquar-
ters, SHAPE, the Joint Force Commands, as 
well as the NATO Communications and Infor-
mation Agency. Such an exercise makes clear 
that an integrated understanding of relevant 
cyber threats from all perspectives - techni-
cal, operational and political/strategic - is 
necessary during operations. From this expe-
rience, I would also emphasise the continued 
importance of ensuring that the cyber portions 
of an exercise are made relevant to all partici-
pants, not just those who are cyber defenders. 

Do you have any recommendations for fu-
ture cyber scenarios? Additionally, how can 
our exercises support the progress? 
- When cyberspace was declared a domain 
of operations, it was to ensure that NATO ap-
proached cyberspace as it would any other do-
main. In other words, it must be viewed as in-
tegral to, and integrated with, mission success. 
Thus, cyber can - and should be - incorpo-
rated into any scenario. While cyberspace may 

often be the supporting rather than supported 
domain, it is still critical to the conduct of mis-
sions. As such, scenarios that adequately test 
operations in a degraded cyber environment, 
for example, are useful. I would simply encour-
age the Joint Warfare Centre to support the 
maturation of this domain of operations by en-
suring that cyberspace is a central component 
of its exercises. 

As NATO moves forward with the cyber do-
main, what issues would you highlight as the 
most challenging for the Alliance?
- All Allies are making progress to improve 
their cyber capabilities. Threats, however, will 
continue to evolve, which means that we must 
continue to adapt and mature as well. While 
this can seem overwhelming, it is the great ad-
vantage of NATO that it has 30 Allies who are 
working to address these challenges, both indi-
vidually and in concert. Though it requires at-
tention to ensure that Allies remain aligned in 
the face of different cyber priorities or go vern-
mental structures, the diversity of approach is 
fundamentally useful to Alliance. All Allies are 
able to learn from each other. The challenges 
of cyberspace are both myriad and complex. 
NATO, though, presents a key structure to 
continue addressing these issues in a coordi-
nated and reinforced manner. 

LOCKED SHIELDS: 
https://ccdcoe.org/exercises/
locked-shields/
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ETHICAL
HYPOTHETICAL INTERVIEW* WITH AN

ETHICAL HACKER
An ethical hacker's job is to find 
potential weaknesses in computer 
systems. Ethical hacking is about 
"thinking like an attacker to prevent a 
black hat hacker from being able to 
break into computer systems". 
Read more: https://www.dnvgl.no/karriere/
ethical-hacking.html

Lieutenant Colonel Jean-Sébastien Dorne
French Air Force
Cyberspace Subject Matter Expert, 
NATO Joint Warfare Centre

* What follows is a fictitious interview created by

C H R I S JOURNALIST

J é r ô m eETHICAL HACKER

Chris: Thank you for this interview, JérÔme. Your job is to in-
tentionally "hack" companies that have employed you to expose 
risks in their computer systems. You think like a hacker, but you 
operate legally. Your work is important because malicious cyber 
activities from state and non-state actors continue to threaten 
global security. Can we call this cyberwar? 
JérÔme: Well, cyberwar might not be the most appropriate 
term, but there are huge tensions, digital fights, and an ongo-
ing transnational competition happening in the cyberspace.

HAC K E R
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►►►

CYBERSPACE OPERATIONS

“The number 
of existing 
vulnerabilities 
in cyberspace 
poses a threat to 
almost everything 
with a chip 
and an Internet 
connection.”

Chris: When exactly did these tensions start?
JérÔme: It started not long after the first data 
was exchanged between two machines, so 
around 50 years ago. Since then, we know that 
cyberspace never sleeps, and the world-wide 
competition today involves states, state-spon-
sored hacker groups, criminal organizations, 
hacktivists, terrorists, black hats and script-
kiddies. The threats include terrorism, sabo-
tage, espionage, data-leaks, and subversion. 
However, this global battle is mostly fought 
in silence, through covert activities. And the 
few we know about through the open source 
already constitutes a big concern to us.

Chris: In what way?
JérÔme: I mean in terms of vulnerabilities and 
threats. Cyber is a special domain; it is differ-
ent from the others. Air, land, and sea domains 
have existed and have been used for hundreds, 
if not thousands, of years. Humanity has con-
quered them and reshaped them interestingly 
with things that now belong to cyberspace as 
well. Cyberspace crosses all physical domains. 
There are chips and connectivity everywhere, 
think of Wi-Fi, 3G, 4G and 5G, Bluetooth, 
Radio-Frequency Identification. While the 
physical domains have kept their fundamental 
features, the cyber domain, on the contrary, is 
highly technical, entirely manmade, and less 
than a century old. It evolves at a mind-blow-
ing pace with the help of new technologies. 
Just think about 5G, or the "Starlink Satellite 

Internet Project",1 or the fact that only an es-
timated five percent of the Internet is visible 
through a navigator. In other words, the Inter-
net is much bigger than we can imagine. It has 
become big and complex, which makes it very 
difficult to control. 

With ever-increasing speed, the Internet 
has invaded our lives. Just reflect for a mo-
ment: we think of a refrigerator as a computer 
that cools things, while a car is a computer that 
transports people, and a cargo ship is a com-
puter carrying goods through the oceans. A 
modern jet fighter has transformed into a fly-
ing computer, interconnected with satellites, 
ground stations, ships, the pilot's helmet and 
other aircraft and command and control sta-
tions. Everything has become a piece in a huge 
worldwide network.

Chris: But hasn't everything been designed to 
be secured and protected? 
JérÔme: Not really. It's improving though. I'm 
not saying that there is no cybersecurity at all. 
You can even say that our computer systems 
have never been as secure as they are today. 
But we are not anywhere close to a systematic 
and integrated cybersecurity. The first ones to 
seriously consider cybersecurity were govern-
ments in the early eighties. They understood 
the cyber risks posed to a nation's sovereignty 
from hostile intruders, including threats to its 
critical infrastructure (governmental agencies, 
energy, water sanitation, food production, the 
banking system, the stock exchange, etc.), and 
the sensitive data they were handling. For the 
vast majority, we are always trying to catch up 
on cybersecurity. The vulnerabilities are there, 
sometimes only known by a few, such as the 
"zero-day exploit"2. These pose a constant and 
real threat to all societies, companies, and indi-
viduals. For instance, an average of more than 
57 Common Vulnerabilities and Exposures 
(CVE ― see MITRE database)3 were registered 
per day in 2019, potentially affecting millions of 
systems. In 1999, when MITRE started count-
ing them, the average number of CVE per day 
was close to four! A 2020 CVE, probably rank-
ing in the top vulnerabilities ever revealed, 
concerned Windows 10 and was issued by the 
United States' National Security Agency in Jan-
uary.4 Remember, these CVEs are only those 
discovered and made public. It is no surprise 
that there are still a lot of things created with 
limited security. 

The Internet of Things (IoT) is another 
good example. Among the IoT, digital cameras 
have been widely hacked in order to turn them 
into zombies and perpetrate botnet attacks.5 
Electronic toys are rarely designed to have a 
strong level of protection against malicious 
intents. Hackers have taken control of many 
computers to amass calculating power for cryp-
tomining.6 Just think about it: there will be an 
estimated 40 billion connected objects in 2025! 
The Internet itself, and its protocols (IP, TCP) 
make no exception. They were created at a time 
when nobody thought about hacking, and they 
are still in service today. The number of existing 
vulnerabilities in cyberspace poses a threat to 
almost everything with a chip and an Internet 
connection. It poses a threat to governments, 
civilian authorities, military organizations, in-
ternational organizations, non-governmental 
organizations, small or big companies, and of 
course, individuals. Additionally, many coun-
tries around the globe have seen attempted in-
terference in election processes.

Chris: What about the military?
JérÔme: The military makes extensive use of 
the new technologies. The Command and 
Control systems, intelligence, surveillance, 
and reconnaissance systems, as well as weapon 
systems are all largely digitalised. No military 
operation is conducted without networks, com-
puters, big data, and artificial intelligence. But 
every system takes time to be developed and 
threats are evolving much faster. 

Think of a spacecraft, for example. It 
takes years to design it, and when it is placed in 
orbit, it is supposed to last for years or decades. 
Unless it has been designed to be upgradable, 
most of its techno logy will remain the same 
as when launched. Even the upgrading pro-
cess can carry potential vulnerabilities. This 
is one key reason why the military is taking 
cyberspace threats very seriously and invest-
ing heavily in cyber security. But consider this: 
if you are defending your assets and systems, 
the hackers scan the attack surface of your 
systems, or systems of systems, and look for 
vulnerabilities, and one is enough. This is an 
asymmetric fight, and your defence is as strong 
as its weakest point.

Chris: But don't you need a lot of resources to 
carry out cyberattacks?
JérÔme: No, you don't. That's another differ-
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ence of cyber from traditional domains. To 
build a credible tank battalion, it requires a sig-
nificant amount of money, lots of research, tech-
nology, experience, and a robust training for the 
crews. It is the same for aircraft, C4ISR (the 
Command, Control, Communications, Com-
puters, Intelligence, Surveillance and Recon-
naissance) systems, naval ships, and spacecraft. 
The adversary is bound to do more or less the 
same to outweigh or counter your forces. But, 
in cyberspace the cost of entry is much lower. 
It only takes a team of highly skilled hackers to 
penetrate a network and do a lot of harm, with 
potential consequences at every level: political, 
strategic, operational, and tactical. 

As for the effects, they are endless. Repu-
tational damage, loss of confidence in the data 
or the systems, deception, espionage, sabotage, 
subversion are some of the effects. Interesting-
ly, a growing number of countries with limited 
traditional military capabilities have now very 
credible cyberspace operational capabilities. 

Chris: But the bigger the company, the lesser 
the risk, right?
JérÔme: It doesn't work like that. In 2012, the 
biggest oil company in the world, Saudi Ar-
amco, was the victim of a cyberattack, which 
destroyed more than 30,000 computers.7 In 
2017, the NotPetya Ransomware hit hundreds 

of companies around the world, including one 
of the biggest shipping companies, Maersk.8 As 
a result of cyberattacks, each company paid a 
high price for their exposed vulnerabilities.

Chris: What is the most serious weakness? 
JérÔme: This is a good question, and my an-
swer might come as a surprise to you. The 
weakest link in the cyber chain is human. 
Among the highest threats assessed by many 
cybersecurity companies are insider threats 
and phishing campaigns. Insider threats are 
when someone belonging to the targeted or-
ganization constitutes the threat and hits their 
own organization from the inside. Phishing 
campaigns, on the other hand, are when a per-
son is the targeted vulnerability.

Chris: Can you elaborate a bit more on phish-
ing campaigns?
JérÔme: Phishing (or spear-phishing for even 
more focused and targeted phishing attempts) 
is the name given to a series of e-mails that are 
sent to a large number of people, looking cred-
ible enough to make the receiver click on an 
attached file, or, a link to a trapped website. In 
both cases, a malicious code gives the hacker the 
first foothold to the system with enough privi-
leges to continue the attack. One click is enough 
to give access to hackers, who then break into 

computer systems of the company or organiza-
tion, move laterally, conduct reconnaissance ac-
tivities, escalate their privileges and eventually 
deliver a cyber effect (disrupt, destroy, compro-
mise, leak data, etc.)

Chris: So, nobody and nothing is entirely pro-
tected. What can we do?
JérÔme: Let's be optimistic. There is already a 
lot that one can do. Generally speaking, devel-
op a high level of "cyber hygiene" in your orga-
nization, assess the risks, take adequate mitiga-
tion measures and develop and exercise your 
business continuity plan. Train, exercise, and 
refine your processes over and over again. Or-
ganise both table-top and practical exercises.9 
I think entities pretending to possess a perfect 
cybersecurity are not credible because there is 
no such thing as an entirely secured system. 
There is one thing we know for certain and it 
is this: the virus/antivirus game will never be 
over. Therefore, cybersecurity should never be 
taken for granted.

Chris: Is NATO vulnerable to cyber incidents?
JérÔme: NATO operates its own networks, and 
they are well-protected. NATO is taking cyber 
threats seriously at all levels, and remember, the 
threat existed long before NATO recognised 
cyberspace as a domain of operations.10 As with 

A QUICK GLOSSARY OF HACKERS

White Hat Hacker (Ethical Hackers): 
They work with organizations to strengthen the 
security of a system, officially, to penetrate 
and locate the vulnerabilities, and provide solutions 
to fix them and ensure safety.

Black Hat Hacker: 
They attempt to gain unauthorized entry into a system 
or network to exploit them for malicious reasons.

Grey Hat Hacker: 
They exploit networks and computer systems, without 
any malicious intention, to disclose all vulnerabilities 
to law enforcement agencies or intelligence agencies.

Source: https://www.eccouncil.org/ethical-hacking/

THERE WILL BE AN ESTIMATED 
40 BILLION CONNECTED 
OBJECTS IN 2025! 
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any other establishment, howe ver, the NATO 
network is connected to the outer world, which 
bears its own vulnerabilities that may affect the 
Alliance indirectly. Think about a potential mili-
tary operation where NATO first has to build up 
situational awareness, which requires data. Data 
is provided by multiple sources, not all owned 
by NATO, but by NATO member countries, ex-
ternal agencies, or even open source databases. 
All sources may have their own cyber vulner-
abilities. If these countries decide to deploy 
forces, it will require logistics. One industry that 
is important to secure is logistics because it is a 
valuable target for hackers. Airports, seaports, 
railways are all operated by automated and con-
nected systems, which again might carry their 
own cyber vulnerabilities. In 2017, for example, 
many port activities around the world were seri-
ously hampered by NotPetya ransomware.

During an operation, NATO troops will 
likely rely on contractors for water, food, oil 
and several other services, such as electrical 
power, Internet service providers etc. Dur-
ing an operation, additional capabilities could 
be provided by non-NATO entities, such as 
space-based assets for weather forecast, troops' 
positioning, or imagery.11 All of these external 
resources may be targeted by hackers trying to 
hamper NATO operations. The threat could 
also be somewhere else.

Chris: Please explain.
JérÔme: Another battle is raging with the infor-
mation warfare. As Sun Tzu wrote 25 centuries 

CYBERSPACE OPERATIONS

ago, the "art of war" is how to defeat the enemy 
without fighting. The progress made by com-
puter science and the stunning development 
of interconnected networks have considerably 
changed the information environment. Digital 
information is now instantaneously shared with 
millions of people. The manipulation of infor-
mation, with daily improving sophisticated 
techniques, and the possibility of spreading it 
to a wide number of targeted people, with some 
content tailored to their habits and preferences, 
has projected the battlefield to the information 
environment. Botnets and robot trolling,12 fake 
news, and deep fakes,13 and the use of social me-
dia14 ― all serving misinformation and disin-
formation purposes ― are some of the wea pons 
used in this battle. In combination with the 
more traditional means of waging war, and cun-
ningly used by malicious parties, they may well 
be a game-changer.

Chris: What conclusion do you draw from all 
of this?
JérÔme: It is more of an advice than a conclu-
sion. Cyberspace operations moved away from 
being just an information technology issue a 
very long time ago. It would be a mistake to 
consider it from a purely computer informa-
tion systems point of view. Rather, cyberse-
curity should be a concern for everyone, at 
all levels, from the highest decision-makers to 
the simple users of the systems, and as such it 
should be fully integrated in all activities, from 
as early in the process as possible. Cyber is a 

fully integrated cross-cutting activity, which 
everyone should plan for in their own area of 
expertise. If one fails to plan for cyber, he is 
planning to fail. The question is not if a cyber-
attack will happen to you, but when. Don't be 
the weakest point of your organization.

Chris:  Thank you for sharing your insights.  

END NOTES 

1 https://www.starlink.com
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5 https://www.forbes.com/sites/thomasbrew-

ster/2017/10/23/reaper-botnet-hacking-iot-cctv-iot-
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6 https://www.malwarebytes.com/cryptojacking/

7 https://money.cnn.com/2015/08/05/technology/

aramco-hack/index.html

8 https://www.wired.com/story/notpetya-cyberattack-

ukraine-russia-code-crashed-the-world/

9 https://content.fireeye.com/predictions/rpt-security-
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10  https://www.nato.int/cps/en/natohq/official_

texts_133169.htm see paragraph 70

11 https://reader.chathamhouse.org/cybersecurity-nato-

s-space-based-strategic-assets# 
12 https://www.stratcomcoe.org/robotrolling-20181 

13 https://www.stratcomcoe.org/role-deepfakes-malign-

influence-campaigns

14 https://www.stratcomcoe.org/black-market-social-

media-manipulation
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Preparing NATO 
troops operating 
in a 
&        Space 
Operational 
Environment

by Arthur Wong
Aerospace Engineer, Space Operations 
Supreme Headquarters Allied 
Powers Europe (SHAPE)

ITH THE ADVANCEMENT OF TECHNOLOGIES since the late 20th century, NATO military 
forces have strongly positioned themselves to face a modern warfare environment, ranging from 
Intelligence, Surveillance and Reconnaissance (ISR) to requesting Close Air Support (CAS) 
from ground troops using beyond line-of-sight communication. In fact, the majority of military 
operations rely heavily on Space✳ systems to ensure seamless communication between commands. 
Ensuring the stability of accessing this information through nationally-owned satellites is critical 
to both NATO troops and the success of the operation.

►►►

C-130J Hercules on a night mission. 
Photo by Sergeant Chris Hibben, U.S. Air Force

✳ The word  "Space" is capitalised in this article.

W

DISRUPTED&
DENIED, DEGRADED,
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“[We must ask] ourselves what the Air and Space environment of 2030, 2040, or even, 
2050 will look like. How will we operate? How will we fight? What are the attitudes? What 
are the ranges? What are the altitudes? What are sunset and sunrise capabilities that we 

need in the battlespace of tomorrow? What will be the role of our aircraft?”   
The Rt Hon Ben Wallace MP   

United Kingdom Secretary of State for Defence
(Remarks at the Air and Space Power Conference 2020)

SPACE OPERATIONAL DOMAIN

Deep space and satellite tracking station on 
Spitzbergen Island (Svalbard), Arctic Ocean, 
Norway. Photo by David Dennis/Shutterstock

Hurricane Genevieve is pictured off the Pacific 
coast of Mexico from the International Space 
Station. Photo by NASA

►►►

W
HEN WE IMAGINE Space 
warfare, we often think about 
scenes from Star Wars and la-
sers shooting. Although these 
are fictional scenes made in 

Hollywood, such ideas of involving lasers have 
already been developed. For example, laser 
dazzling is used to "blind" ISR satellites from 
acquiring intelligence in a specific area.1 The 
use of Directed Energy Weapons (DEWs) 
from adversaries (such as lasers) can prevent 
Allies' satellites to perform their mission, not 
only in the ISR, but across the full spectrum of 
Space capabilities. Disabled ISR satellites could 
potentially hinder the safety of ground troops 
and prevent senior commands using the most 
effective ways to execute an operation. 

Various nations have already declared 
Space as an operational, or warfighting do-
main, which means that Space is an enabler 
for their forces to gain an upper hand when 
conflict occurs. Military reliance upon Space-
based technologies has been increasing since 
the end of the 20th century. Despite a wide 
range of applications used by military forces, 
few would fully understand how disruptive it 
would be when access to Space-based systems 
is denied or interrupted.

To understand how a Denied, Degraded 
and Disrupted Space Operational Environ-
ment (D3SOE) can affect NATO troops, we 
first need to understand how NATO forces 
utilise Space capabilities to enhance their 
operations. NATO has access to some Space 
capabilities using nationally owned satellites 
providing information to the command. These 
include Satellite Communications (SATCOM); 
Positioning, Navigation and Timing (PNT); 

Intelligence, Surveillance and Reconnaissance 
(ISR); Meteorology and Oceanography (ME-
TOC); Space Situational Awareness (SSA), and 
Shared Early Warning (SEW).2 

Some of these capabilities, such as SAT-
COM, PNT, and METOC are used for both 
military and civilian purposes, but they are 
also widely used by the general public in the 
digital age. Furthermore, capabilities such 
as PNT have been expanding since the first 
inauguration in the late 1970s. Other global 
PNT constellations such as Galileo (Europe), 
GLONASS (Russia), and Beidou (China) are 
almost at their full operational capability. In the 
digital age, where systems are all interconnected 
and linked with each other, the reliance on PNT 
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SPACE OPERATIONAL DOMAIN
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ABOVE: NATO began using enhanced satellite services this year with a new memorandum between France, 
Italy, the United Kingdom and the United States, which aims to provide Space capacity from their SATCOM 
programmes to NATO. Nations began delivering the capability in January. This project is the successor to the 
NATO SATCOM Post-2000 Project, which provided SATCOM services to NATO from 2005 to 2019. Photo by NATO

BELOW: An E-3A Airborne Warning and Control 
System (AWACS) aircraft sits in a hangar at NATO 
Air Base Geilenkirchen, Germany. One of the few 
military assets owned and operated by NATO, 
AWACS gives Allies the ability to manage airspace 
and provide early warning. Photo by NATO  

Need
to
know

is bigger than we envision. SATCOM is heavily 
used by both the military and civilian sectors. 
With the innovation of using small satellites in 
a mega-constellation through commercial part-
ners, we can expect that SATCOM capabilities 
will continue to enhance and strengthen. 

With respect to METOC, in our daily 
life we would be more interested in terrestrial 
weather as it impacts our activities. While in 
military mission planning, the knowledge of 
both terrestrial and Space weather conditions is 
required in order to predict how it could affect 
the tactics as well as the outcome of the mission. 
For instance, Space-based METOC capabilities 
enhance the accuracy of the terrestrial weather 
forecast and the impact of Space weather on 
both Earth-based and Space-based systems.

For military-specific applications, usage 
of Space-based ISR and SEW has increased 
over the years. The advantages of using sat-
ellites to conduct ISR activities include the 
prevention of violating the State Sovereignty 
Airspace (SSA), as outer Space is not subject to 
claims of national sovereignty under the Outer 
Space Treaty.3 SEW satellites can cover a large 
area, including blind spots not reachable by 
land-based early warning radar. These systems 

greatly improve the defensive posture of NATO 
Nations and increase reaction time for NATO 
Forces on missile attacks from adversaries. 

Despite that SSA can be used by both 
military and civilian entities, the major user of 
SSA remains the military. SSA satellites provide 
a better picture of all Space objects (satellites, 
debris, meteoroid) that can jeopardise assets 
in Space and forces on Earth. As some nations 
have already started to develop Space-based 
robotic arms for either Space debris clean-up 
or sabotaging operation,4 SSA can provide vital 
information on the situation in Space.

What if the Space systems 
are unavailable?

Now that we have a better understanding of 
the role that these capabilities play in support-
ing operations, as well as the planning, we can 
evaluate the impact that their denial or degra-
dation would have on our forces. Degraded and 
disrupted SATCOM and PNT would indeed 
create a huge direct impact on NATO Forces 
in both Command and Control (C2) and tar-
geting. NATO commands and bases are spread 
across Europe and North America and ground 
troops often are beyond-line-of-sight with com-
mand headquarters. Disrupted SATCOM ser-

vices could hamper decision and reaction time 
for senior commands to execute the best course 
of action in a time-sensitive operation. Certain 
Space-faring NATO Nations are increasing the 
ammunition inventory by acquiring precision 
guided munition (PGM), with some of the mu-
nition being GPS aided/guided to help increase 
the accurate targeting.5 Depending on the pur-
pose of the mission, denied PNT services could 
result in less accurate targeting, putting NATO 
Forces in danger. 

Unmanned Aerial Vehicles' (UAV) ac-
tivities will also be affected as the on-board 
computer require synchronisation with the 
PNT satellites to provide the accurate position, 
navigation, and data acquisition.6 Some other 
indirect disruption such as the logistics sup-
ply chain could also be hampered by disrupted 
PNT services. 

In some cases, NATO contracts logistics 
operations through commercial companies to 
support its missions and activities. These com-
mercial operators utilise civilian PNT signals, 
which are more vulnerable to jamming. More-
over, PNT also provides the timing for advanced 
applications such as Intelligence Transportation 
System (ITS) and Positive Train Control (PTC). 
PNT is an essential element required for both 
ITS and PTC. While it is unlikely, a denied PNT 
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service would cause a network-wide disruption 
to vehicles and rail traffic, a certain degree of in-
terruption can be expected.

The Art of War by Sun Tzu explored the 
five fundamental factors (i.e. moral influence; 
terrain; weather; command; and doctrine)7 

that could gain the upper hand on the battle-
field. Among those, terrain and weather are two 
important factors for Space subject matter ex-
perts today. The Art of War teaches doctrine and 
tactics for military operations; it highlights the 
importance of environmental factors to gain the 
upper hand. Space-based METOC can provide 
accurate terrain and landscape to ground troops 
and naval forces, which would greatly enhance 
the chances of battlefield dominance. 

Although terrains are unlikely to change 
over a short period of time, the most up-to-
date information on both terrestrial weather 
and underwater currents and ice coverage in 
the High Arctic will increase the success rate of 
the mission. Space-based early missile warning 
satellites provided a regional-wide to world-
wide coverage for NATO Nations from any 
incoming missile warning. Without the SEW 
satellites, our capabilities will only be limited 
to the use of ground-based radar systems, re-
ducing the responsive time from NATO Forces 
to react against incoming missiles.

BELOW: U.S. Space Command officially stood up on August 29, 2019. Photo by USSPACECOM PAOACECOM PAO 

“There isn't a single aspect of our Space 
architecture that isn't at risk.”              

Lieutenant General (Ret.) David Buck
Former Commander Air Force Space Command

Counterspace weapons

Counterspace weapons can be roughly divided 
into four different categories: kinetic physical, 
non-kinetic physical, electronic, and cyber.8 

Despite cyber being one of the main counter-
space weapons, as it can be easily acquired and 
target our satellites, this will not be discussed 
in this article as it is more cyberspace focused.

I. Kinetic Physical

Kinetic physical typically uses intercontinental 
ballistic missiles (ICBM), or a "sleeper satellite", 
to conduct such attacks. Depending on the al-
titude of the satellite, destroying it using ICBM 
could result in a chain reaction of a debris field, 
further colliding with other satellites. Kinetic 
physical is an irreversible attack and can pro-



vide real-time confirmation of whether the at-
tack is successful or not. Due to the large chain 
reaction it could create, this type of attack is 
not favoured by nations despite that some of 
them have conducted anti-satellite (ASAT) at-
tacks on their own satellites as a demonstra-
tion.9 Co-orbital threat uses satellite that has 
already been placed in orbit and awaits further 
command before initiating the attack on other 
satellites. Techniques from co-orbital attacks 
include robotic arm,10 or "kamikaze" style. 

This type of attack is difficult to pre-
vent since using direct ascent ASAT missiles 
to shoot down the co-orbital threat could 
result in collateral damage to friendly satel-
lites. Apart from direct ascent and co-orbital 
threats, ground stations for satellites' Com-
mand and Control are also vulnerable against 
any ICBM or bombings.

II. Non-kinetic Physical

Non-kinetic physical primarily uses lasers and 
high-powered microwave (HPM) to distort 
and destroy electronics and optical payload 
onboard the satellite. Laser blinding and daz-
zling is effective against optical ISR satellites as 
they could either temporarily or permanently 
disable the "eyes from above". HPM targets 
satellites' electronics, thus disabling the soft-
ware, and, ultimately, could cause the satellite 
to be uncontrollable. 

Both lasers and HPM are non-real time 
confirmation attacks, meaning the attackers 
cannot confirm if their attacks are successful. 
Electromagnetic pulse (EMP) attack involves 
the usage of high-altitude nuclear detonation 
to create a large influx of radiation, which will 
quickly degrade the majority of the systems on-
board the satellite. Despite that it is still possible 
to experience an EMP attack, the ban on testing 
nuclear weapons in Space11 would likely prevent 
any EMP attacks in the near future.

III. Electronic 

Electronic attacks are the main form of attacks 
that NATO Forces have usually experienced as 
they are relatively easy and cheap to conduct 
compared to the above-mentioned types of 
weapons. Electronic attacks consist of jamming 
as well as spoofing. Jamming against GPS and 
SATCOM is common, indeed NATO Forces 
have experienced such occurrences during 

►►►

Lessons/Best Practices Description

Prepare

The preparation phase is to allow forces to train both in a normal 
and contested Space operational environment. Through this 
method, units will be able to identify the difference between 
having the support of Space-enabled assets and not having it. 
Measures such as ensuring units to have Primary, Alternate, 
Contingency, and Emergency (PACE) plans should be in place 
and rehearsed thoroughly. Other preparation element includes 
increasing the use of non-GPS based devices (e.g. Inertial 
Navigation Systems) and laser-guided equipment.

Recognise
Forces recognising what a D3SOE will look like will allow units 
to understand when Space-based assets are unavailable and 
implement the PACE plan when needed. Understanding what 
they can be facing in a potential D3SOE will enable them to 
react accordingly in such situations.

React

This is the phase where units apply what they have been 
trained under D3SOE and take appropriate steps to mitigate 
the effects. Some cases such as terrestrial or Space weather 
might not be possible to mitigate, while other effects, such as 
jamming from adversaries, can be alleviated using the best 
practices based on different scenarios.

Report

While reacting to D3SOE, mitigating can allow the operation 
to proceed forward. Reporting such activities and informing 
interested parties can help maintain situational awareness at 
the proper levels. Documenting such activities will also better 
prepare units and strategic commands to further analyse future 
operations using the best practices in similar scenarios.

TABLE I: U.S. Army D3SOE best practices and lessons for units. 
Source: https://usacac.army.mil/sites/default/files/publications/18-28.pdf

exercises and operations.12,13 GPS spoofing, 
on the other hand, could mislead the user on 
their exact location. This is especially danger-
ous against UAV as adversaries can use this as 
an excuse for their "invasion" against sovereign 
airspace. Electronic attacks are mainly used to 
disrupt ground troops, which heavily rely on 
GPS or SATCOM, but could also severely dis-
rupt sustainment operations. 

Preparing for D3SOE Space 
operational environment 

As we continue to modernise the equipment 
across NATO Forces with systems such as the 
Aegis Combat System and fifth- and sixth- 
generation fighter jets, the reliance on Space-
based assets will continue to grow. Even though 
it is very unlikely that all Space-based systems 
are simultaneously taken out by adversaries at 
once, since most of them have redundancy to 
prevent such cases, our ground, naval, and air 
forces should prepare themselves to operate in 

a D3SOE. The U.S. Army has recognised the 
increasing threat against Space-based assets, 
and therefore, lessons and best practices have 
been published to ensure their forces are ready 
to operate in a degraded environment.14  Below 
(Table 1) are the four phases recommended 
from the handbook to ensure ground forces 
are able to operate in a D3SOE.

The United States Department of De-
fense Test and Evaluation Office stated in Feb-
ruary 2020 that they are looking for ways to 
test Space systems in order to ensure how satel-
lites would perform if under attack. It is of key 
importance for the Office to demonstrate the 
limitations and survivability of these satellites 
against cyber, DEW, kinetic, electronic war-
fare (EW) and natural hazards. The report also 
stated that the current GPS satellites require 
more rigorous testing against Space threats. 
Moreover, the schedule delays of upgrading all 
GPS segments is slowing down the military to 
integrate more advanced equipment into weap-
ons platforms, impacting the modernisation of 

SPACE OPERATIONAL DOMAIN
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the GPS.15 Despite not yet ha ving tested the 
vulnerabilities of GPS satellites and evaluat-
ing how effective GPS constellation within a 
contested Space environment, the goal of this 
report is clear and states that Space is currently 
a warfighting domain for some nations, and 
understanding the impact of such degraded 
systems will enhance mission planning across 
multiple domains.

NATO exercise training 
with Space component

Space crosscuts all operational domains within 
NATO, therefore, it is best to integrate D3SOE 
scenarios into exercises in order to be prepared 
to conduct operations in such scenarios. Since 
Space was considered as an element of the Crisis 
Response Planning starting in 2018, the NATO 
Space Community has been heavily involved in 
the overall exercise planning process to simulate 
NATO Forces experiencing D3SOE. 

And since the TRIDENT JUPITER 2019-
1 (TRJU19-1) exercise, NATO Space Commu-
nity has been gradually increasing with nations 
willing to contribute more on manning as well 
as resour ces to the exercise planning. During 
this exercise, through collaboration with differ-
ent subject matter experts from various func-
tional areas, a degraded Space environment has 
been successfully implemented for the training 
audience.16  In future operational level NATO 

ABOVE: A multinational team made up of American, Canadian, Dutch, French, German and Turkish Space subject 
matter experts during NATO Exercise TRIDENT JUPITER 2019. Photo by JWC PAO  
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exercises, a dedicated "Space Centre" will be 
set up to coordinate all Space-related activities 
and injects throughout each exercise. This will 
ensure that the appropriate information will 
be passed on to the relevant training audience. 
Through the declaration of Space as an opera-
tional domain within NATO in November 2019, 
and with the new NATO Space Centre to be es-
tablished at Allied Air Command in Ramstein, 
Germany, Space Support will continue to play a 
vital role within exercise planning in coordina-
tion with other domains.

The new battleground 
for nations

While it is unlikely that all NATO Space ca-
pabilities will be unavailable at once, NATO 
Forces must be prepared to operate in a D3SOE 
to ensure achieving the objectives of the opera-
tions, especially considering that most NATO 
equipment is heavily reliant on Space-based 
capabilities. As NATO potential adversaries 
continue to develop offensive counterspace 
capabilities, we have to ensure our troops are 
ready to defend the assets as well as recognise 
the consequences of such degradation in af-
fecting NATO Forces. As Space continues to be 
the new "battleground" for nations, preparing 
and defending national Space-based assets can 
be decisive in supporting our ground, naval, 
and air forces in operations. 

SPACE OPERATIONAL DOMAIN
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Brigadier General Clark, thank you very much 
for this interview. You assumed the position 
of Deputy Commander and Chief of Staff for 
the JWC on August 30, 2020. Although it is 
still early days, how do you feel about your 
assignment to the JWC so far? 
- I am extremely excited and humbled to join 
the Joint Warfare Centre team led by Rear 
Admiral Kaack. My initial impression of this 
command is very positive. I see that NATO has 
aggregated exceptional personnel and given 
them the mission to make NATO better. There 
is a high level of talent here and everyone is 
focused as one group to train NATO for full 
spectrum warfare at the joint operational level. 
This command is quite impressive, and I am 
truly honoured to become the newest member.

What have been the highlights of your ca-
reer before this assignment? And to expand 
on this point, what was the most important 
thing these assignments taught you?
- Like all officers, I share the understanding 

that the highlight of any military career is the 
privilege to command. The pinnacle for an 
officer is command in combat. Therefore, I 
would say commanding Marines during Oper-
ation IRAQI FREEDOM in 2003 was certainly 
a highlight. 

Another highlight would definitely be my 
previous NATO tour in Afghanistan support-
ing Commander ISAF as his Pakistan Planner 
and Civilian-Military Planner. We created the 
Afghanistan Civilian-Military Planning Group 
with representatives from the Government of 
the Islamic Republic of Afghanistan, over twen-
ty international embassies, the United Nations, 
the World Bank, and other international orga-
nizations. With weekly collaboration, we were 
able to synchronise, integrate, and deliver sta-
bility effects in the counterinsurgency environ-
ment. The momentum of this group provoked a 
strategically effective gathering including Presi-
dent Karzai and more than 70 civilian and mili-
tary leaders from inside and outside of theater. 

These assignments taught me that good 
leaders exist to support the people who perform 
the substantive daily activities required to ac-
complish the unit's mission. Leaders help set 
the conditions for personnel to be successful in 
their tasks. I learned the necessity of a positive 
command climate and the direct correlation to 
mission success. I also learned the tremendous 
value of our NATO Alliance and the principle of 
collective defence in effective action.

What are your priorities at the JWC?
- My first priority is to seamlessly transition 
into my role as Deputy Commander and Chief 
of Staff of the JWC without disruption to the 
daily activities as the command regains momen-
tum in 2020 and transitions into a busy 2021. 
I want to integrate into the team to ensure ac-
complishment of JWC's crucial mission of pre-
paring NATO Forces for operational challenges 

and ensuring their joint warfighting readiness. I 
share the viewpoint that there is nothing more 
important than providing superior training 
for our warfighters to achieve a more agile and 
ready NATO Force. 

The centre of gravity of NATO is the al-
liance of 30 diverse Nations. That is our source 
of power that provides our strength. Diversity is 
not a group of people who just look differently. 
True diversity is a group of people with differ-
ent ideas. I want to support and promote JWC's 
combining of different ideas from NATO to 
provide beneficial, challenging training in order 
to make NATO better. What we do at the JWC 
strengthens NATO's readiness and supports 
NATO global integrated operations.

And to conclude, why did you choose the 
Marine Corps? 
- It is hard to believe it has been almost 30 
years since I joined the Marine Corps. I have 
always been told it goes by quickly and now, 
looking back, I can say unequivocally that is 
true. I chose the Marine Corps because I knew 
I wanted to serve my country, first and fore-
most. The Marine Corps describes their orga-
nization as completely people based. Leaders 
in the Marine Corps lead people and nothing 
else. That resonated with me. I was also drawn 
to the challenge as the Corps stresses physical 
and moral courage. Marines question prospec-
tive members asking if they think they are 
tough enough and emphatically telling them 
we only need a few... Most people will not 
make it through the process. I wanted to prove 
that I could meet the challenge, so I applied, 
was accepted, graduated from Officer Candi-
dates School, and the rest is history. 

I look forward to serving with the tre-
mendous professionals at the Joint Warfare 
Centre and being a contributing member of 
the JWC's vital mission. Semper Fidelis!  

JOINT WARFARE CENTRE WELCOMES NEW DEPUTY 
COMMANDER AND CHIEF OF STAFF
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THIS YEAR'S NATO Military Committee 
visit to Allied Command Transforma-
tion (ACT) was conducted at the Joint 

Warfare Centre (JWC) in Stavanger, Norway, 
on March 3 and 4, 2020. The visit to the JWC, 
organised by General André Lanata, Supreme 
Allied Commander Transformation (SACT), 
had the overarching aim of engaging the 
NATO Military Committee on ACT's War-
fare Development Agenda. Panel discussions, 
videos, demonstrations, and presentations were 
focused on interoperability, innovation, agility, 
and NATO's continued deterrence and defence 
against any attack in the Euro-Atlantic area. 
These discussions focused on the development 
of the NATO Warfighting Capstone Concept as 
well as the integrated development of the Alli-
ance's Military Instrument of Power.

ACT, as NATO's Warfare Development 
Command, leads the military adaptation of the 
Alliance, contributing to the orientation of na-
tions' efforts, ensuring coherence, assuring in-
teroperability and delivering the connecting tis-
sue that makes the Alliance's capability greater 
than the sum of its individual parts. During the 
event, General Lanata set the tone of the discus-
sions by explaining the Military Committee's 
visit to ACT was, "an opportunity to shift our 
mindsets from a reactive mode to a proactive 
mode, and to pull the future into the present, in 
order to anticipate the right strategy for NATO."

General Lanata added, "the JWC tests 
concepts and doctrines in a near-real exer-
cise environment, develops foresight thinking 

through scenarios, experiments new techno-
logical solutions, and improves our educa-
tion and training. This is the reason why JWC 
provides some of the most vital components 
of ACT's effort to cope with the challenges of 
future warfare."

On the first day of the visit, the NATO 
Military Representatives were updated on 
ACT's current work on NATO adaptation with 
a particular focus on warfare development, the 
Transatlantic Bond, Allied deterrence and de-
fence, and the strong commitment to NATO's 
three core tasks — collective defence, crisis 
management and cooperative security.

The NATO Military Representatives also 
received a series of briefings by the JWC staff 
that centered on four themes: Managing Com-
plexity, Future Exercise Environment, Training 
Audience Opportunities and Warfare Develop-
ment. The Commander of the JWC, Rear Admi-
ral Jan C. Kaack, addressed the unique aspects 
of the Centre's mission in linking Allied Com-
mand Operations (ACO) and ACT through 
major NATO operational exercises, which are 
more complex and larger than ever before.

Rear Admiral Kaack said: "The Joint 
Warfare Centre has a key role in validating 
doctrinal and experimental concepts and in 
improving command and staff processes and 
interaction, optimised for warfighting. Our 
exercises remain the most realistic environ-
ment available to achieve this. Complexity and 
scale is at the very heart of our mission to both 
provide realistic and testing exercises. And in 

our role to help NATO's Command Structure, 
and the Force Structure, to be ready and to be 
better. The quality and professionalism of the 
Joint Warfare Centre crew is central to our suc-
cess. We are encouraging our staff to innovate 
and explore new possibilities that will enable 
us to meet the future growth in ambition for 
NATO exercises. Working with our partners 
across NATO and beyond, it is our maxim that 
Together! We make NATO better!"

On the second day, NATO Military 
Committee Chairman, Air Chief Marshal Sir 
Stuart Peach, talked to the Joint Warfare Cen-
tre's "The Three Swords News Channel" about 
the visit, where he underlined that, "the focus 
is now on improving our readiness."

Air Chief Marshal Peach said: "The Joint 
Warfare Centre has a vital role to play in pre-
paring our commanders because the NATO 
Command Structure is a very important part 
of our capability. We will continue to use the 
Joint Warfare Centre in Stavanger, under the 
command of Allied Command Transforma-
tion, to develop our leaders for this generation 
and the next. It is all about the multi-domain 
approach; it is about the fusion of the tactical 
with the operational level and the strategic 
level to deliver command teams across the Al-
liance that are fit for the purpose."

Air Chief Marshal Peach added: "The 
Joint Warfare Centre, clearly, is an excellent 
team. I think all the people I have spoken to 
will return to their Nations stronger for the ex-
perience here in Stavanger." 

NATO military leaders discuss warfare development

• B A C K G R O U N D •

JWC News Archive: 
http://www.jwc.nato.int/newsroom

Photos by Tommy Ellingsen

26   The Three Swords Magazine   36/2020



      The Three Swords Magazine   36/2020   27   

►►►

“Realistically 
testing NATO's 

operational and 
strategic levels 
of command, 

potentially in an 
Article 5 crisis, 

is a complex 
undertaking.” 

ITHIN THE FRAMEWORK of the NATO 
Military Committee's visit to Allied Command 
Transformation (ACT), hosted at the Joint War-
fare Centre (JWC) in Stavanger, Norway, Rear 
Admiral Jan C. Kaack, JWC's Commander, was 
given the opportunity to showcase the Centre's 
work and the future direction of travel. The em-
phasis was on four areas:

I. How the JWC manages complexity in 
large-scale, computer-assisted command 
post exercises (CAX/CPXs),

II.  What the future exercise environment 
looks like as the Centre continues to build 
near-real exercise scenarios,

III. What new opportunities can the JWC offer 
to its training audiences to enhance their 
experiences while training here,

IV. How the JWC supports NATO Warfare 
Development, and especially, how it can 
support the new NATO Warfighting Cap-
stone Concept.

The following is a quick rundown of these four 
areas that help define the JWC's Vision.

I. Managing Complexity

The exercises delivered by the JWC have un-
dergone a major transformation in recent years. 
Realistically testing NATO's o perational and 
strategic levels of command, potentially in an 
Article 5 crisis, is a hugely complex undertak-
ing. The JWC-directed exercises must faithfully 
reflect the changing nature of conflict, including 
shifts in NATO policy and doctrine, the com-
plex operating environment, the roles played by 
international organizations, the role of techno-
logical change and the potential opponents that 
NATO Forces might face.  

With the growth of the JWC mission 
now including the strategic level, the Centre 
has embarked on a process of expanding its 
exercise material into the concepts that exist in 
the political to military realm. But, to fully rep-
licate this multi-dimensional level of warfare 
in JWC exercises, the hunger for subject mat-
ter experts and national expertise has grown. 

Additionally, the number of training au-
diences the JWC serves has grown considerably 
with recent exercises having 14 training audi-
ences, spanning the strategic to the tactical. And 
the future sees a requirement for even more. To 
achieve all this, the Centre relies on the excel-
lence of its staff. Diverse and capable, JWC staff 
must also be at the heart of the Centre's efforts 

ABOVE: Lieutenant Colonel Richard Parvin, 
the author, briefing the members of the NATO 
Military Committee on how the JWC manages 
complexity in large-scale operational level 
exercises. Photo by Tommy Ellingsen
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to manage complexity and deliver excellence in 
training. The JWC's new vision strategy, "Vi-
sion 2025", is designed to ensure the Centre 
trains, professionally develops, and adequately 
equips its staff to continue to meet its unique 
mission to deliver complex exercises at the op-
erational and strategic levels.

II. Future Exercise 
Environment

By summer 2022, the Centre will have com-
pleted the geostrategic, 360-degree fictitious 
environment in support of NATO's exercise 
programme, from the tactical to the military/
political level. From a Brussels-centric per-
spective, the fictitious setting that the JWC has 
developed enables a 360-degree replication of 
the geostrategic environment. This fictitious 
environment has been designed in reflection 
of Supreme Allied Commander Europe's (SA-
CEUR) identified areas of strategic focus de-
scribed in a variety of reference documents, 
and re-iterated in the concept for the deter-
rence and defence of the Euro-Atlantic area. 
Based on a modular approach, a scalable geo-
graphic scope from local/regional focus to SA-
CEUR's area of responsibility-wide campaigns 
and operations can be achieved. This new ar-

►►►

“Scenarios have 
been designed 
to enable both 

Article 5 collective 
defence, as well 
as non-Article 5 
crisis response 

operations.” 

JWC VISION 2025

ray allows for a combination of play between 
any number of the seven regional areas that are 
being created and fine tailored to the require-
ments and ambitions of the training audiences. 
With full control of the fictitious environment, 
a wide range and combination of challenges and 
problem-sets can be applied across the current- 
and near-future characteristics, symptoms and 
stages of conflict and crisis. 

The JWC scenarios have been designed 

to enable both Article 5 collective defence, as 
well as non-Article 5 crisis response opera-
tions. Within these portfolios, the full range 
of foreseeable missions, based on the Very 
High Readiness Joint Task Force (VJTF) and 
NATO Response Force (NRF) can be por-
trayed. Initially designed for unclassified 
computer-assisted/command post exercises 
at the operational level, spin-offs and specific 
evolutions of the JWC scenarios have also 
been used in a wider spectrum, such as live 
training or tailored problem-sets for table-top 
exercises at various levels of command.

III. Training Audience 
Opportunities

In addition to achieving set exercise objectives 
and training objectives, training audiences for 
the JWC-delivered exercises have the opportu-
nity to incorporate and test elements of Con-
tingency Plans (CONPLANs), Graduated Re-
sponse Plans (GRPs), and their National Plans 
within the tailorable scenarios that the JWC 
offers. And it is the long period of time that 
a training audience is involved in the exercise 
planning process that provides for an experi-
ence that is significantly more than just the ten 
days of exercise execution. Rather, it is a con-

ABOVE: Rear Admiral Jan C. Kaack, Commander Joint Warfare Centre, addressing the NATO Military Committee on JWC Vision 2025.
Photo by Tommy Ellingsen
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stant adaptive learning experience throughout 
the exercise planning process that makes each 
headquarters better. This process incorporates 
a series of collective training events such as 
Academics, Key Leader Training and Battle 
Staff Training, in addition to the planning 
phase and the execution phase. 

Throughout all of these events, the JWC 
Advisory Team, with the addition of Senior 
Mentors, delivers lectures on best practices, 
discuss common joint operational issues, and 
facilitate functional area discussions in syndi-
cates. During the Crisis Response Planning in 
Phase II, the Advisory Team remains with the 
training audience as they develop the neces-
sary planning products to enable improvement 
within their Battle Staff Training and exercise 
execution during Phase III. 

On average, the JWC Advisory Team 
spends 80 days with the training audience 
throughout the exercise planning process. 
Within most JWC scenarios, training audi-
ences gain an understanding of emerging ideas 
and concepts within NATO, such as cyber and 
space, which they traditionally will not see at 
their home stations. 

By the end of 2020, the JWC will also 
complete the development work to provide 
an additional wargaming capability to further 
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ABOVE: The Joint Warfare Centre's Training Facility.
Photo by Sven Giegerich

support the training audiences' development 
and certification. 

IV. Warfare Development

The JWC is a catalyst between conceptual 
development for future warfare and its trans-
lation into practices through training and ex-
perimentation. Warfare development is a very 
broad term, which can be divided into con-
cepts, doctrine, capability development, do-
mains, experiments, and threat analysis. The 
exercise planners, advisory teams, quality as-
surance teams and CAX operators at the JWC 
integrate all these elements into every exercise. 
They also aim to capture best practice as we 
test almost all elements of NATO's Command 
Structure and many elements of the Force 
Structure too, and this is captured in a series 
of handbooks we produce for the operational 
level of war. 

Every exercise that the JWC directs is 
also a venue to experiment with new concepts 
and successfully bring challenging domains to 
the right level of attention. A good example is 
the success of experimentation on Space Sup-
port in NATO Operations. Following the new 
conceptual frameworks described in "Deter-
rence and Defence of the Euro-Atlantic Area 

and NATO Warfighting Capstone Concept", 
the JWC's intent is to focus its warfare devel-
opment on three lines of effort, resulting in 
tangible products: 

• Out-fight focuses on summarising multi-
domain lessons identified and ensuring the 
broadest distribution of those best practices; 

• Out-think focuses on optimising design 
and planning methodologies that adjust to the 
complexity of the operational environment 
and improves the NATO Alliance's ability to 
increase its speed, relevance and consistency 
in decision making; 

• Out-last focuses on providing exposure 
and increasing knowledge of NATO Forces on 
the different dimensions of resilience, includ-
ing resilience in the cyber and space domains. 

T
HE JWC HAS a clear and realistic un-
derstanding of what it can provide to 
deliver practical and relevant products 
today, while creating the required con-

ditions for tomorrow. Short of actual war, the 
JWC exercises are the only venue where the 
NATO Command Structure can develop war-
fighting skills in a realistic environment.  
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Strategic and operational level 
decision-making tested during two 
analytic wargaming courses at JWC

Lieutenant 
Commander 
Sarah Davies

Professor Robert Burks

JWC inaugural 
wargaming in 
June 2020

Dr Jeff ApplegetS
enior lecturers from the U.S. Naval 
Postgraduate School (NPS) were in 
NATO Joint Warfare Centre (JWC) in 
October to deliver two wargaming 
courses in support of the Centre’s 

wargaming capability development team. Dur-
ing the two-week training event, participants set 
out to examine analytic wargaming techniques 
through presentations, group discussions, and 
practical exercises, culminating in a matrix-style 
wargame design, which the JWC will play out 
in February 2021, along with the Civil-Military 
Cooperation Centre of Excellence (CIMIC COE). 
Societal resilience will be the theme of JWC’s 
wargame with the CIMIC COE.

“We are working to make wargame op-
portunities available as short tabletop exercises 
for senior commanders and senior mentors to 
explore areas of scenarios that we cannot go 
into during our Programme of Work exercises 
due to classification, time, or practicalities,” 
said U.S. Army Lieutenant Colonel Phillip Mad-
sen, JWC’s Officer of Primary Responsibility 
(OPR) for wargaming capability development.

Wargaming is a simulation of military 
activity using specific rules, data, methods, and 
procedures. An organic wargaming capability will 
provide the JWC with an innovative way to sup-
port NATO Command and Force Structure Head-
quarters, as well as NATO Member and Partner 
Nations, allowing them to study, reflect on, and 
train for multi-faceted ambiguous issues within 
complex operating environments. Throughout 
the two courses in October, JWC’s wargaming 
capability development team focused on prob-
lem structuring techniques, breakpoint analysis, 
and wargame management.

“Wargaming is a tool our Training Audi-

ences can use standalone or during the Exer-
cise Planning Process,” said British Royal Navy 
Lieutenant Commander Sarah Davies, JWC’s 
Deputy Officer of Primary Responsibility (D-
OPR) for wargaming capability development.

Davies added: “It is a golden opportunity 
for the JWC to work with highly respected part-
ner organizations, including the NPS, CIMIC COE, 
and the Norwegian Defence Research Establish-
ment to help the JWC team develop new and in-
novative ways of delivering our core missions."

Based in Monterey, California, the NPS 
is one of the world’s leading institutions, which 
has a robust wargaming education programme.
The NPS courses at the JWC were delivered by 
retired U.S. Army Colonels, Senior Lecturer Dr 
Jeffrey Appleget, and Associate Professor Dr 
Robert Burks.

“One good description would be to call 
wargaming a decision-making laboratory,” said 
Dr Jeffrey Appleget, adding: “We are creating 
a competitive conflict environment in which we 
can examine and explore the decisions of our 
players operating under a stimulus.”

“We see wargames and exercises as 
complementary events whose synergy can bring 
NATO to the next level in preparing for the future,” 
Associate Professor Robert Burks explained.

The JWC’s inaugural wargaming event 
took place in June this year, involving a train-
ing event for Leader Professional Development, 
and a two-day matrix-style wargame.  
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JWC News Archive: 
http://www.jwc.nato.int/newsroom
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COMMANDER OF NATO'S ALLIED AIR COMMAND

“NATO’s Airmen are ready for any challenges ahead of us, 
ready to lead the joint team, and ready to innovate into the future.”
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SINCE MAY 2019, U.S. Air Force General Jeffrey L. Harrigian has 
served as Commander of the NATO Allied Air Command (AIRCOM), 
where he is responsible for the air and missile defence of 30 NATO 
Nations, as well as U.S. Air Force bases in Europe and Africa that 
span over a geographical area of more than 19 million square miles 
(49 million square kilometres). As one of the three NATO component 
commands, AIRCOM’s peacetime missions include the delivery of 
NATO integrated air and missile defence, including ballistic missile 
defence, and operational control of the NATO Airborne Early Warning 
and Control Force at Geilenkirchen, Germany. Additionally, since 
2020, AIRCOM took operational control of the NATO Alliance Ground 
Surveillance Force at Sigonella, Italy. 

Photos by Cynthia Vernat, AIRCOM PAO

Interview by Inci Kucukaksoy and Peter Hutson
NATO Joint Warfare Centre

General Harrigian, thank you for giving us this 
exclusive interview for "The Three Swords" 
magazine. You served as the Chief, Joint Exer-
cise Division at the Joint Warfare Centre from 
2005 to 2007 as a Colonel. How does this ex-
perience help to inform and complement your 
role today as Commander AIRCOM?  
- First off, thank you for this great opportu-
nity to showcase NATO's Air and Space Power, 
but more importantly, to highlight the joint 
team as a whole. I had a tremendous experi-
ence working at the Joint Warfare Centre. 
Stavanger and our Norwegian hosts were fan-
tastic to me and my family. My time at the Joint 
Warfare Centre allowed me the opportunity to 
fundamentally understand how the Alliance 
ope rates. Walking into the job at AIRCOM 
with this experience was extremely beneficial. 
Not only was I able to "speak NATO" from day 
one, but I also had the opportunity to recon-
nect with people I worked with at the Joint 
Warfare Centre, who are now in leadership 
positions across the Alliance.

You are commanding a tremendous mission 
of 30 Nations to deliver 24/7 Air and Space 
Power for the Alliance, including the Com-
mand and Control of NATO's integrated air 
and missile defence mission. How does 21st 
century Air and Space Power drive NATO's 
military adaptation?
- Organizations adapt as they assess and chal-
lenge the assumptions that get written into 
their doctrine. I see Air and Space Power as 
inherently flexible, often adapting quickly 
to changes in the environment. I believe this 
is partly because Airmen are accustomed to 
performing mission debriefs to assess our per-
formance; we are always finding ways to fly 
the next sortie better. Hence, we drive NATO 
adaptation as we debrief and rewrite Air and 
Space doctrine to deal with evolving chal-
lenges, such as near-peer competitors, terrorist 
groups, or even global pandemics. Moreover, 
the joint team is demonstrating this ability to 
adapt as we collectively align to NATO's po-
litical guidance, NATO's military strategy, and 

SACEUR's vision for deterrence and defence 
of the Euro-Atlantic area.

What are your current priorities, and which 
require the greatest attention?
- The three priorities we established for AIR-
COM this year are our people, our mission, and 
shaping the future. I will say that although the 
COVID-19 pandemic refocused us quickly to 
handling our "essential tasks", these established 
priorities have remained. Foremost, we ensure 
our backbone ― our people ― remain strong, 
resilient, and ready. Particularly, a lot of atten-
tion has been devoted to implementing proper 
safety measures for our forces, while maintain-
ing social connectivity to all of our Airmen. Ad-
ditionally, we continue to be vigilant in our mis-
sion, specifically ensuring no interruptions to 
our 24/ 7/ 365 peacetime activities of providing 
air policing and ballistic missile defence for the 
Alliance. Finally, we emphasise that our ability 
to shape the future is tied to how we embrace 
innovation and how we prepare ourselves for 



34   The Three Swords Magazine   36/2020

NATO AIR AND SPACE POWER

The fifth-generation of fighter jets 
act as "flying data hubs" 

F-35 pilot at Keflavik Airbase during 
Iceland Air Policing 2020. Photo by 

Hedvig A. Halgunset, Forsvaret

►►►

“Growth in the 
Alliance's fifth-

generation 
capabilities and 
modern aircraft 

integration is 
on track.” 

F-35A fighter jet, Ørland Air Station. 
Photo by Martin Giskegjerde, Forsvaret

changes. Therefore, we are preparing our Air-
men now to operate in joint all-domain opera-
tions using modern tools and systems.

How does the transition to fifth-generation 
aircraft shape NATO's future combat thinking 
and capability? Is it just replacement of the 
fourth-generation aircraft, or is it something 
more than that? 
- Fifth-generation aircraft bring a remarkable 
capability to NATO's combat thinking. It is an 
absolute game changer for improved indications 
and warnings. Fifth-generation aircraft are not 
just newer airframes, but they provide a system 
of systems that are force multipliers for joint 
commanders. They reinforce Air Power's speed 
and flexibility to support multiple commanders 
across vast distances, and even into potentially 
high-threat environments. Importantly, NATO 
acknowledges that there are still key roles for 
existing fourth-generation aircraft, which is 
why we also focus on fourth/fifth-generation 
integration training. So far, we have made great 
progress in addressing these integration initia-
tives and my assessment is that growth in the 

Alliance's fifth-generation capabilities and 
modern aircraft integration is on track.

The declaration of space as an operational do-
main for NATO not only marks a major mile-
stone for the Alliance, but it also means con-
tinued transformation and change. What role 
will AIRCOM play in this important domain, 
and how will NATO's organizational structure, 
mission and processes need to adapt?  
- NATO's declaration of space as an opera-
tional domain is a big step in the right direc-
tion. Space is a critical enabler to joint all-
domain operations, and this announcement 
elevates space to be on par with the air, land, 
maritime, and cyberspace domains. This in-
creased emphasis on space capabilities will 
enhance Allies' ability to anticipate threats 
and respond to a potential crisis with greater 
speed, precision, and effectiveness. To be clear, 
NATO does not own any satellites. Space data, 
pro ducts and services will continue to be pro-
vided by the nations. However, there are goals 
to implement a NATO Space Centre with spe-
cialists to coordinate and integrate these pro-
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“ The contribution 
that the Joint 

Warfare Centre 
brings in 

supporting the 
joint all-domain 

mindset is crucial 
for NATO.” 

General Harrigian during a briefing at AIRCOM.  
More than 620 military and civilian personnel 
serve at AIRCOM, representing 25 NATO 
Nations. Photo by AIRCOM 

From air to space, 
shaping the future: 
New NATO Space 
Centre will increase 
Alliance capabilities

Photo by Master Sergeant Sven Giegerich 

vided effects. As you may expect, AIRCOM 
has an important role in supporting the imple-
mentation of a NATO Space Centre as there 
are historic bonds between providing both Air 
and Space Power.

During an interview at the Joint Warfare Cen-
tre, when asked how prepared NATO was for 
future threats, Air Chief Marshal Sir Stuart 
Peach, NATO Military Committee Chairman, 
said "it is all about a multi-domain approach; 
it is about the fusion of the tactical with the 
operational level, and strategic level to deliver 
command teams across the Alliance that are 
fit for purpose". In an article, you also wrote 
that "we must evolve our Alliance into the 
connected, multi-domain fighting force that 
future conflicts require". What is the multi-
domain approach? How is NATO adapting to 
this mindset? 
- Air Chief Marshal Sir Stuart Peach high-
lighted exactly what we aim to do each day 
at AIRCOM. As we conduct our 24/ 7/ 365 
standing missions (air policing and ballistic 
missile defence), and as we prepare and con-
duct exercises, we are always thinking beyond 
just the air domain. What we do in the air 
domain must be synchronised with the land, 
maritime, cyber and space domains. Ensuring 
we are all "connected" will drive decision supe-

riority. Moreover, all aspects of NATO's deter-
rence and defence missions ― from indications 
and warnings, to Command and Control, and 
from mission command to mission execution 
― are conducted through a joint all-domain 
lens. The primary way NATO adapts to this 
mind-set is with a regular cycle of planning, 
executing, and debriefing joint events. Some 
of the most significant events are joint exer-
cises, such as those the Joint Warfare Centre 
routinely organises. Make no mistake, the con-
tribution that the Joint Warfare Centre brings 
in supporting the joint all-domain mindset is 
crucial for NATO. 

How does AIRCOM invest in its human capital 
to ensure the full benefits of this new technol-
ogy and multi-domain mindset are realised?  
- As mentioned earlier, our top priority is our 
people. We remain focused on ensuring our 
personnel are trained and ready to support all 
Alliance activities. Through our wide-ranging 
education and training programmes, we allow 
our people to grow in their professional areas 
and prepare them to plan and conduct joint 
all-domain operations. This includes offering 
initial, upgrade, and continuation courses at the 
Deployable Air Command and Control Centre 
(DACCC) for personnel assigned to support 
NATO's Joint Force Air Component (JFAC). 
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Additionally, we are working to develop lead-
ers who are familiar with new technologies, like 
fifth-generation aircraft, network data links, 
and artificial intelligence, and we endorse Air-
men who can think beyond the air domain. 
Our goal is to be able to return these Officers 
and Enlisted to their nations after their AIR-
COM tours with the experience of working in 
a broader context and to be prepared for joint 
and multinational environments.

How do you see the relationship between 
Operations (ACO) and Transformation (ACT)?
- There is a fantastic relationship between Al-
lied Command Operations (ACO) and Allied 
Command Transformation (ACT). At the end 
of the day, ACO sets the requirements and ACT 
looks to where we can improve our capabilities 
for the future as NATO's Warfare Develop-
ment Command. However, it is important that 
we don't only look to the far future for changes, 
but we also examine the capabilities we can 
get for the near-term ― perhaps three to five 
years from now. Agile software development 
is one of these near-term requirements we are 
already collaborating on daily with ACT and 

In July 2020, the fourth remotely 
piloted aircraft of NATO’s Alliance 
Ground Surveillance (AGS) Force 

arrived at the Italian Air Force Base 
in Sigonella, Italy. "The NATO AGS 

Force continues our advance in 
becoming NATO's key provider of 
regional 'indications and warning' 

information to members of the NATO 
Alliance," said NATO AGS 

Force Commander Brigadier 
General Houston Cantwell. 

NATO Alliance Ground Surveillance 
(AGS) remotely piloted aircraft. 

Courtesy of Northrop Grumman. 
Photo by Alan Radeck  

►►►

“ It remains 
critical to connect 

the warfighter 
to those that 

develop
capabilities for 

their future.” 

Transforming aerial combat
Alliance Ground Surveillance Force

we are excited for operationalising the results. 
Bottom line, it remains critical to connect the 
warfighter to those that develop capabilities 
for their future, and it is absolutely necessary 
for continuing a constant exchange of ideas 
between the two NATO Strategic Commands.

What are your expectations from the Joint 
Warfare Centre as a bridge between ACO and 
ACT? How important are exercises to help 
ensure NATO readiness?
- The Joint Warfare Centre plays a crucial 
role in offering transformative thoughts into 
how we operate. We know that the Centre will 
continue to lead the way at bringing near-peer 
competitor thinking into our exercise scenarios. 
Too often, we rehearse the last fight, though 
it is imperative we continue to look forward. 
Let's look at exercises that focus on the "hand-
over/take-over" and "day zero" challenges, as 
no competitor wants to give NATO the time 
to build our resources, forces, and networks. 
Finally, since relevant exercises are important 
for NATO readiness at all levels of command, 
a continued emphasis on near-peer competi-
tion, fifth-generation aircraft integration, and 

Need
to

know

Italian Typhoon 
during take off,
Bodø Air Base, 

TRIDENT JUNCTURE 
2018. Photo by Sindre 

Nedrevåg, Forsvaret
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For AIRCOM stories, 
visit www.ac.nato.int
For NATO Integrated Air and 
Missile Defence, visit 
https://www.nato.int/cps/en/
natohq/topics_8206.htm
www.ac.nato.int

ABOVE: (Left) NATO AIRCOM missile defence systems' static display. Photo by Cynthia Vernat, AIRCOM PAO. Equipped with a weapon of mass destruction, a nuclear, biological 
or chemical warhead, a ballistic missile is one of the most dangerous threats to the Alliance, both from a political and military perspective. In 2010, Allies decided to develop a 
NATO ballistic missile defence capability as a purely defensive long-term investment to address a long-term security threat. RIGHT: A three-ship of Norwegian F-16s cruise low 
south of Hitra, Norway. Photo by Morten Hanche, Forsvaret

NATO AIR AND SPACE POWER

coordination of kinetic and non-kinetic effects 
(like space and cyber) will make us better pre-
pared as an Alliance.

How prepared is the Alliance in the air and 
space domains, particularly with the con-
stantly evolving threat environment? What 
are our main strengths and which areas need 
more attention?
- NATO is well prepared in the air and space 
domains for handling evolving threats because 
we have a Command and Control structure 
that is flexible and resilient. What we do to-
day in our standing missions ensures a seam-
less transition to the next level of deterrence, 
or defence, if needed. I would offer that stan-
dardisation of processes and interoperability 
always deserves attention for multinational or-
ganizations, and it is a challenge we are getting 
after as an Alliance. Furthermore, continuing 
to push authorities to the right level in this 
very dynamic environment is also key to our 
success. Even so, I believe NATO remains the 
most capable Alliance in the world because of 
the strength gained from sharing the diversity 

of thought and capabilities that all Allies and 
Partners bring to the table. 

Finally, what message would you like to de-
liver to NATO's Airmen? What are some of 
the skillsets and traits that will better pre-
pare them for the future?
- I would like to thank our Airmen for their 
dedication and professionalism. The team pro-
vides the Alliance with a credible deterrence 
posture, and I know that we stand ready to 
support and defend if called upon. We must 
continue to first take care of our people and 
provide them the relevant tools and training 
to execute our mission. Airmen bring a unique 
perspective to problem solving, which enables 
us to shape the future, whether that is through 
our interactions with the joint team, or by 
making a push for the correct Command and 
Control systems for today's forces. Remember, 
we never stop learning and building relation-
ships. Each and every day we learn something 
new and have an opportunity to deepen the 
trust and confidence we have in each other 
through lasting relationships.

Thank you for sharing your insights, General 
Harrigian. Are there any final thoughts that 
you would like to add in closing?
- We are witness to a unique time, as we col-
lectively fight out of the COVID-19 pandemic. 
Rest assured that we stand resilient and mission 
ready. Thank you, again, for this tremendous 
opportunity to showcase some of our thoughts 
from the air and space domains. Know that 
NATO's Airmen are ready for any challenges 
ahead of us, ready to lead the joint team, and 
ready to innovate into the future. It is a great 
honour to once again be part of the NATO 
team ― now, let's get after it! 

This interview was conducted on May 15, 2020.
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HEN Vince Lombardi, a championship-win-
ning American football coach would begin 
his yearly training for his team, the Green Bay 
Packers, he would hold up a football and say: 
"Gentlemen, this is a football." Although his 
trainees were professional athletes, all with 
previous experience in the sport playing at the 
highest level possible, Lombardi was making a 
point. Specifically, he was acknowledging that 

for even the best among us to operate as a team, 
everyone must have the same foundational 
knowledge. Likewise, for NATO, it is healthy to 
periodically revisit and ponder a fundamental 
military concept: joint operations. In this arti-
cle, in particular, I will look at joint operations 
through an emerging non-NATO agreed term, 
which nonetheless has begun to be used in 
the United States Armed Forces, colloquially 
across some of the NATO headquarters, and 
also at the Joint Warfare Centre (JWC). This 
term is called multi-domain operations.

In three years of supporting the JWC 
exercise mission, I believe that the "J" in JWC 
is a gift that keeps on giving. Evidently, the 
Centre's focus on "joint warfare" inherently 
includes multi-domain operations. Tradition-
ally, the domains are land, sea, and air. In one 

manner or another, warfare is conducted in at 
least one of those domains by virtue of the fact 
that we are human beings. We live on the land; 
we mastered the seas for millennia; and more 
recently, the Montgolfier brothers, followed by 
the Wright brothers a couple of centuries later, 
took to the skies. As JWC's Strategic Commu-
nications subject matter expert, Commander 
Cornelis van der Klaauw, noted: "Already in 
1793, the French used aircrafts (or balloons, 
you can say) in a military setting during the 
battle of Maubeuge and Fleurus." 

Newer conceptual domains, such as cy-
berspace and the information domain, have 
also been accepted in national militaries. The 
latest physical domain accepted in NATO doc-
trine and publications is space. From an Allied 
national contribution standpoint, the United 

ON THE COVER

MULTI-DOMAIN 
OPERATIONS

Awareness continues to spread about the 
importance of operating in multiple domains

The views expressed in this article are 
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MULTI-DOMAIN OPERATIONS

A holistic approach to multi-domain operations is as important as 
ever for NATO in an increasingly sophisticated world.
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States is currently using the term "multi-domain 
operations" as the latest concept in warfare. 

The U.S. Army originally developed 
this concept under the title of "Multi-Domain 
Battle: Evolution of Combined Arms for the 21st 
Century, 2025-2040", seeking to counter ad-
versary actors' growing capability to deny and 
disrupt friendly forces' access to and freedom 
of action in the air, maritime, space, and cyber 
domains from extended distances.1 This initial 
work acknowledges challenges to the U.S. Joint 
Force's achievement of objectives due to a re-
duced forward presence, decreasing friendly ca-
pabilities and capacities, and increasing adver-
sary ability to affect U.S. and Allied manoeuvre 
at greater distances across all domains.

As the utility of this concept and its 
influence on the U.S. Joint Force's capability 
development matured, "multi-domain battle" 
evolved into "multi-domain operations."2 
This transformation is outlined in TRADOC 
Pamphlet 525-3-1, called "The U.S. Army in 
Multi-Domain Operations 2028". Released in 

December 2018 and using the "militaries of 
post-industrial, information-based states" as 
adversary models, this concept describes how 
the U.S. Army will contribute to the Joint Force 
solutions "to deter and defeat (...) aggression in 
both competition and conflict".3 

Through its explanation of the central 
problem, establishment of multi-domain op-
erations tenants and identification of solutions 
to support strategic objectives, the document 
creates a workable taxonomy to counter and 
explain this complex challenge. I believe that a 
thorough understanding of this concept will in-
form the development of operational and strate-
gic dilemmas used in future JWC exercises.

A good example of the adoption of 
multi-domain operations by American military 
services may be seen in Major Kimber Nettis' 
article on the subject, "Multi-Domain Opera-
tions: Bridging the Gaps for Dominance".4 In it, 
Nettis describes the U.S. Air Force's implemen-
tation of the concept in one of its fixed instal-
lations through the use of "defensive multi-do-

main operations Command and Control". The 
idea being that warfare has evolved to the point 
where multi-domain operations are necessary 
to secure U.S. fixed installations from emerg-
ing threats, including, the so-called hybrid 
threats. A challenge, as her article points out, 
is the need on the U.S. side to define the con-
cept of "domain". The article cited a proposed 
solution by two U.S. Air Command and Staff 
College faculty members by defining a domain 
as a "critical battlespace requiring access". This 
is an interesting solution that changes the tra-
ditional concept of domain as a type of ma-
noeuvre space into a prioritised one, based on 
criticality. In other words, a proposed change 
of definition of a military term. 

Regardless, the current discussion within 
elements of the U.S. Department of Defense 
might be reflective of the dominant role of 
communications and information technology, 
especially computers, in modern warfare. For-
mal Alliance agreement on these terms remains 
a reality in which warfare must be conducted, 
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despite the human limits of theory of classifica-
tion. From a U.S. perspective, it is argued that 
multi-domain operations are nested in the con-
cept of joint operations. One might even argue 
they are the same thing. This is a consideration 
NATO joint staffs may also share with their 
U.S. counterparts. Air, land, sea, cyberspace, 
electricity, cities, world food supply, as well as 
supplies in general, the logistics thereof, and 
the commercial relationships between nations 
are all examples of realities to be confronted by 
military personnel engaged in the profession of 
arms. The "big three" domains ― air, land and 
sea ― are reflected in the generic joint organi-
zational structure that most, if not all, of our Al-
liance Member Nation militaries have adopted 
and most of them have an army, air force, and 
navy. Whether a nation has a formal joint staff 
or a general staff, the traditional military capa-
bilities and corresponding threats may be active 
in one, two, or all three of those domains. Fortu-
nately, NATO has a dedicated centre in Stavan-
ger, Norway, to provide quality collective train-
ing tailored to develop joint warfare in multiple 
domains: the Joint Warfare Centre.

►►►

NATO has a dedicated 
centre to provide quality 
collective training tailored 
to develop joint warfare 

in multiple domains: 
the Joint Warfare Centre

MULTI-DOMAIN OPERATIONS

ABOVE: JWC Exercise Control elements (clockwise) Space, Maritime, and Air Response Cells; media simulation, computer simulation (cyber effects), 
and Land Response Cell during different JWC-directed exercises. Photos by JWC PAO 

Joint Targeting and Joint Fires 
in JWC-directed exercises

At the JWC, I discovered hands on how the 
Centre has incorporated the art and science of 
multi-domain operations into its exercises, es-
pecially through the progression of joint target-
ing. Exercises such as TRIDENT JAVELIN 2017 
at Joint Force Command Brunssum; TRIDENT 
JAGUAR 2018 with Multinational Joint Head-
quarters Ulm (at JWC) and at NATO Rapid 
Deployable Corps Greece; TRIDENT JUNC-
TURE 2018 at Joint Force Command Naples; 
TRIDENT JACKAL 2019 at NATO Rapid De-
ployable Corps Spain, and most recently, TRI-
DENT JUPITER 2019-1, demonstrated NATO 
staff member interoperability in multi-domain 
operations by use of a joint construct. This was 

particularly evident in the manner in which 
Joint Targeting and Joint Fires came together. 
One reason they were managed seamlessly by 
the headquarters in question was the collective 
effort by NATO staffs involved in the imple-
mentation of the new concept of  Joint Effects 
under the auspices of the NATO Command 
Structure Adaptation (NCS-A). 

In the period leading to the implemen-
tation of Joint Effects function directed by the 
North Atlantic Council (NAC), the manner in 
which the NATO team of Joint Targeting could 
facilitate the conduct of multi-domain opera-
tions was codified in the new idea of Joint Ef-
fects. This aspect of NCS-A, which has begun 
in 2018, resulted in, for example, Supreme 
Headquarters Allied Powers Europe (SHAPE) 
reorganising its Operations and Intelligence 
Branch into a Joint Effects Branch. 

Joint Effects takes joint targeteers, es-
tablished NATO joint fires staff billets and 
representation from Strategic Communica-
tions (StratCom), including information op-
erations, psychological operations, and cyber 
and lawfare capabilities, to address challenges 
inherent in multi-domain operations. 

Additionally, current efforts to imple-
ment Joint Fires and the establishment of new 
recommended processes, such as a Fires and 
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Effects Synchronisation Board, tried to ad-
dress the inherent challenges in multi-domain 
operations, including the coordination and 
synchronisation of lethal and non-lethal ef-
fects through the roles and authorities in the 
NATO J-3 at the aforementioned joint head-
quarters exercised by the JWC since the fall of 
2018. Land, sea, and air still had to be operated 
in, but newer technologies and softer abstract 
domains are increasingly being considered and 
exercised by NATO joint staffs. Today, aware-
ness continues to spread about the importance 
of operating in multiple domains. It is a team 
sport that NATO has improved on and which 
remain relevant in meeting current and fore-
seen potential challenges. 

An Allied national example

Another example of multi-domain operations 
are the United States Forces ― Korea (USFK) 
operations in South Korea. USFK is the high-
er headquarters for the United States Eighth 
Army, which specialises in land operations. It 
leads the Seventh Air Force, who is mostly in 
charge of the air domain. Finally, the United 
States Seventh Fleet provides coverage of the 
maritime mission in the USFK. At USFK, the 
Commanding General has a two-star Army 
J-3, who facilitates the execution of opera-
tions across multiple domains through a joint 
organizational construct. The Seventh Air 
Force Commander is a three-star Air Force 
General, who dual-hats as the USFK Deputy 
Commander. It is through the operational re-
lationship across the different domain-focused 
headquarters that a common operating picture 
needs to come together in order to produce the 
type of seamless operations that are holistically 
planned for multiple domains. 

The staff officers in all of these head-
quarters are field-grade officers who, more 
often than not, by sheer mathematical prob-
ability, are engaged in their first experience 
of joint operations. This means that a Major 
in his early 30s with service background "x", 
(let's say an army officer), has to familiarise 
himself rather quickly with capabilities beyond 
his or her particular combat background, but 
also develop a working familiarity with other 
service capabilities. The more that individual 
knows, the better. This is the foundation for 
future General Officers. 

In a J3, this combination of knowledge 
of different service capabilities, and even of ex-

ternal resources, such as civilian agencies, and 
perhaps, even non-governmental organiza-
tions (NGOs), helps a staff conduct the holistic 
planning and thinking by which to base opera-
tional design and execution to updates. More 
tangibly, we see this in the planning and execu-
tion of Joint Fires. The USFK Joint Operations 
Planning Group would be made up of experts 
from various services and backgrounds who 
produce the holistic analysis upon which to 
base an eventual Operations Plan (OPLAN). 
In current operations, the J3 staff at USFK has 
"J33" staff officers dedicated to air, land, and 
maritime operations. The challenge becomes 
putting together a common operating picture 
that allows the joint force commander to man-
age the Clauswitzian "fog of war". 

USFK's military focus is North Korea, 
who in its own right has different services op-
erating across multiple domains. One staff of-
ficer I know served there during the sinking of 
The Republic of Korea Navy corvette Cheonan. 
Although "joint", the joint staff at USFK had a 
preponderance of Army officers. After the in-
cident, the demand and appreciation for mari-
time operational expertise increased. 

This is one Allied national example of 
the reality of multi-domain operations in a tra-
ditional battle laboratory. In our time, we have 
hybrid threats, which further indicate the im-
portance of multi-domain operations. I agree 
with van der Klaauw, who notes, "answering 
to hybrid threats requires more than a military 
effort. In fact, it is a whole-of-government ap-
proach, using all instruments of power within 
the Diplomatic, Information, Military and 
Economic (DIME) range of activities".

Multi-domain operations 
remain "foreseeable"

While hybrid threats and hybrid warfare are 
debated in the Alliance, the modernisation 
and creativity of any potential actors, whose 
interest diverge from the Alliance continues. 
Events, such as the annexation of Crimea, 
show the creativity by those with perceived 
threat by Alliance cohesion and potential. This 
type of event highlights that a holistic approach 
to multi-domain operations is as important as 
ever for NATO in an increasingly sophisticated 
world with state and non-state actors and un-
foreseen major natural challenges. 

A most recent example of the latter is 
COVID-19, which abruptly entered the world 

stage in 2020. The COVID-19 outbreak re-
minds us how important it is to master multi-
domain operations in a joint manner with the 
current NATO Command and Force Struc-
tures. In this particular example, an epidemic 
of global proportions forces a joint force to 
understand its operational military medi-
cal capabilities as it applies to each domain, 
whether army, navy, and air force medical 
infrastructure and/or personnel, etc.; space-
based facilitation of viral outbreak tracing, or 
countering inaccurate information concerning 
the virology of the outbreak. Putting together 
these joint capabilities translates into a spe-
cific mastery of multi-domain operations. The 
point is, this methodology in multi-domain 
and joint operations of utilising the domains 
for operational advantage remains valid across 
different problem-sets - traditionally and less 
traditional - but also more comprehensive.

The functional expertise of a NATO joint 
staff, leveraged through a depth and breadth of 
expertise within a Joint Force Headquarters' 
Joint Operations Planning Group, would ad-
dress the various challenges ― traditional and 
newer ― to formulate the right operational 
planning and execution, which can address the 
questions and concerns shared by current U.S. 
military thinkers regarding the idea of multi-
domain operations. 
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DIRECTOR OF NATO COMMAND AND CONTROL 
CENTRE OF EXCELLENCE

“Military Command and Control processes are becoming more 
cross-domain, adapted to both the traditional (air, land and maritime) 
and emerging (space and cyber) warfighting domains, but an emphasis 

should also be made to include the civilian agencies.”
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Interview by Inci Kucukaksoy and Peter Hutson
NATO Joint Warfare Centre

Colonel Meeuwsen, thank you very much for 
this interview. Can you briefly describe the 
mission of the Command and Control Centre 
of Excellence?    
- Our mission is to support NATO, nations, 
and international institutions/organizations 
with subject matter expertise on Command 
and Control (C2). The Centre envisions to 
catalyse C2 by capturing, creating, assessing, 
and distributing the C2 knowledge at the op-
erational and higher tactical levels. The joint, 
multinational capacity of the Command and 
Control Centre of Excellence and its partners 
leads to robust and applicable knowledge.  Our 
Centre is NATO accredited, but not part of the 
NATO Command Structure, and as a result, it 
is an independent international organization 
with a unique perspective.

Over the last decade, we saw revolutionary 
technological developments. Additionally, the 
introduction of the cyber and space domains 
has changed warfare. How do these changes 
to our operational environment impact C2?
- The answer to this question is twofold. First-
ly, the increase in technological capabilities is 
an enabler, which should simplify command-
ers' comprehension of the environment and 

support them in achieving situational aware-
ness to facilitate proper decision-making. 
Se cond, every additional domain adds to the 
complexity as is already being seen in coop-
eration with non-military actors. The increase 
in complexity is happening with bewildering 
speed. The operational level command post 
must cope with all this and be able to cooper-
ate with both military and non-military part-
ners at the same time.

One of your publications focuses on the fu-
ture command post at the joint operational 
level, portraying a picture of what a Joint 
Task Force Headquarters might look like in 
the year 2035. Can you elaborate on this 
study and its results?
- Faced with a volatile, complex, and ambigu-
ous future, we need technology to support C2. 
Without technology, C2 would be increas-
ingly more difficult to exercise and leverage. 
The sheer amount of data to be processed, the 
number of actors in any area of operations and 
the interdependencies in multiple landscapes 
(physical, social and information) are too much 
for the human brain to effectively process. Tech-
nology also provides means to increase the span 
of control for a commander at any level, and 

when coupled with the availability of data and 
actionable information, this results in a more 
"flattened" hierarchy - the concept of mission 
command seems to align with this technology 
shift. The dual-task of preparing future leaders 
for the game-changing potential of technology 
and increasing effectiveness of C2 at the opera-
tional level requires an enabling technology and 
a paradigm-shift in both training and awareness 
of future military leaders. Simply put, trust be-
tween the military personnel and non-human 
intelligence collaborators requires training and 
experience. We must first establish trust in a 
technology-enabled environment.

Can we say that the downside of automated 
systems is a more complex decision-making 
process? Within the military, where deci-
sions can have major consequences, how 
much can we rely on automated systems? 
- Our interviews with the senior leadership 
at NATO's both Joint Force Commands have 
shown that automated systems are seen exclu-
sively in a supporting capacity. It became clear 
that it is important to distinguish between the 
generation of products needed for decision-
making and the concept of decision-making 
itself. Most interviewees recognised the value  

Photos by MARCOM and NATO (Edouard Bocquet)

AUTOMATION IN COMMAND AND CONTROL 
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of automated systems as a supporting tool for 
the manufacturing of these products. They be-
lieve that these systems may be able to speed 
up the process and merge data/information in 
a way that they can be used for more than one 
product. It was mentioned that human factors 
should not contaminate the data, although hu-
man behaviour and experience can add value. 
However, respondents also believe that there 
are disadvantages to these systems: the data 
could be unreliable and may require a com-
plete sanity check by human experts. 

Can we say that decision-making remains 
the commander's prerogative? And that it is 
always down to human attributes no matter 
how much technology evolves?
- The final decision is the commander's pre-
rogative. Human attributes are of particular 
importance here. In the final phase of decision-
making, automated systems serve only limited 
importance; this is mainly due to the nature of 
warfare. Decisions are often associated with 

►►►

l ethal actions, which directly lead to the ques-
tion of accountability. Therefore, decision-
making requires an element of transparency, 
for example, in the way a conclusion is formed. 
Furthermore, these decisions are also influ-
enced by the fact that warfare is an emotional 
confrontation with the enemy. Importantly, the 
way in which a commander reacts, or decides, is 
not solely based on facts. Non-measurable qual-
ities, such as experience, intuition, mentality, 
ethical behaviour or even cultural background 
play a role in the process and make the decision 
strongly dependent on typical human attributes 
that are considered too complex and complicat-
ed to be replicated by artificial intelligence. But, 
it is exactly these human attributes that make 
the difference and determine success or failure.

Does this study, as NATO's human capital ini-
tiative, addres leader development? 
- It does, but in an indirect manner. The study 
focuses on the way senior leadership and staff 
of a joint operational-level headquarters inter-

pret the introduction of new technology/auto-
mation into their ongoing processes. Based on 
our survey and interviews, we concluded that 
staffs showed a positive attitude towards au-
tomation. Contradictory to the staffs' precon-
ceived notions, senior leadership also reacted 
positively to automation when interviewed. 
All recognised the necessity and even the un-
avoidability of the introduction of automated 
systems. NATO must consider and take advan-
tage of the receptiveness of both senior leader-
ship and staff.  

In your opinion, what is NATO's biggest 
strength today considering the many chal-
lenges that lie ahead?
- NATO is a robust organization with the core 
purpose of collective and assured defence of 
the nations within the European-Atlantic Area. 
Lessons from past decades and the immense 
speed of development across all domains rein-
force the necessity to increase the pace of war-
fare development and transformation. In this 
sense, a relatively big variety of national in-
volvements and interests (if handled properly) 
provides us the necessary fuel and energy for 
this common purpose. The knowledge, experi-
ence, and expertise-sharing across cooperating 
nations gives us a seemingly insurmountable 
advantage over our opponents. Although it is 
wrongly attributed to Charles Darwin, a quote 
by Professor Leon C. Megginson (1921-2010), 
says it best: "(...) it is not the most intellectual of 
the species that survives; it is not the strongest 
that survives; but the species that survives is the 
one that is able best to adapt and adjust to the 
changing environment in which it finds itself." 

How complex is multi-domain C2? 
- The short answer is that it depends on the 
definition of multi-domain, which, in its cur-
rent state, has plenty of room for improvement. 
The slightly longer, but by no means exhaustive 
answer is that the Command and Control Cen-
tre of Excellence is currently investigating in the 
realms of multi-domain, and there seem to be 
two main lines of thought: one line is that multi-
domain is the combination of the three tradi-
tional services (land, air, sea) with the emer ging 
cyber and space domains. This will require 
a more agile C2, but conceptually, it is not all 
that different from the current situation. In 
our opinion however, multi-domain should be 
seen as encompassing all actions and actors that 
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ABOVE: Colonel Meeuwsen with Rear Admiral Jan C. Kaack, Commander JWC. Meeuwsen presented a staff lecture 
on C2 in future multi-domain operations and the advantage of technology in enhancing the decision-making at the 
JWC in Stavanger, Norway, on January 14, 2020. Photo by JWC PAO.

BELOW: JWC Exercise Control (EXCON) which involves enabling functions that help to make an exercise happen 
and form the massive infrastructure to control it. Photo by JWC PAO

may influence the so-called "endeavour space". 
With this in mind, C2 will need to develop the 
ability to coordinate and synchronise military 
operations with actors and actions, working 
together with other parts of government, non-
governmental organizations (NGOs), com-
mercial organizations and other relevant play-
ers. This will add not just a level, but a whole 
dimension of complexity to C2.

How will C2 evolve to support the warfighters 
with increased emphasis on cyberspace, space 
and human domains, the fifth-generation air-
power, as well as the traditional domains of 
air, land, and sea? Can we be sufficiently pre-
pared against multi-domain conflicts? 
- Based on our "Future of the Command Post" 
study, it is clear that the future headquarters 
will rely on most of the current joint functions. 
In the preparation and execution phases, head-
quarters need to be joint and cannot be overly 
reliant on external placeholders for means 
and decision-making capacities. Technology 
might alter the way C2 is executed, however, 
the joint fundamentals will be recognisable. 
C2 will increasingly be supported by artifi-
cial intelligence and automated decision sup-
port. Information sharing will become much 
more dynamic, agile and versatile. Military C2 
processes are becoming more cross-domain, 

adapted both to the traditional (e.g. land, mari-
time, etc.) and emerging (i.e. space and cyber) 
warfighting domains, but an emphasis should 
also be made to include and optimise for the 
civilian agencies, including the non-military 
engagements. These adaptations to military 
C2 will greatly increase effectiveness to coor-
dinate and synchronise with non-military ac-
tors involved in a given operation. Predicting 

outcomes, or effects of selected courses of ac-
tion within interdependent domains will be a 
big obstacle for the commander of the future. 
There is simply no alternative to being suf-
ficiently prepared for multi-domain conflicts. 
It is the reality we will be, as a matter of fact 
already are, facing. The best way here is to train 
and exercise. A lot!

You are one of the closest NATO Centres of 
Excellence to the Joint Warfare Centre (JWC) 
in terms of mission. How do you envision fu-
ture cooperation with the JWC? 
- Our ambitions have to be in alignment with 
our size as we want to fulfill them in a proper 
way; in the end our Centre's success depends on 
transferring applicable knowledge to improve 
C2 within NATO. I see a role for the Command 
and Control Centre of Excellence in preparing 
the training audiences of the JWC by subject 
matter expert advice and producing joint pub-
lications (e.g. Joint Task Force Headquarters 
Handbook). Besides that, we can go shoulder 
to shoulder on structural recurring errors in 
decision-making that appear during exercises. 
And last, but not least, our recent Department 
Head role on Operations Planning, Operations 
Assessment and Alternative Analysis might re-
inforce current education on NATO planning 
processes, including strengthening synchro-
nization; the cornerstone of the Joint Warfare 
Centre and the Command and Control Centre 
of Excellence, at the moment. 
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NATO Joint Warfare Centre

"Operational art is 
a cognitive process 
that links tactics 
to strategy that 
goes well beyond 
the dimensions of 
jointness."

►►►
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I
N ALLIED DOCTRINE, operational art 
is defined as "the conceptual framework 
underpinning the planning and conduct 
of operations."2 This is admittedly a very 
broad definition that leads to multiple in-
terpretations. However, in practical terms, 
joint force commanders consider opera-

tional art mostly through the prism of joint-
ness by achieving synergy and superiority over 
adversaries through the optimised employment 
of the joint force. The Joint Warfare Centre's 

(JWC) experience of exercising at the joint 
operational level has revealed that such an ap-
proach routinely favours the use of physical 
forces over non-physical forces. Even with the 
emergence of new conceptual developments, 
such as multi-domain operations,3 operational 
art is still primarily focused on the physical do-
main and the current approach to training and 
exercises perpetuates this.

This article, however, posits that, both 
historically and for practical purposes in the 

current and near future eras, operational art 
is first and foremost a cognitive process that 
links tactics to strategy that goes well beyond 
the dimensions of jointness. As such, practi-
tioners of the operational art need to focus on 
integrating multiple non-kinetic/non-lethal 
dimensions of warfare, which are of increasing 
importance in today's geopolitical and opera-
tional environments. In order to increase op-
erational readiness this needs to be captured in 
NATO's training philosophy.

►►►

“Operational art is not a level of war, or the art of generalship. It is what goes on in the explorer's mind, 
the mediating and balancing interaction between his strategic and tactical reasoning - 

from the top down, and from the bottom up.” 

Brigadier General (Ret.) Huba Wass de Czege1

ABOVE: Norwegian Coastal Ranger Command's Stridsbåt 90N heads out from port during Exercise TRIDENT JUNCTURE 2018. Photo by Forsvaret
►►►
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Jointness and operational art  

Jointness, on the one hand, is defined as the co-
operation and integration of different services 
and components in order to achieve operation-
al objectives.4 NATO's doctrine acknowledges 
eight joint functions5 and historically, those 
joint functions were developed to achieve 
tactical, operational, and strategic gains by 
combining arms and operating across do-
mains. Joint concepts were also implemented 
to avoid single-service parochialism and some 
headquarters, as well as professional military 
education, became "joint" to generate mutual 
understanding between Service cultures and 
competencies across NATO's militaries. 

It is instructive that jointness was forged 
by the experience of two World Wars and the 
gradual process of the traditional Services 
(armies, navies, and air forces) having to work 
together through necessity. However, opera-
tional art is not linked historically to jointness; 
taking a simplified view, the roots of opera-
tional art can be seen to have two points of ori-
gin: the Soviet doctrinal developments follow-

ing the Russian Civil War of the early 1920s6 
and the post-Vietnam War U.S. Army reform 
(also known as the AirLand Battle doctrine of 
FM100-5, 1982 edition).7

The essential premise of doctrine derived 
from operational art is the importance of scale, 
depth and breadth: operational art is focused 
on large-scale operations8 where depth is re-
lated to space and time: the requirement for an 
intermediary level of war stemmed from the 
inability of tactical and strategic concepts to 
provide the conceptual framework required to 
deal with large-scale military operations (corps, 
armies, and above) spanning over large theatres 
of operations with little prospects for "decisive 
battle(s)". With this, there emerged a clear re-
quirement to visualise through campaign plans 
the achievement of military objectives. 

Breadth is about the comprehensive na-
ture of the analysis of the factors influencing 
operations (including the political, economic 
and social factors) as well as the diverse nature 
of the forces employed in the struggle against 
a given adversary (including an ideologically 
driven consistent integration of "hard" [con-

ventional use of armed forces] and "soft" [un-
conventional, psychological, political, infor-
mational and economic forces]).

This clear delineation between joint-
ness and operational art described above is not 
what is observed in the large-scale joint op-
erational level exercises that the JWC delivers. 
There is often confusion between jointness and 
operational art, to the extent that to many op-
erational level staff officers, operational art has 
become synonymous to achieving jointness in 
order to accomplish operational objectives.

Achieving jointness in training 
remains a cornerstone of 
operational level training

There are sound reasons for prioritising joint-
ness above operational art when training at the 
operational level. The necessity to optimise the 
combining of effects to achieve joint synergy is 
the most potent tool for achieving operational 
success. Jointness is of even greater relevance 
when there is a need to compensate for relative 
weakness in one or several domains,9 and when 

►►►

The author, Colonel Jean-Michel Millet, during a 
presentation to the NATO Military Committee, 
March 3, 2020. Photo by Tommy Ellingsen

OPERATIONAL LEVEL WARFARE
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“Joint 
commanders 
who manage 
to balance their 
components 
are better able 
to focus on the 
science 
of warfare.s” 

achieved, it can force a superior adversary to as-
sume risk in a specific domain.10 

Although probably less advertised, 
achieving jointness at the operational level will 
help to remove parochialism where joint com-
manders may otherwise inadvertently stumble 
into an approach that favours one Service to 
the detriment of the others. By arbitrating the 
relative priorities of Services in space and time 
to optimise their use,11 the joint commander 
plays a role similar to the conductor of an or-
chestra — however it should be noted that it 
can consume much of the commander's time 
and energy to manage the desired "creative 
tension" that develops between component 
commanders. Additionally, joint commanders 
who manage to balance their components are 
better able to focus on the "science" of warfare, 
providing it with depth and substance and, in a 
way, shelter themselves from the risks of politi-
cal micro-management.12

... But jointness is an 
insufficient, if necessary, 
condition to master 
operational art

Those that might consider the mastery of opera-
tional art as being synonymous with mastery of 
jointness fail to acknowledge what is being left 
out and the potential detrimental effects that 
has on the quality and relevance of training at 
the operational level of war. If one agrees with 
the definition of operational art as stated above 
(primarily as a way to connect the strategic 

►►►

      The Three Swords Magazine   36/2020   49   



50   The Three Swords Magazine   36/2020

level to the tactical level in orchestrating the 
military instrument of power in conjunction 
with the other instruments of power) then it 
cannot be ignored that many aspects of this are 
difficult to train.

For instance, the complex interactions 
between the strategic, operational, and com-
ponent levels to harmonise tactical constraints 
with political realities are not immediately relat-
able to achieving joint synergy: while a joint tar-
geting action might make sense from a purely 
military standpoint, it might prove disastrous 
from a political one.  Furthermore, the powerful 
influence of non-kinetic activities over longer 
timeframes on freedom of action or even on the 
definition of the strategic objectives, cannot be 
easily explored13 or exercised with our current 
focus on high-tempo force-on-force scenarios. 
Thus, by mostly ignoring these critical factors 
for modern warfare, one creates a risk of draw-
ing false conclusions on the very character of 
conflict NATO has to be ready to face.

Towards ways to enhance 
operational art training

There is a requirement to better capture 
those aspects of operational art currently 
missing without losing the obvious benefits 
of joint operational level training. To 
implement new ways to train realistically at 
the operational level and practice operational 
art require us all to be prepared to leave the 
metaphorical "comfort zone" of tidy linear 
training programmes and embrace a degree 
of uncertainty. This is arguably a small price to 
pay to achieve improved readiness and we have 
an exercise planning process that is sufficiently 
flexible to enable it.

The interactions that occur between 
the different instruments of power should 
not be limited to the initial analysis phase 
of operational planning, but be a persistent 
element of the critical decisions made at the 
three levels of war; a good example is the issue 
of the Protection of Civilians with far reaching 
implications for all three levels of war, but 
rarely considered in depth during exercises. 
So, a true representation of warfare is only 
possible if the influence of the non-military 
aspects are included convincingly and in a way 
that engages the joint commander, rather than 
being left in the margins to be handled by the 
various command group advisers.

►►►

“Achieving joint synergy in 
multi-domain operations 

will continue to be a 
cornerstone of operational 

art and requires 
permanent training.” 

OPERATIONAL LEVEL WARFARE

Operational art does need to be trained at 
the appropriate level, and categorically, that 
lies with the joint force commander at the 
operational level of war. In practical terms it 
requires the training audience programmes to 
be adjusted and for training providers to be 
present more often throughout the exercise 
process rather than just the execution phase, as 
the exercise culminates.14 

At earlier stages in the exercise process, 
leaders and their key staffs could be given 
operational dilemmas that accurately reflect 
the complexity of modern warfare using a mix 
of free-play wargames or table-top vignettes. 
It is likely that not all the conclusions drawn 
from these events come to be represented in 
follow-on planning and execution phases, 
but that would be to miss the point, the key 

is to ensure that the command group is given 
an opportunity (with limited constraints) to 
reflect on complex decision-making.

When it comes to adapting military 
doctrine and training to an evolving strategic 
and operational environment, history teaches 
us that successful nations and alliances tend to 
fall prey to the risk of perfecting an answer to 
an increasingly less relevant question.

To maintain its edge, NATO needs 
to focus its training effort on enabling its 
leaders to maximise opportunities to practice 
operational art when confronted with a rapidly 
changing operational environment. Achieving 
joint synergy in multi-domain operations will 
continue to be a cornerstone of operational 
art and requires permanent training, but the 
current and future operational environment 
demands a broadening of training to engender 
a more comprehensive understanding of the 
operational art to prevent potential adversaries 
from out-manoeuvring the Alliance. 
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Manoeuvre-warfare theory and airland battle, 1991, 

Novato, CA, USA, pp 96-111 the Alcyoneus Principle.

10 Towards the end of the Cold War, precision-guided 
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►►►P
ublished on the online platform "War On The Rocks", an article 

co-written by Heather Venable and Jared R. Donnelly prompted 

me to consider how NATO approaches the concept of multi-

domain operations1 or joint operations2 and the operational level3 

as a vital level of warfare4 that is required for success in current 

and future competition and conflict.
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"When faced with the extremely challenging problem of fighting a near-peer conflict in 
an anti-access/area denial environment, solving the tactical level of war is easier than   

providing solutions at the operational and the strategic levels.” 5

Heather Venable and Jared R. Donnelly                                                                                                   
Scaling the Levels of War: The Strategic Major and the Future of Multi-Domain Operations

The views expressed in this article are solely those of the author and do not necessarily 
represent the official opinions or positions of NATO or the Joint Warfare Centre.

OPPOSITE PAGE: (From left) HNLMS Johan de Witt 
cougar helicopter as part of the Standing NATO 
Maritime Group 2, photo by NATO; JWC Training 
Facility, photo by PAO; Turkish F-16s getting ready 
to fuel in the Norwegian airspace during TRIDENT 
JUNCTURE 2018 (TRJE18), photo by NATO; German 
9th Armoured Brigade during TRJE18, photo by NATO

H
ISTORICALLY, NATO has found 
the joint operational level of warfare 
the most demanding and complex 
level to operate at. The joint opera-
tional level spans the gap between 

the strategic (e.g. Allied Command Operations) 
and tactical military levels (e.g. single service 
commands and NATO Force Structure forma-
tions). The joint operational level translates 
broad military strategic objectives into tan-
gible tactical activities, which requires e very-
thing from coordinating and synchronising 
lethal and non-lethal activities to delivering 
politically driven, end-state campaigns.6 

Whilst at the Joint Warfare Centre (JWC), 
I had been part of the process of developing and 
conducting NATO computer-assisted com-
mand post exercises (CAX/CPX).  From these 
experiences, I am convinced that NATO cannot 
function effectively without the joint operation-
al level, and must continue to adapt its concepts 

of operation to the current operational environ-
ment.7 The JWC is at the forefront of this area 
as NATO's premier learning and innovative es-
tablishment, training, exercising, and enhanc-
ing business at the operational level. These are 
reflected through the following perspectives:

Current and future operations   
are taking place across all domains

War affects all domains; land, maritime and 
air, and much has been learned from this by 
both NATO and its adversaries. This in turn 
has complicated the concept of warfare sig-
nificantly. These traditional warfare domains 
have been further complicated by emerging 
domains such as space and cyber. NATO de-
velops proficiency in these emerging domains 
and relies upon Command and Control (C2) 
and force elements within our Nations to 
achieve it. Through this collaboration, the re-
sulting effects can be incorporated across all 
NATO joint operational level headquarters. 
New technologies, such as artificial intelli-
gence, hypersonic weapon systems, machine 
learning, nanotechnologies, and robotics shift 
in their direction through refinements and will 
ever-change the character of war.   

It will be interesting to see in which do-
mains these technologies will operate.8 Artifi-

cial intelligence, for example, originates from 
within the cyber domain, but can have an effect 
in almost all other domains. This raises issues 
of how to respond to such potential threats if 
these new technologies are being misused by 
perpetrators. Modern adversarial activities,9 

especially in the cyber and space10 domains, 
are already affecting the stability of NATO 
Nations, therefore, the ability to operate ef-
fectively in all domains becomes increasingly 
important in today's warfare environment.

At the end of 2018, the U.S. Army pub-
lished a paper "The U.S. Army in Multi-Domain 
Operations 2028"11 covering how they have 
revised their thinking and their requirements 
to defeat multiple layers of adversaries in a 
"stand-off," in both competition and conflict. 
This Food-for-Thought paper attempts to re-
duce multi-domain operations to one single 
service, using different tactical echelons in or-
der to converge capabilities in multiple ways, 
leaving some "room for manoeuvre" to facili-
tate flexibility, especially considering the mari-
time and air domains. The concept anticipates 
that in a contested environment, joint forces 
will face challenges to dominate across the en-
tire spectrum of operations at every moment 
in time. In summary, the paper recommends 
alignment of activities across the domains in 
order to achieve a greater output.
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“A successful 
operational 

environment is 
only achievable 

with the joint 
coordination and 
synchronisation 

of all five warfare 
domains.” 

OPERATIONAL LEVEL WARFARE

Professional success is only   
possible through effective joint   
coordination and synchronisation 

Almost each and every one of us appreci-
ate that "the whole is greater than the sum of 
its parts".12 At the operational level, we must 
fully assess our own activities correctly, and 
do not assume that they are more important 
than those of other Services (the Army, Marine 
Corps, Navy and Air Force). We must always 
consider the aims and objectives of the whole 
organization. If not, these two aspects can po-
tentially hamper our ability to act efficiently, 
which is vital in our response to any adversary.

In today's environment of strategic 
competition, all aspects of the "instruments 
of power" (DIME: Diplomatic, Informational, 
Military, Economic; or MPEC: Military, Po-
litical, Economic, Civil) has to operate at their 
full potential to succeed. This again requires 
synchronisation of physical and cognitive ac-
tivities. In other words, in order to dominate 
an adversary, it is more important than ever 
to obtain full joint effect as opposed to tactical 
level success through an individual approach, 
within a particular domain.13 In summary, a 
successful operational environment is only 
achievable with the joint coordination and 
synchronisation of all five warfare domains.14

What are the challenges 
with effective joint 
operational level warfare?

While arguments above15 for joint operational 
level warfare are understandable, conducting it 
effectively may, at times, be quite challenging 
due to the intrinsic complexities of the "joint op-
erational level". As an example, recent exercises 
showed that the Centre portrayed the training 
opportunity of campaign coordination and syn-

chronisation mainly for the joint operational 
level headquarters. This is not an easy process 
and this observation should not be surprising, 
as there is usually little foundation nested in our 
military training to think and act "jointly". Most 
of us, indeed, are professionally trained at the 
tactical level in one service ― my own predomi-
nantly in the land tactical domain. The educa-
tional system in most countries does not always 
fully encourage a profound understanding of 
the operational level earlier in a military career. 
In order to become "joint thinkers", education 
and training combined with as much practical 
experience as possible is required in peacetime 
to succeed in battles and conflicts.

The challenge is, therefore, that the aver-
age military staff officer has to be aware of the 
key abilities of the different Services and in 
which warfare domains they are able to operate. 
In addition, there are "joint enablers" at the op-
erational level of warfare, such as the Joint Lo-
gistics Support Group (JLSG), the Civil-Military 
Cooperation (CIMIC) effort, the Psychological 
Operations Task Force (POTF) as well as the 
Cyber Defence Element, amongst others. We 
should not underestimate the task involved in 
understanding, planning, and implementing 
these Service capabilities and enablers across 
the five warfare domains. During exercises we 
must ensure that the operational and tactical 
levels of warfare keep up with the strategic lev-
el, which in turn will make it easier to identify 

BELOW: A Grey Cell meeting during TRIDENT 
JUPITER 2019. RIGHT: The author at the 
first Rehearsal of Concept Drill for TRIDENT 
JUPITER in May 2019. Photos by JWC PAO
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PRINCIPLES OF 
MISSION COMMAND✳

Build cohesive teams through mutual trust
Create shared understanding
Provide a clear "Commander's Intent"
Exercise disciplined initiative
Use mission orders
Accept prudent risk

⁄⁄
⁄⁄

⁄⁄
⁄⁄

⁄⁄
⁄⁄

and affect the fictitious adversary's strategic 
Centre of Gravity within our synthetic sce-
narios. To achieve optimal training across the 
NATO Command and Force Structure Head-
quarters, joint coordination and synchronisa-
tion are of utmost importance.

Ideas for increasing 
effectiveness

I. Mission Command will provide the essence 
of success in a contested, degraded, and 
operationally limited environment.16

One argument could be that Mission Com-
mand is already well-integrated and that every 
lower-level echelon is acting in a timely man-
ner within the boundaries of the given direction 
and guidance from higher authorities. However, 
there are always lessons to be learned. I believe 
that clear direction and guidance as well as short 
and simple written orders utilising the "KISS" 
principle17 are the first step towards eliminat-
ing any possible complexities and uncertainties. 
Milan N. Vego, the author of Joint Operational 
Warfare Theory and Practice, underlines this by 
stating: "Modern Command and Control and 

communications do not make Mission Com-
mand obsolete; just the opposite. The enormous 
increase in the volume of information makes it 
necessary not to centralise, but to further de-
centralise Command and Control throughout 
the chain of command. Successful operational 
leadership will continue to depend on freedom 
of action, the moral courage to make decisions 
and Command and Control through task-ori-
ented orders. In the future, shaping the theatre 
in preparation for a campaign or major opera-
tion could become the operational command-
er's most important task."18

II. Force planners and commanders must 
always think strategically. 

"As in the past, wars will be lost or won at the 
operational and strategic levels, not at the tactical 
level. Tactical commanders will neither have the 
forces nor the ability to sequence/synchronise the 
diverse sources of power that is the key to success 
at the operational or strategic levels of war."19

Multi-domain operations require the synchro-
nisation of effects far outside the individual 
component, service, and warfare domain. We 

should always remember to consider whether 
it is necessary to incorporate other instru-
ments of power. The coordination required in 
a comprehensive approach cannot be a one-
way street or scant regard paid to it without 
commitment from the individual pillars.  

In order to maintain the best approach, 
the perspective of strategic thinking is re-
quired for all levels and this is particularly re le-
vant for the operational level of warfare. Yet, 
this is nothing new. It is already described in 
detail in the NATO Crisis Management Plan-
ning Process and the Comprehensive Opera-
tional Planning Directive (COPD). Mastering 
these fundamentals is important and it may 
take time. Most importantly, it is the case that 
tactical actions must meet operational effects 
in order to support NATO aims at the strategic 
level. This is why prioritising strategy as a first 
step is key, in order to fully understand how to 
fight in a multi-domain environment.20 

Additionally, we must also remember 
that the joint operational level continues to add 
value to warfare if we continue to put our pro-
fessional endeavour into short-, mid-, and long-
term planning, and to allocate tasks according 
to the levels of warfare.

►►►

✳ Army Doctrine Reference Publication 6-0 (Headquarters, Department of 
the Army, May 2012), https://armypubs.us.army.mil/doctrine/index.html
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The principles of mission 
command assist commanders 
and staff in blending the 
art of command with the 
science of control.

"Conflict Continuum" graphic by General David G. Perkins, U.S. ArmyIII. Emphasising on the type of adversarial 
activities in overlapping warfare domains.

"Separate ground, sea, and air warfare is gone 
forever. If we ever again should be involved in 
war, we will fight with all elements, with all 
services, as one single concentrated effort."21 

We must focus on an holistic understanding; 
that is, why it is so important to be able to op-
erate at the same time and in more than one 
domain. It is clear that parallel activities might 
generate multiple positive effects towards 
achieving the military objectives and will boost 
the understanding in military personnel of the 
requirement for proper synchronisation of 
different service activities across two or more 
warfare domains. 

Today, we are faced with a highly com-
plex battlespace ma nagement, where actors 
will cause a variety of intended and unintend-
ed effects in more than one domain. In devel-
oping and actively using artificial intelligence 
support, combined with critical leadership 
skills, it might be easier to synchronise all the 
different actors in the campaign. In addition 
to the previously mentioned evolution of the 
21st century technologies, tactics will have to 
be applied and these tactics will influence the 
strategy and develop the military-political 
le vel, which consequently will challenge the 
joint operational level to act as the interlocutor. 

IV. The need for coordination and 
synchronisation at the joint operational 
level is vital for campaign success.

"Everything in war is very simple, but the 
simplest thing is difficult."22

 
Coordination and synchronisation ensure that 
each action occurs at the right time and deli vers 
the desired effect. Therefore, a fundamental re-
view across the strategic, operational, and tacti-
cal levels might be of significant value to be pre-
pared to cope with current and future threats at 
the joint operational level. We must ensure that 
the operational level decision-making process 
allows for timely effective decisions and follow-
on effects. Establishing many working groups 
and command boards, for example, may affect 
the fusion of all the key information to provide 
the decision-makers with timely advice, caus-
ing delay in the decision-making at the strategic 

and tactical levels. More intensive use of new 
technologies will eventually ease this coordi-
nation and synchronisation process without 
destroying the concept of mission command.

V. Education and training is the  
foundation for joint operational level success.

"Joint culture depends on complex factors: edu-
cation, operational experience and deep under-
standing of individual service capabilities."23 

As discussed already, our military officers are 
normally specialised in one service as op-
posed to that borne in cross-domain experi-
ence. Education and training make it even 

more important, with effective collaboration, 
to achieve better cross-tactical thinking. One 
way to achieve this is to implement earlier and 
more standardised education and training. 
Common knowledge and understanding of 
operations at the strategic level makes it easier 
to fully exploit areas within operational level 
warfare. In order to understand how our do-
mains interact, we need to follow and apply 
to our COPD at every stage. A mechanism to 
instill this cross-domain thinking into practi-
cal application could be designed through an 
"operational level curriculum" in order to en-
hance the joint operational level knowledge 
and experience beyond the Comprehensive 
Operations Planning Course. 

ABOVE: JWC Exercise Situation Centre, TRIDENT JUNCTURE 2018. Photo by JWC PAO
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The follow-up to the "theory delivery" 
could be the implementation during the o per-
ational level exercises directed by the JWC. A 
key area for better strategic-to-tactical level 
understanding and campaign success will be 
the professionalisation of the Centre of Grav-
ity, or COG analysis; a vital part of the COPD, 
which has already been discussed in depth 
within the NATO community.24 

On the other hand, simple tools like 
Ends-Ways-Means and answering the five Ws 
(Who-What-When-Where-Why) by empha-
sising the Why, we could make improvements 
to understanding knowledge and proficiency 
in the whole of NATO Command and Force 
Structures, and therefore, on the joint opera-
tional level of warfare. I believe that we should 
collectively strive to craft better "joint thinkers" 
for the future of the NATO Alliance.

T
HE FIVE SUGGESTIONS listed 
above are not fundamentally new, or 
overly complex. I believe that they are 
important to continue to deliver in-

tended effects in future warfare.  
As for future warfare, Vego wrote in 

2010: "The nature of war, as explained by Carl 
von Clausewitz, will not change in the future.  
War is shaped by human nature, the complexi-
ties of human behaviour, and the limitations of 
human and physical capabilities. Even the most 
profound changes in technology, thinking, and 
doctrine will not change the true nature of war. 
However, the character of a war and the meth-
ods of conducting it will continue to evolve as 
they did in the past."25

I
N ORDER TO CONTINUE to adapt con-
stantly to these evolving elements and to 
think about how we bring value to our Alli-
ance, joint thinking at the joint operational 

level of warfare is essential. The continuous 
application of operational warfare will ensure 
decisive wins and gains for our Alliance in 
future competition and conflict, whereas the 
principal prerequisite for the effective conduct 
of operational warfare will remain the mastery 
of tactics.

To conclude, a quote from Vego seems 
appropriate once again: "A broad or operation-
al perspective and the ability to calculate and 
balance the factors of space, time, and force will 
remain the keys to success in planning and con-
ducting major operations and campaigns."26 
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SUCCESSFULLY CONSOLIDATING gains in NATO operations have a clear impact at the tactical, 

operational, and strategic levels of war. By increasing the importance of consolidating gains and 

incorporating the consolidation area as a new geographic framework within Alliance doctrine, 

NATO will be better prepared to maintain the initiative, while creating the required momentum to 

achieve the military and political end state.

Consolidating
Gains and the 
Consolidation Area
in NATO Doctrine

BATTLESPACE MANAGEMENT
Photo by NATO
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CONSOLIDATING GAINS is an integral part of combat operations that 

leverages tactical, operational, and strategic level advantages to retain 

the initiative and create irreversible momentum towards the desired 

end state.1 How successfully armed forces consolidate their gains often 

informs the outcome for how a conflict is viewed today.  

“Armies that win battles without following through to consolidate gains tend to lose wars, 
and the U.S. Army has experience on both sides of the historical ledger in this regard.” 

Lieutenant General Mike Lundy                                                                                                                                   
Former Commanding General of the U.S. Army Combined Arms Center

Introduction

Throughout modern military history, there are 
some notable examples where armies success-
fully consolidated gains after major offensive 
operations that ultimately led to the defeat of an 
adversary. Examples include the 1918 French 
and U.S. Army Meuse-Argonne Offensive, the 
1944 Allied breakout from Normandy, and the 
Israeli counterattack on Egyptian forces during 
the 1973 Yom Kippur War.

With the NATO Alliance being a stra-
tegic political and military organization, con-
solidating gains through stability and security 
tasks are essential to accomplish political aims. 
Deliberately disregarding the importance of 
planning how a unit will consolidate gains, 
will impact the commander's ability to main-
tain operational reach and tempo, while also 
decreasing the predictability of phasing and 
transitions. When reviewing the Allied Joint 
Doctrine of NATO, there is an important gap 
to be considered between consolidating gains 
and the transition between the close and rear 

area geographic frameworks for operations.
Success in a military campaign requires 

a coordinated comprehensive approach with 
synchronised consolidation-of-gains activi-
ties before, during, and after the conflict. The 
ability of a commander to plan for upcoming 
phases and transitions is a mark of a successful 
commander; this is not a new idea. The U.S. 
Army Doctrine of World War II stated that, 
"In his planning, the army commander must 
pro ject himself well into the future; his plans 
must cover considerable periods of operations; 
and while one operation, which may extend 
over many days or weeks, is progressing, he 
must be planning the next."2 

Successfully consolidating gains enables 
a Joint Task Force to retain the initiative, pre-
vents the adversary from regaining lost terrain, 
and creates new opportunities. Consolidation-
of-gains activities ultimately lead to reduced 
operational risk and provide a marked advan-
tage over an adversary to achieve military and 

political aims.
Without planning the necessary ends, 

ways, and means required to consolidate gains 
at all echelons, a military operation will entail 
significant risk. Experience in Afghanistan, 
Iraq, and Syria indicates that consolidating 
gains after tactical success against enemy forces 
requires deliberate planning and sufficient com-
bat power. While assigned as the Deputy Com-
manding General of the U.S. Army Training 
and Doctrine Command, Lieutenant General 
H.R. McMaster stated, "The chaos in Afghani-
stan and the parts of Iraq and Syria then held 
by ISIS was the fault of multiple parties, but 
stemmed from a single cause: a failure to con-
solidate gains."3 

This article seeks to explain and recom-
mend three things: 1) the importance of con-
solidating gains during combat operations, 2) 
after securing gains, land forces should imme-
diately establish a consolidation area to main-
tain the initiative, and 3) recommend who 

BATTLESPACE MANAGEMENT
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should be responsible for commanding this 
transitional area between the close and rear 
geographic frameworks. This article ultimately 
recommends that NATO Joint Allied Doctrine 
adopts the consolidation area as a new geo-
graphic framework and elaborates on the im-
portance of consolidating gains.

Battlefield management and 
geographic frameworks

A critical function for a commander assigned 
an area of operations (AO) is to coordinate 
and synchronise all military and non-military 
actions that take place within his/her area of 
responsibility.4 When elements are operating 
within a battlespace that are not assigned to a 
commander, such as logistical and non-gov-
ernmental organizations, the commander must 
strive to de-conflict these activities through 
unified effort. The risk of uncoordinated action 
within an AO leads to an absence of situational 

BATTLESPACE MANAGEMENT
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“Battlespace 
management 
provides the 
necessary 

means to enable 
the effective 

synchronisation 
and reduce risk 
across the joint 
force and non-
NATO actors.” 

Norwegian Army Leopard 2A4 
main battle tank during TRIDENT 

JUNCTURE 2018 in Norway.
Photo by Ole-Sverre Haugli, Forsvaret

awareness and potentially friendly fratricide. 
Coordination and synchronisation require ef-
fective Command and Control through infor-
mation and communication systems to main-
tain a shared situational awareness throughout 
an assigned AO. A unit's battlespace manage-
ment provides the necessary means to enable 
the effective synchronisation and reduce risk 
across the joint force and non-NATO actors.

To assist with battlefield management 
within an AO, NATO doctrine conceptualises 
three geographic frameworks for land opera-
tions: deep, close, and rear operations.5 These 
frameworks allow commanders to visualise the 
application of combat power in time, space, and 
purpose to achieve assigned objectives. Within 
this framework, offensive, defensive, and stabil-
ity tasks, along with non-military activities, are 
organised within an operation to achieve uni-
fied action and the end state. To achieve the mil-
itary end state, decisive shaping and sustaining 
operations are coordinated and synchronised 
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ABOVE: During Joint Warfare Centre (JWC)-directed exercises, the Grey Cell is responsible for setting up 
the environment of all those national and international entities that play a role in an area of operations. 
Photo by JWC PAO

within these three geographic frameworks. To 
organise battlespace ma nagement and geo-
graphic frameworks further, commanders as-
sign boundaries to distinguish and organise ar-
eas of responsibility between subordinate units.6  

• Close operations are those involving 
friendly forces in direct contact with the en-
emy or operations in which commanders an-
ticipate direct contact taking place.7 The close 
area is a portion of the land force commander's 
AO assigned to subordinate manoeuvre units. 
Close operations take place within the area of 
the Forward Line of Own Troops (FLOT) and 
include both military and non-military activi-
ties. Typically, decisive operations take place 
within the close area as military commanders 
look to defeat an opponent to set conditions 
for the military end state. Manoeuvre assets 
within the close area require mobility, pro-
tection, and fire power to rapidly concentrate 
overwhelming combat power at the right time 
and place to exploit success.8

• Deep operations are generally shaping 
operations to set conditions for friendly forces 
to achieve objectives within the close fight or in 
future operations. To set conditions for future 
action, deep operations can occur prior to, af-
ter, or concurrent with close operations. Long 
range fires, aviation, and special operation 
forces are typically used to shape the deep fight. 
Using a multi-domain approach, deep opera-
tions can also entail non-kinetic means such as 
information activities, cyber, and space effects. 
Division and corps level headquarters are nor-
mally the first echelon with the capabilities to 
conduct deep operations. Non-military activi-
ties at the strategic and operational level also 
occur in the deep fight to enable friendly forces 
to maintain the initiative as the FLOT contin-
ues to move forward within the battlespace.    

• Rear operations are typically admin-
istrative, logistical, and security related that 
fall out of contact with conventional adver-
sary forces behind the close fight. To mitigate 
asymmetric threats, rear area security opera-
tions focus on securing lines of communica-
tion, command posts, and logistical bases. Op-
erations within the rear area help sustain close 
and deep operations and involve military and 
non-military activities. Traditionally, interna-
tional and non-governmental organizations 

operate within the rear area, and when coor-
dinated, these organizations assist in support-
ing the organised comprehensive approach to 
achieve military and political objectives. 

Consolidating gains and the 
consolidation area

During successful offensive operations, friendly 
forces gain terrain by increasing the size of 
the close area until conditions shift rear area 
boundaries through phasing and transitions. 
Consolidation begins immediately after the en-
emy is defeated and / or an objective is secured 
to prevent the adversary from gaining time to 
reconstitute their forces or disrupt battlefield 
gains by counterattack.9

 To emphasise the importance of con-
solidating gains in high intensity operations, 
the 2017 U.S. Army Field Manual 3-0 Opera-
tions added the consolidation area as a new 
geographic framework. The consolidation area 
is considered a portion of the commander's 
AO designated to facilitate tasks related to se-
curity and stability operations that are neces-
sary for freedom of action in the close area 
and to support the continuous consolidation 
of gains.10  The consolidation area also enables 
friendly forces to reorganise and prepare for the 
next operation through shaping and sustaining 

operations (see Figure I on page 62). Although 
NATO doctrine does not use or define consoli-
dating gains or a consolidation area, it defines 
"consolidation of position" as organising and 
strengthening a newly captured position so that 
it can be used against the adversary.11 

Planning and allocating a dedicated 
force to conduct security operations is essen-
tial prior to an operation to ensure the appro-
priate assets are allocated to protect friendly 
forces and maintain the initiative. Security op-
erations are operations undertaken by a com-
mander to provide early and accurate warn-
ing of adversary intentions while providing 
friendly forces with time and manoeuvre space 
to react to the adversary.12 

The concept of operation, coordinating 
instructions, and control measures provide 
subordinate units their tasks within the con-
solidation area. These include phasing, ter-
rain selection, passage of line operations, and 
fire support considerations. Effective security 
operations within the consolidation area pre-
vent gaps or seams within the close area that 
an adversary could exploit. A screen, guard, or 
cover operation are typical security tasks that 
can be an additional friendly force mission. 
Units with a high level of mobility should be 
assigned security operations as they are likely 
to achieve the greatest effectiveness. 



62   The Three Swords Magazine   36/2020

Command and Control, intelligence collection, 
sustainment, force protection, and civil-mili-
tary cooperation activities are all critical joint 
functions that require coordination and syn-
chronisation to achieve specific effects within 
a consolidation area. Military police and engi-
neering assets are also required within the con-
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ABOVE: (Figure I) Corps area of operations within a theatre of operations (U.S. Army Field Manual 3-0, Operations, Washington, DC: Government Printing Office, 2017), 1-30.

“Activities within 
the consolidation 
area are also 
important to 
legitimise the 
operation and 
reassure the 
local population 
through 
sustained stability 
operations.” 

Filming Brigade North's 
(Norway) Engineer Battalion 

constructing "Ferry 2000" 
to transport vehicles during 
TRIDENT JUNCTURE 2018.

Photo by Tore Ellingsen, Forsvaret

solidation area. During offensive high inten-
sity operations there will likely be considerable 
tasks that military police and engineers have 
to complete to maintain operational tempo. 
These tasks include, amongst others, engineers 
repairing and maintaining critical infrastruc-
ture destroyed by adversary forces or military 
police units, securing prisoners of war, man-
aging traffic control points, and protecting key 
command nodes.

Activities within the consolidation area 
are important for maintaining operational tem-
po, but also to legitimise the operation and re-
assure the local population through sustained 
stability operations. Before transitioning the 
consolidation area into the rear area, stability 
operations should focus on identifying, target-
ing, and mitigating the key causes of instability 
in order to set conditions for rebuilding local 
and national infrastructure. Completing these 
tasks will enable long-term development and 
consolidation of gains at the strategic level. 
Through a comprehensive approach, military 
and non-military stability activities should be 
coordinated and synchronised through civil-
military integration and nest with the overall 
NATO campaign objectives.  

Immediately following high intensity 
operations, an area of operations may be so 
depleted that a land force could easily become 
constrained by the stabilisation activities they 

must achieve. The quote below from a U.S. ser-
vice member from World War II helps explain 
the importance of developing a comprehen-
sive approach that incorporates consolidating 
gains with required stability and security tasks 
to win the peace. 

“In many towns there had been so much 
destruction by bombardment and shell fires 
and the people so frightened and paralyzed 
that no local administration existed. In fact, in 
many cases all of the machinery of modern life 
had ceased to exist: there was no government, 
no police, no food supply, no water, no electric 
light, no transportation and no organized 
medical service. All of these things had to be 
reorganized from the ground up, the dead 
buried, the streets cleaned of debris, water 
and food brought in, etc.”13
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"Success in a military campaign 
requires a coordinated comprehensive 
approach with synchronised 
consolidation-of-gains activities before, 
during, and after the conflict."

Photo by Sergeant Armando R. Limon, U.S. Army

►►►

The level of intensity within the operational en-
vironment (OE) will determine the balance of 
requirements within a consolidation area; but 
a commander dealing with a hostile popula-
tion or large asymmetric threat will require 
more capabilities within the consolidation area 
to prevent any decreases in operational reach, 
tempo, and deliberate phasing and transition 
shifts. Using a "minimum force" mindset during 
military operations adversely affects the ability 
to consolidate gains at the tactical, operational, 
and strategic levels.14 Accomplished tasks in the 
consolidation area have positive impacts within 
both the rear and close area. When these ac-
tivities are completed, they rarely receive great 
credit; but when poorly planned and executed 
even the most competent commander can fail. 

Establishing a support 
area command post

As friendly forces maintain the initiative 
through offensive operations the distance be-
tween the close and rear area grows. Establish-
ing a consolidation area (between the close 
and rear area) helps organise the joint action 
required to stabilise and secure newly gained 

terrain. To coordinate and synchronise joint 
action, a dedicated consolidation area com-
mander with a clear mission, tasks and author-
ities to direct action is prudent. Mobility, logis-
tical, intelligence collection, security, and fire 
support missions are all activities expected to 
take place within a consolidation area. Without 
a dedicated subordinate commander to coordi-
nate and manage shaping and sustaining opera-
tions to the rear of the FLOT, a land force com-
mander could become distracted away from his 
main effort. Furthermore, the establishment of 
a support area command post (SACP) is a new 
imperative in war because threats in the con-
solidation area will likely be different from the 
close and deep areas.15 

Depending on the situation in an OE, 
such as the number of ongoing operations, the 
size and location of an adversary threat, and 
the complexity within a battlespace, corps and 
division headquarters may establish multiple 
command posts (CPs). To maintain flexibility 
and effective mission command within these 
echelons, the U.S. Army recommends a main 
CP, tactical CP and SACP.16 When the com-
mander is not present, a dedicated deputy com-
mander normally takes charge of alternate CPs. 

The main CP includes the command 
group and most of the staff to control current 
operations, perform detailed analysis, and plan 
future operations. A tactical CP is an alternate 
command post and provides a location for the 
commander to exercise mission command 
while the main CP deploys or repositions. In a 
high-threat situation, the tactical CP may off-
set from the main CP to provide redundancy 
in the event of an attack on the main CP. When 
significant shaping operations occur, such as a 
passage of lines or wet gap crossing, a head-
quarters may employ a tactical CP to facilitate 
command and control for a distinct operation.

A SACP enables commanders to exer-
cise mission command over the distinct func-
tional units operating within a consolidation 
area that may exceed the effective span of con-
trol of a division or corps main CP.17 Support 
areas are designated into a consolidation area 
to facilitate the positioning, employment, and 
protection of base sustainment assets required 
to sustain, enable, and control operations (see 
Figure II on page 64).18 

Together, the objective of support and 
consolidation areas ensures freedom of ac-
tion and continuous operations. During high 
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i ntensity operations the physical and doctri-
nal integration of protection, sustainment, and 
warfighting functions within a consolidation 
area is best controlled by a SACP.19 The SACP 
must have the proper command authority and 
assigned forces to control and direct operations 
that may occur to the rear of the FLOT. Assign-
ing a dedicated commander that outranks all 
subordinate commanders operating within the 
consolidation area is considered a best practice 
within the U.S. Army.20 

When resourcing the requirements for 
a SACP, corps and divisions must include all 
joint functions. This will ensure that the SACP 
is capable of planning and executing the full 
spectrum of military operations while remain-
ing synchronised with operations in the close 
and deep fight.21

Conclusion

Successfully consolidating gains in NATO 
o perations have a clear impact at the tactical, 
operational, and strategic levels of war. How 
well a joint force consolidates their gains will 
influence the level of success in a campaign, 
and ultimately, how a population views the 
conflict. With peer competitors now actively 
seeking to gain strategic advantages with 
a dvanced technologies in all domains, NATO 
must adapt and prepare to conduct high inten-
sity operations against potential adversaries. 

By increasing the importance of con-
solidating gains and incorporating the con-
solidation area as a new geographic framework 
within Alliance doctrine, NATO will be better 
prepared to maintain the initiative, while cre-
ating the required momentum to achieve the 
military and political end state. Having the ap-
propriate force and capabilities to consolidate 
gains will have an exponential effect on the 
future battlefield.22 

By not planning or allocating forces 
appropriately, the adversary could easily con-
duct disruption operations in the consolida-
tion area, affecting both military and civilian 
forces attempting to stabilise and secure mili-
tary gains. A dedicated commander with the 
right level of command and control authorities 
should lead the joint coordination and syn-
chronisation within the consolidation area via 
a SACP. Furthermore, establishing an effective 
SACP will allow the land force commander to 
concentrate on the main effort. 

ABOVE: (Figure II) Considerations by Echelon and Area. Author's chart rendition in 
U.S. Army Field Manual 3-0, Operations (Washington, DC: Government Printing Office, 2017), 1-32.

ABOVE: TRIDENT JUNCTURE 2018. Photo by Torbjørn Kjosvold, Forsvaret
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ABOVE: Army engineers constructing a floating bridge during Exercise IRON WOLF in Lithuania. Photo by NATO 

THE LONG WARS in Afghanistan, the Bal-
kans, and Iraq have taught the military that 
no politician desires a protracted conflict. The 
endurance of public support and political will 
in the 30 countries that form NATO's Alliance 
will determine how long individual countries 
will allocate their resources, specifically man-
power and funding to an operation. When di-
rected, the military must determine how best 
to quickly accomplish military and political 
aims. Incorporating the importance of con-
solidating gains with a new consolidation area 
geographic framework into NATO doctrine will 
assist the military to achieve these aims. 

U.S. Army Field Manual 3-0 describes the 
operational environment and addresses the 
training readiness considerations in each 

warfighting function.
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S
EPTEMBER 1944, an Allied Air-
borne Army descended on Northern 
Europe, bravely fighting to seize vital 
crossings over key rivers, canals, and 
obstacles strewn from the Belgian 

border through the Netherlands, to a key cross-
ing at Arnhem. Simultaneously to the landings, 
British 30 Corps launched an armour wedge 
through the German front line down a single 
road to link up with each of the Airborne divi-
sions and in turn crossing each of the riverine 
obstacles. If successful, Operation MARKET 
GARDEN would bypass Germany's defences 
and enable the Allies to advance directly into 
the heartland. However, in warfare the enemy 

gets a vote; the Wehrmacht fought tenaciously, 
and they managed to inflict significant delays 
on the advance. As a result, a particular stretch 
of the road between Nijmegen and Eindhoven 
was nicknamed "Hell's Highway". 

During the operation, the German 
for ces managed to attack what was 30 Corps' 
rear area. They broke through a stretched rear 
area security force from the 101st Airborne Di-
vision, severing the sustainment lifeline upon 
which the Corps' advance relied. Logistic con-
voys moving up the highway found themselves 
under fire from German tank destroyers whilst 
still behind the forward line of troops. British 
logistics convoys had to rely on a U.S. Airborne 

Division which lacked tactical mobility to pro-
tect them. To complicate things, the route was 
so important that movement along it was con-
trolled at army level! 

IT IS THIS COMPLEX environment in which 
corps rear operations normally take place. But 
how do the forces collaborate and cooperate? 
How do they support each other with fire sup-
port or casualty extraction? And how do they 
coordinate their actions to ensure the vital sup-
plies get through? 

During the Korean War, the North Ko-
rean People's Army (NKPA) was advancing in 
strength against a hastily built UN Force and 

►►►

Exercise NOBLE JUMP
Photo by ARRC
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“The balance of 
securing a corps' 
rear area to allow 
freedom of action 
is key.” 

generating a huge number of displaced per-
sons flowing through the battle area and into 
the corps' rear area. These people, moving 
down an underdeveloped road network, were 
further channeled by the mountainous ter-
rain. This slowed military movement and even 
blocked some routes completely. This mass 
of people had a bigger impact in slowing UN 
movement than direct enemy action. 

The NKPA sought to capitalise on the 
displaced people and forced them down routes 
towards the UN Forces, seeking to push them 
through the Allied defensive line into the corps' 
rear areas. This made it difficult for the UN to 
concentrate against any following North Korean 
attacks for fear of injuring civilians and con-
gested the UN supply lines with many tired and 
hungry people seeking food, shelter, and safety. 

To sew further confusion, the NKPA in-
filtrated disguised soldiers with the refugees. 
Once in the rear area, they dispersed and at-
tacked undefended targets of opportunity, and 
thereby, spread greater confusion. The UN 
Corps wanted to focus their efforts on fighting 
the NKPA, however, without the freedom of 
movement in their rear area they were unable 
to fight where and how they chose. 

Rear operations in Korea were thus ac-
tions which the corps did not want to get in-
volved in, but was forced to do so, to retain its 
freedom of action for the close fight. So, how 
did they move the displaced people? What 
measures did they take to free their routes 
from congestion? And with what forces did 
they do this without affecting the close battle? 
As with MARKET GARDEN, this is another 
example where the corps' command structure 
had to address problems in the rear area or risk 
losing combat power from their front line. 

►►►

In the 19th century, the French Corps 
D'armee dispersed across Spain to allow them to 
live off the land. This often meant that they were 
unable to concentrate enough force in a decisive 
battle against Wellington's multinational com-
mand. The French also suffered when they did 
come together as Spanish partisan forces at-
tacked frequently, destroying supply lines and 
drawing ever greater numbers of the French 
away from the hunt for Wellington and tying 
them down with rear area security. Although 
a significant French force was deployed in the 
peninsular, many were fixed defending key lo-
cations or routes, without which they found 
themselves unable to manoeuvre. 

The balance of securing a corps' rear 
area to allow freedom of action is key; when 
too much combat power is committed, the 
close battle must be fought with only a portion 
of one's forces, as in Spain. When too little, the 
impact on logistic activity in the rear area will 
limit the corps' ability to reach the close battle. 
So, how do we avoid over-committing forces 
to the rear area? How do we maintain the flow 
of supply, even when the lines of communica-

tion are extensive, and how will it impact the 
corps' operational reach if we ignore rear area 
security altogether? Spain is a good example 
of how a corps can lose not just battles, but a 
campaign, if it fails to take responsibility for its 
rear operations.

 The above examples clearly describe the 
requirement for a corps to take responsibility 
for its own rear operations. However, taking 
responsibility for rear operations is not syn-
onymous with establishing a separate rear com-
mand post. Why, therefore, does a rear com-
mand post need to exist at all? In other words, 
why can't a main headquarters take on rear 
operations? To answer this, we look at the three 
examples above.

• On Hell's Highway in 1944, the Com-
mander of 30 Corps was fixed on the close 
fight to cross the Waal in Nijmegen, while the 
deep fight to establish a linkup with the 1st 
British Airborne Division in Arnhem was vi-
tal. Small low-level company sized attacks in 
the corps' rear area against the highway were 
of little significance in comparison. The eye of 
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In order to meet NATO, EU, national or 
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the commander was focused firmly on the de-
cisive action of the operation. Anything which 
draws focus away weakens the critical pathway 
through an operation to success. 

Rear operations, by their nature, are sup-
porting operations (U.S. doctrine refers to the 
rear area as a support area), and thus "not im-
portant enough" to warrant the commander's 
effort unless they go wrong. To a rear command 
post, lines of communication are everything; 
and security of the routes, logistic forces and 
their movements are of the highest priority. A 
rear command post can focus on the minutiae 
of rear operations when warfighting at scale, 
so that the corps commander doesn't have to. 
Responsibility for rear operations is thus given 
the appropriate focus without drawing a pri-
mary resource, the commander, away from the 
main effort. In 1944, the cumulative impact 
that the German Army had in delaying and 
disrupting 30 Corps' lines of communication 
became one of the key factors in the overall 
failure of the operation. 

• In Korea, during major warfighting, ref-
ugees were not the focus of the commander 
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Exercise ARRCADE FUSION.
Photo by ARRC

seeking to manoeuvre in contact with the en-
emy. The commander at the time was fighting 
a challenging and tenacious withdrawal, which 
left dealing patiently with civilians a luxury he 
could not afford. Stabilisation operations, as we 
know them today, are not part of warfighting. 
On the contrary, they are the phases following a 
major conflict. This may work in the short-term 
and in the close fight, where survival is para-
mount. However, at some point, the corps' rear 
area changes its character. 

Warfighting has existed for a long time, 
while stabilisation is a relatively new concept. A 
corps can be undermined by the way it acts in 
the rear area just as swiftly as the way it fights 
in the close. If a corps fails to establish a better 
status quo for the populace it has been fighting 
for, it may well find its support begin to wane on 
the home front. Consideration for the long term 
must be given, and must be addressed, whilst 
the fight is ongoing, and a rear commander can 
do just that. A rear commander cares about the 
long-term campaign and is disconnected from 
the close battle. This makes it possible for the 
corps to influence the campaign and address 
the long-term consequences, whilst the war is 

still being fought. In doing so, the commander 
is free to tie battles into campaign success with-
out losing the people. Long-term consequences 
matter, and decisions need to be addressed at 
the appropriate level.

• In the Spanish peninsular war, no 
matter how effective or large the French forces 
were, the Spanish guerrillas managed to disrupt 
French lines of communication. Ultimately, this 
forced them to commit more and more combat 
power into securing their rear, which drew them 
away from battle with Wellington. By their very 
nature, lines of communication are vast and 
cannot be totally secured in any strength with-
out completely surrendering a force's ability to 
manoeuvre. Yet the dilemma the French found 
themselves in was that by not allocating forces 
to their rear area they lost increasing amounts 
of vital logistics. 

The balance of security forces allocated 
to the corps' rear area reduces risk and pre-
serves combat power within the fighting ech-
elon. Manoeuvring successfully a small com-
bat force such that it can neutralise threats to 
a corps' lines of communication is the critical 

►►►
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"If a NATO Corps is to remain competitive on 
the contemporary multi-domain battlefield, a 

rear command post is critical for success."

Photo by Warrant Officer Class 2 
Ian Houlding, British Army

Photo by Warrant Officer Class 2 
Dan Harmer, British Army

https://arrc.nato.int

role of a rear command post. Moreover, the 
rear command post is able to understand the 
corps scheme of manoeuvre, and identify the 
critical vulnerabilities located in the rear area. 
In turn, they are able to prioritise security ca-
pability such that a small combat force pro-
tects the elements which if lost today will limit 
freedom of action several days in advance. In 
Spain, the French were simply unable to bal-
ance their rear security, and as a result denud-
ed their fighting force to secure their rear. 

THESE THREE EXAMPLES highlight just 
some of the plethora of issues that can and do 
arise when managing rear operations at the 
corps level. Not all issues arise simultaneously, 
and not all issues have the same impact on a 
corps' operations. However, failure to act af-
fects the corps' freedom of action, either physi-
cally or morally. Physically, failure to secure 
lines of communication reduces the flow of 
supplies forwards to the divisions and limits 
their ability to sustain the fights they wish to 
have. Morally, failure to act where the civilian 
populace is under threat can ruin reputation, 
credibility and dialogue, while undermining 

support for the corps both on the ground and 
at home. The vital element for the rear com- 
mand post is to preserve the corps' freedom of 
action. However, it does more than just that; it 
takes full responsibility for extending the op-
erational reach, whilst preserving physical and 
moral "freedom of action" for the corps.

To sum up and answer to the titular 
question of why we need a rear command post, 
having one allows the commander to focus on 
the decisive battle, whilst preparing the ground 
for long-term success - corps headquarters 
are designed to fight to win. A rear command 
post takes the important work of collaborating 
and cooperating with all actors in the rear area 
away from the commander and ensures that 
friction in the rear never impacts the close and 
deep. If a NATO corps is to remain competitive 
on the contemporary multi-domain battlefield, 
a rear command post is critical for success. 

Photo by Warrant Officer Class 2 
Ian Houlding, British Army
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RESILIENCE
A Headquarters' Ultimate Weapon
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"There are no secrets to success. It is the result of preparation, hard work, and learning from failure."

General (Ret.) Colin Powell
The former U.S. Secretary of State and Chairman of the Joint Chiefs of Staff

EXERCISE PLANNING PROCESS

A
►►►

QUICK LOOK AT THE CVs1 of most NATO 
commanders at the joint operational level 
shows that they have followed broadly the 
same career progression from commissioning 
to their NATO command. Their staffs have a 
similarly homogeneous career profile regard-
less of the nationality or branch of service. The 
Joint Warfare Centre (JWC) in Stavanger, Nor-
way, delivers higher command and staff collec-
tive training at the operational level for NATO's 
three- and four-star headquarters. And, despite 
their similarities, some of the Centre's training 
audiences adapt to the challenges presented by 
the JWC exercises more effectively than others, 
and are ultimately more successful. 

Similarly, history is peppered with ex-
amples of wars being lost, not on the battlefield 
but in the headquarters; the 1967 Arab-Israeli 
War, for example, where the combined might 
of Egypt, Jordan, Syria and Iraq was defeated by 
Israel's much smaller armed forces in six days.2 

So, what is it that allows a headquarters 
to successfully react to the evolving operational 
environment? Why do some commanders find 

it easier to make timely and informed decisions? 
What are JWC's exercises designed to develop? 
The answer is cognitive resilience. 

Cognitive resilience is the ability to deal 
with increased stress and uncertainty,3 to rec-
ognise, adapt to and absorb variants, changes, 
disturbances and surprises.4 These principles 
reflect the Allied Command Transformation's 
(ACT) NATO Warfighting Capstone Concept,5 
which highlights the key capabilities needed to 
operate in an environment that is fraught with 
ambiguity and the importance of rapid adapta-
tion to changing circumstances.

Cognitive resilience is 
developed during planning

Luckily for three- and four-star headquarters' 
staffs, the NATO Crisis Response Planning 
(CRP) process is structured to assist in the de-
velopment of cognitive resilience. The first four 

phases of CRP, as detailed in the Comprehen-
sive Operations Planning Directive (COPD),6 
are focused on planning during which the 
depth of understanding of the operating envi-
ronment, problem set and broad solution, are 
developed by both staffs and commanders. 

The JWC has identified a link between 
"shortcutting" the CRP process and weak 
cognitive resilience during CRP Phase V, also 
known as the "execution phase". A lack of a 
comprehensive understanding of the crisis 
situation and the adversary's likely responses 
during this phase can lead to a linear plan 
with little consideration for "what happens if " 
- and, with it, an inability to develop branch 
and sequel plans. This, in turn, places a head-
quarters in a position where they are required 
to deal with greater uncertainty and a higher 
number of operational dilemmas than those 
headquarters who were fully engaged in the 
CRP process.

BELOW:  Incident Development Workshop for Exercise STEADFAST JUPITER-JACKAL 2020. Photos by JWC PAO 
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“Battle Staff 
Training is essential 
for both assessing 
and developing 

cognitive 
readiness, which 
in turn develops 

cognitive 
resilience.” 

►►►

Where a commander fails to communicate their 
assessment of the mission (based on the avail-
able information at that time), as well as their 
Intent to the Joint Operational Planning Group 
(JOPG), the plan will not reflect their vision 
for execution. The commander will not "own" 
the plan, and this will hamper, rather than as-
sist, staffs in supporting decision-making dur-
ing execution. The challenge for commanders 
is to ensure that planning groups at all levels 
understand their thinking and Intent without 
promoting a group-think approach. This can be 
achieved if commanders brief their staffs and 
subordinate commands on their personal in-
terpretation of the operating environment and 
their thoughts on the mission and their Intent 
early in Phase III A (Mission Analysis). 

T
HE SIX-DAY WAR is a striking 
example of how these factors im-
pact on the development of cogni-
tive resilience. The Egyptian Sinai 
Campaign Plan, OPERATION 
KAHIR, was linear, and did not 

have a clearly defined military objective or 
operational design. Furthermore, it had been 
recently redrafted at the political/military stra-
tegic level, but not communicated to the oper-
ational or tactical level. Whilst there was unity 
of command, this led to no unity of effort, with 
tactical commanders acting without consider-
ation or knowledge of each other's actions or 
objectives. This was in direct contrast to the 
Israelis who did not have unity of command 
at the operational level but had unity of effort. 
This was based on the three main commanders 
and their staffs having a shared understanding 
both of the military objectives and the opera-

tion design; they understood what they needed 
for the plan to be successful.7, 8 

The development of cognitive 
readiness through training

Battle Staff Training (BST), or pre-deployment 
training for an operation, is the best oppor-
tunity, following the commencement of CRP 
Phase I, to train in a no-risk environment. It 
is, therefore, essential for both assessing and 
developing cognitive readiness, which in turn 
develops cognitive resilience.9 This is achieved 
through the development of a thorough col-
lective understanding of the situation, plan, 
and standard operating procedures. In NATO 
terms, BST should therefore train and pre-

pare the headquarters to effectively execute 
the Commander's Decision Making Cycle.10 
The most effective BSTs are those which focus 
on training and exercising this process, while 
asking the "what if" questions, as opposed to 
merely utilising BST as a "dry run". In doing so, 
a headquarters ensures that all staffs, including 
augmentees, understands the purpose of each 
battle rhythm event, and when the planning is 
war-gamed. As a result, the whole headquar-
ters, including the command group, gains an 
understanding of what a commander requires 
from each event and how events interlink. This 
appreciation of how the commander thinks 
and what they require to make effective deci-
sions is a key, but often overlooked, element of 
cognitive readiness.  

Within the Commander's Decision-
Making Cycle, the Crisis Action Team (CAT) 
process is specifically designed to adapt to and 
manage time critical dilemmas, and deal with 
surprise elements by modifying the executed 
plan in a timely fashion. This is key in obtaining 
cognitive readiness and resilience. Being able to 
effectively execute a CAT process is therefore 
central to developing both cognitive readiness 
and resilience. How to set up a CAT is usually a 
training objective and evaluation criteria within 
exercises. Its central role within cognitive readi-
ness and resilience indicates that the execution 
of the CAT should be evaluated.   

Whilst recognising the financial cost 
and commitment, it is nevertheless essential 
to include augmentees during the BST. If not, 
it affects the headquarters' performance during 
the first few days of the execution phase, when 
augmentees are meant to familiarise themselves 
with the headquarters and their role within it. 

ABOVE: JWC Training Advisory Team Coordination Meeting during Crisis Response Planning for Exercise TRIDENT JACKAL 2019 in Valencia, Spain. Photo by JWC PAO
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exercise, there is little evidence of individual 
staff functions looking to build on the perfor-
mance of others. Operating procedures are of-
ten used by successive training audiences, who 
use them as "shortcuts" to reduce preparation 
time instead of as a "baseline" supported by 
honest engagement about what did and did not 
work, and this not only contributes to a lack of 
cognitive resilience, but also the reoccurring of 
challenges that each headquarters face. 

This article suggests two distinct themes 
for the development of cognitive resilience:

   I. DEVELOP COLLECTIVE   
       UNDERSTANDING

The CRP process and BST assist a headquarters 
in developing a collective understanding of the 
situation, mission, and plan. However, it will 
only do so if all staffs, including the command 
group, augmentees, and subordinate com-
mands, are fully committed to the process and 
invest in developing a shared understanding. 
The more comfortable the staff are with the situ-
ation, plan and their operating procedures, the 
better they will be at identifying and adapting 
to change, and better prepared to deal with the 
stress and uncertainty of military operations.
 
 II.   PREPARE TO MAKE DECISIONS 

The BST is the main vehicle for developing the 
skills required to allow a commander to make 
timely and informed decisions. In order for 
this to be effective it is essential that the com-
mander invests time in ensuring that their 
staffs know in general what information they 
require and how to present it. 

This will vary by commander but is es-
sential to ensuring staffs can produce succinct 
briefs, which provide the right information at 
the right time without nugatory staff work. 
This should be supported by pre-prepared 
branch and sequel plans which are based on 
the risk matrix, Commander's Critical Infor-
mation Requirement (CCIR) and Operation 
Plan (OPLAN) decision points.     

The Commanders' Decision-Making 
Cycle is central to the functioning of a NATO 
headquarters and the ability of a commander 
to make decisions to move an operation for-
ward. By investing time in developing an 
understanding the purpose of battle rhythm 
events which underpin the decision mak-

In many cases, elements of the headquarters, 
which rely heavily on input from augmentees, 
struggle to "catch up" within the 10-day exercise 
execution period.  

Once again, the Six-Day War clearly 
demonstrates the importance of pre-deploy-
ment training. The Egyptians had not exer-
cised their plan the way the Israelis had. De-
spite the protracted "road to war" between 
the two sides and previous skirmishes, Egypt 
had not conducted any joint operational level 
training. This lack of training meant that they 
failed to have clear military objectives, which 
again meant that they had no tactical level in-
teroperability. Additionally, subordinate com-
manders were woefully unprepared to provide 
higher headquarters with the right informa-
tion in a timely manner. Combined with the 
lack of a well-rehearsed CAT process and no 
clear plan, this led to a chaotic response with 
the rapid issuing order and counter order un-
dermining the chain of command. 

Furthermore, the Egyptians' lack of cog-
nitive resilience meant that even after their Air 
Force had been made ineffective by the surprise 
attacks which started the war, they failed to rec-
ognise that they were dealing with something 
different to what they had expected from the Is-
raelis. The plan to absorb the first wave of attack 
before launching a counterattack had clearly 
failed, but they continued to sit and wait, trust-
ing their defensive positions and use of artillery 
in a static role.11 It was as if commanders and 
their staffs were frozen, unable to accept or even 
see the reality of what was unfolding in front of 
them; in other words, they were unable to deal 
with the fog and friction of war.   

This was in direct contrast to the Israe-
lis who had exercised every element of their 
plan from the sub-tactical to the political level, 
leading to a fully comprehensive plan with 
seamless interoperability. Critically, this meant 
that when the unexpected happened, such as 
the challenges faced by the paratroopers dur-
ing the attack on Abu Ageila, the Israelis were 
able to respond promptly; adapt and provide a 
coordinated response.12  

Avoiding pitfalls by 
learning from others

Whilst many headquarters will review lessons 
from previous exercises when considering the 
nuts and bolts of designing and delivering an 

ing cycle, (and CATs), rather than rehearsing 
boards and working groups, it becomes easier 
to address the unexpected and demonstrate 
cognitive resilience. 

The JWC exercises and the CRP process 
are designed to help NATO Force and Com-
mand Stuctures develop cognitive resilience. 
How successful it will be is dependent on how 
much headquarters invests in the development 
of collective understanding and how well pre-
pared its staffs are to support their commander 
in his decision-making. Whilst the JWC has 
the experience and tools to assist headquarters 
with this, it is ultimately for a commander to 
determine how much they invest in developing 
cognitive resilience. 
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SEA SHIELD. Photo by MARCOM

I
N TODAY'S WORLD, NATO is con-
fronted with threats in different ways and 
from different directions, which must be 
addressed in a firm and de-escalating way. 
In addressing these threats, a broad range 

of capabilities and functions is required, both 
lethal and non-lethal, to be used in a synchro-
nised and integrated manner during the phases 
of strategic competition, crisis, and conflict. 

Until recently, the main focus was on 
the preparation and conduct of crisis and con-
flict operations, but this focus has now been 
extended to a situation of strategic competi-
tion, which is also defined as "situations short 
of armed conflict". During this situation, only 
non-lethal activities — primarily information 
and influence activities — are used by the Alli-
ance militaries. However, they should be used 

in a way that when the situation of strategic 
competition shifts towards crisis and conflict, 
this balance between lethal and non-lethal ac-
tivities in a supporting/supported role seam-
lessly adapts to the new situation without ma-
jor organizational changes.

To materialise this process of a balanced 
use of lethal and non-lethal activities in a fully 
integrated and synchronised way during all 
phases of strategic competition, crisis, and con-
flict, NATO developed the joint function "Joint 
Effects". Joint Effects is the integration and 
synchronisation of resources and capabilities 
to create desired effects through lethal and 
non-lethal activities using the iterative target-
ing process as the driving factor on all three 
levels: strategic, operational, and tactical. 

With this article, I would like to provide 

►►►

JOINT EFFECTS
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more insight into Joint Effects as a joint func-
tion and the way non-lethal activities are syn-
chronised and integrated with lethal activities, 
with a focus on the communication capabilities 
and information staff function creating psycho-
logical effects under the overarching function of 
Strategic Communications (StratCom).1

N
ATO DESCRIBES joint effects as 
the full spectrum approach to tar-
geting as well as integrating and 
synchronising lethal and non-le-
thal activities to effectively and ef-

ficiently achieve desired effects in support of 
defined objectives. Although this official de-
scription is clear, Joint Effects actually covers a 
highly significant paradigm shift. The concept 
requires a much broader and multidimensional 
understanding of the terms used than ever be-
fore. I will, therefore, explain these terms, but 
in order to do so, I will first need to explain the 
paradigm shift, that is the shift from a full mili-
tary focus on a lethal approach to a combined 
focus on a lethal and non-lethal approach. 
Indeed, the Joint Effects is a way to step away 

ABOVE: (clockwise) Some of the non-lethal 
military enablers include information activities, 
lawfare, electronic warfare and cyber defence. 
Today, there are many valid reasons to consider 
non-lethal enablers as the primary option to 
achieve desired effects during crisis and conflict.

from focusing solely on lethal actions during a 
crisis or conflict. Moreover, Joint Effects is an 
approach that aims at integrating and synchro-
nising lethal and non-lethal activities, covering 
the entire range of strategic competition, crisis, 
and conflict.  

In terms of achieving desired effects and 
objectives, military thinking is still dominated 
by lethal activities with minimum emphasis on 

non-lethal activities. They are most of the time 
only a supporting capacity. There were several 
reasons behind this focus on lethal activities in 
the past. Firstly, it takes longer to prepare and 
assess non-lethal activities. Secondly, the plan-
ning frameworks for implementing non-lethal 
activities are limited. Joint Effects was there-
fore initiated to develop this planning frame-
work to ease implementation of non-lethal ac-
tivities, to provide the commander with more 
means and support.

Today, there are many valid reasons to 
consider non-lethal activities as the primary 
option to achieve desired effects. Non-lethal 
activities are normally less costly, have a lower 
logistic burden, provide more options to de-
escalate than lethal activities, and result in 
lower reconstruction efforts post conflict. So, 
unless there is no other option but to use lethal 
activities, I believe that the use of non-lethal 
activities must be seriously considered as the 
first option. In this context one should always 
keep in mind that military activities are not an 
end in themselves, but rather supporting high-
er strategic, political objectives.

What NATO previously referred to as 
"Joint Targeting" is today incorporated into the 
term "Joint Effects". The new term better re-
flects the full spectrum approach to targeting. I 
see this as a necessary evolution and adaptation 

An overview of the complex exercise media engagement processes 
to support the creation of desired effects and the achievements of 
the commander's objectives. Photo by JWC PAO

►►►
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of  the previous concept of Joint Targeting, to fit 
the challenging current and future security en-
vironment. The description makes it clear that 
Joint Effects is not replacing Joint Targeting, but 
rather that it is based on, and uses targeting, as 
a way to assure the integration and synchronisa-
tion of all available resources.  

NATO's Joint Targeting process is the 
backbone of Joint Effects. Through the cyclic 
targeting process, based on the sequence of un-
derstanding, integration, synchronisation and 
execution, Joint Effects brings together lethal 

JOINT EFFECTS

A meeting at the JWC 
between different 
information functions 
prior to a training event. 
Photo by JWC PAO

BELOW: Integration of lethal and non-lethal actions, provided by the author (Source: Multinational Capability Development Campaign, 2017-18)

►►►

and non-lethal activities to achieve desired ef-
fects. These capabilities are traditionally, Joint 
Targeting, Joint Fires, and Intelligence, but also, 
and not limited to, the non-lethal capabilities, 
Electronic Warfare, Cyber, Legal, and especially 
the communications capabilities, together with 
the information staff function, all under the 
overarching umbrella of StratCom.  

The targeting process identifies the 
activities based on the available resources 
required to achieve desired effects and ob-
jectives. The targeting process includes the 

integration and synchronisation of Fires, a 
warfighting function that primarily focuses 
on Fire Support Systems, but nowadays it also 
refers to non-lethal activities. Fires provide the 
commander the ability to affect the physical 
component of adversary fighting power, which 
ultimately impacts their understanding and 
moral component and consequently influenc-
ing their will to fight.2 

Although Fires is defined as the use of 
a weapon system applied directly or indirectly 
to create a wide range of lethal and non-lethal 
physical and psychological effects, it is more 
than only the use of kinetic capabilities or 
means.3 Physical effects are mostly relatively 
easy to observe and measure. Most of the 
time, this is not the case with psychological ef-
fects. Although there is a lot to tell about the 
achievement of effects, in this article I have 
chosen to only focus on the psychological ef-
fects as a result of non-lethal activities.

Integrating lethal and
non-lethal activities through
cross-functional approach

Non-lethal activities are not intended or are 
unlikely to result in the loss of lives or the 
destruction of a target. Indeed, the primary 
intention of non-lethal activities is to prevent 
loss of lives. Probably the best known and 
most used non-lethal military capabilities are 
Psychological Operations and Military Pub-
lic Affairs, but in this context, we also need 
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to include Electronic Warfare, Legal, Cyber 
and Space. The psychological effects of non-
lethal activities are generally meant to change 
a certain undesired behaviour or influence the 
decision-making of the opponent; the first or-
der effect is therefore a cognitive one. After the 
cognitive effect comes the change of intent, or 
how willing the opponent is to change their 
behavior, the second order effect. Finally, and 
if the latter is achieved, the third order effect 
is the observable and actual change of the op-
ponent's behaviour. It is this cognitive aspect 
that makes it difficult and time consuming to 
effectively determine non-lethal effects. 

The preparation is in itself already a 
complex process, and the assessment of effects 
is even more complex, time consuming and, in 
some cases, even impossible. This is why the 
integration and synchronisation of lethal and 
non-lethal activities needs to be identified as 
early as possible, preferably during the Opera-
tional Planning Process. The best way to inte-
grate lethal and non-lethal activities is through a 
cross-functional approach, since desired effects 
are seldom fully achieved through one single 
capability, but through the use of multiple capa-
bilities supporting each other. This requires the 
early involvement, participation, and coordina-
tion of adequate functional expertise during the 
design and planning process. During crisis and 
conflict, Joint Effects will be an integral aspect 
of the crisis management plan.  

Starting with the design and planning, 
the integration and synchronisation of lethal 
and non-lethal activities continues during the 
phases of strategic competition, crisis or con-
flict. In this process, the Joint Targeting Cycle 
(JTC) plays a key role. The JTC is a cyclical 
process, starting with direction and guidance 
and followed by the development of targets. An 
analysis of the required and available means is 
then carried out, resulting in the planning and 
execution of lethal and non-lethal activities. Fi-
nally, the process concludes with an assessment. 

The Joint Effects process of integrating 
and synchronising lethal and non-lethal activi-
ties starts with the authorisation of the North 
Atlantic Council (NAC). Through the Military 
Committee, SACEUR takes the overall re-
sponsibility for the NATO targeting activities 
during strategic competition, crisis or con-
flict. Within SHAPE, the Joint Effects Branch 
(JEB) is tasked to further operationalise this 
responsibility supported by, but not limited to, 

the SHAPE Communications Division, NATO 
Intelligence Fusion Centre and the Centralised 
Targeting Capability.

The NATO Intelligence Fusion Centre, 
a NATO charter organization, is currently re-
sponsible for producing and sharing informa-
tion on targets. This is done based on set indi-
cators and warnings developed together with 
nations and partners. This so-called Federated 
Approach, which consists of sharing informa-
tion with different entities based on set stan-
dards and processes, is soon to be the respon-
sibility of the Centralised Targeting Capacity.

Meanwhile, the SHAPE Communica-
tions Division contributes to Joint Effects, 
based on the overall StratCom framework. In 
doing so, it uses the JTC with a specific focus 
on the Information Environment to be able 
to generate desired effects through informa-
tion and influence activities. These activities 
are conducted by the above-mentioned com-
munications capabilities and information staff 
function and are aimed at informing audiences 
and influencing opponents' decision-making 
processes, information, and their information 
systems. The StratCom framework is not only 
important for the information activities, but 
also for the development of all activities as part 
of the integrated targeting plan.  

Key StratCom principles 
identified for Joint Effects

In this context, it should be mentioned that the 
StratCom principles as defined in the NATO 
Military Policy on Strategic Communications 
(MC 0628) clearly states that these principles 
apply equally for activities and actions, both 
kinetic and non-kinetic, which have an effect 
within the information environment. From the 
eight principles identified, the following ones 
are especially important for StratCom's rela-
tionship with Joint Effects:

• Activities are driven by objectives derived 
from the narrative, policy, and the strategy 
issued within the framework of political/
military direction. This principle assures 
that all activities are conducted based upon 
political and military authorisation within 
the set legal framework.

• Words and actions must be aligned: what 
we say and what we do need to be coherent.

• Communication is both a collective and 
integrated effort. Through this principle it 
is clear that communication is not some-
thing isolated from other military activi-
ties, but an integrated effort involving all 
military on all levels.

• Focus is on achieving the desired effects 
and outcomes. This is actually the basic 
principle for Joint Effects, as it focuses on 
achieving desired effects. The operational 
effects are developed by joint planners and 
approved by the Joint Force Commander in 
support of defined operational objectives.

B
ASED ON THE ABOVE, it is clear 
that StratCom and Joint Effects are 
mutually supportive. An important 
reason why StratCom is of impor-
tance to Joint Effects, apart from 

integration and synchronisation, is the utilisa-
tion of StratCom during all phases of strategic 
competition, crisis, or conflict, but especially 
during strategic  completion, or what is now 
also understood as the "Baseline Enablers and 
Current Operations" (BACO). BACO defines 
the situation of strategic completion that stays 
below the threshold of armed conflict, but when 
not handled well, it could lead to a direct con-
frontation or even an armed conflict. For that 
reason, all non-lethal dimensions of power to 
influence and deter a potential opponent need 
to be considered, and all the available capabili-
ties must be applied in an integrated and syn-
chronised manner.  

The integration of lethal and non-lethal 
activities is important, but has its limitations. It 
is impossible to integrate and synchronise all le-
thal and non-lethal activities. This would be ex-
tremely time consuming and slow down all ac-
tivities because lethal and non-lethal activities 
have different timelines for planning, execution 
and assessment. Nevertheless, there is a clear 
need to find the maximum degree of integration 
and synchronisation possible to avoid disinte-
gration of efforts and fragmentation of effects. 

The focus on achieving desired effects 
through the integration and synchronisation 
of lethal and non-lethal activities may sound 
familiar to some of you and can easily be seen 
as a kind of rebranding, reinventing of Effects 
Based Approach to Operations (EBAO). How-
ever, this is not the case, because there are sig-
nificant differences despite apparent similarities 
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between EBAO and Joint Effects. Starting with 
the similarities, both EBAO and Joint Effects 
have a focus on achieving effects, and they 
share a broader view on the ways and means to 
achieve the desired effects. At the same time, 
the main difference between Joint Effects and 
EBAO is that EBAO is looking to all instru-
ments of power of which the military are only 
one of the many, whereas Joint Effects is only 
looking to the military aspects. 

W
ITHIN THE MILITARY 
context, Joint Effects is try-
ing to achieve a better and 
more balanced, integrated and 
synchronised approach us-

ing both lethal and non-lethal resources. As 
already mentioned, non-lethal activities are 
not an add-on, but should be the preferred op-
tions for a commander to use, and at the same 
time providing a commander more options 
than initially foreseen. Joint Effects provides 
the commander with a tool to achieve effects 

“Non-lethal 
capabilities, when 

integrated and 
synchronised with 
lethal capabilities, 

provide a 
commander with 
a wide range of 
tools to achieve 
desired effects.” 

ABOVE: Norwegian F-16 getting ready 
to take off from Bodø Air Station during 

Exercise TRIDENT JUNCTURE 2018. 
Photo by Hanne Hernes, Forsvaret

JOINT EFFECTS

in situations that were not given much impor-
tance in the past. Joint Effects, simply put, is a 
process that can make it easier to transfer from 
a situation of strategic competition into a cri-
sis or conflict situation and vice versa. This is 
something that was also not foreseen in EBAO.

IN CONCLUSION, non-lethal activities, 
when integrated and synchronised with le-
thal activities, provide a commander with a 
wide range of tools to achieve desired effects 
in support of the set objectives. This requires 
a clear and solid process together with a more 
efficient organizational structure. Joint Effects 
provides process and organizational structure. 
Furthermore, there are several reasons why the 
use of non-lethal activities is the best option 
for a commander. Finally, within this context, 
StratCom is the provider of the overarching 
structure for non-lethal activities through the 
communication capabilities and information 
staff function, and therefore, of key impor-
tance for Joint Effects. 

ENDNOTES 

1 The integration of communications capabilities and 

information staff function with other activities, in order 

to understand and shape the information environment 

in support of NATO aims and objectives (MC 0628 

NATO Military Policy on Strategic Communications).

2 AJP 3.0(c) para 1.44

3 Within NATO, there is an ongoing discussion about 

the definition of the terms "lethal/non-lethal" versus 

"kinetic/non-kinetic". So far, the term "lethal/

non-lethal" is used to referring to NATO targeting 

capabilities. Based on the U.S. doctrine, an option 

could be to use the term "kinetic/non-kinetic" for 

capabilities and means, and the term "lethal/non-

lethal" for effects. Another alternative could be to use 

the Canadian term "munition/non-munition" based for 

the capabilities and means.
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HQ ARRC Senior National Representatives with 
Commander ARRC and the United Kingdom's 
Commander Field Army, photo by Sergeant P Shaw. I

N 2012, SPANISH TROOPS deployed in Lebanon for 
six years as part of United Nations Interim Force in 
Lebanon (UNIFIL). The troop and police contributing 
nations to the mission included India, China, Indonesia, 
Malaysia, Serbia, Salvador, Nepal and more, in addition 
to those from NATO and the European Union (EU). One 

of the first things that the Spaniards were trained on was how 
to integrate and be aware of sensitivities and particularities 
of those great countries. As an example, one of the imme-
diate differences encountered was to understand that when 
an Indian or Nepalese officer shook his head, while looking 
serious, it meant that he was listening in agreement. This and 
many more examples created funny moments, as well as mo-
ments of confusion or frustration. So, the biggest takeaway in 
adjusting to our differences is to take time to get to know these 
sensitivities and particularities within different cultures. And 
always to remember that our diversity is one of our riches.

A historical perspective: 
multinational military 
formations

Through history, most armies were in fact multinational. Until 
Napoleonic campaigns, combat functions were generally as-
signed to nations depending on their war traditions. In the 20th 
century, the great alliances during both World Wars organised 
all the forces from national armies, and that generally meant 
that there was no specialised country for any specific combat 
function. With the Cold War and the birth of NATO came a 
system based on a pool of military resources, where nations 
were able to contribute with their capabilities and strengths.

One common issue when preparing and conducting 
campaigns has been the integration of "joint" forces. Never-
theless, after analysing World War II, probably the greatest 
challenge was more the integration of "combined" elements. 
The Command and Control of those massive formations, 
from a multinational perspective was challenging, especially 
at the tactical level. Operations like HUSKY, OVERLORD, 
or MARKET GARDEN gave clear proof of this. Common 
training and planning were also hard and all of them demon-
strated that specific national interests had to be subjugated to 
a common big goal: to win the war.

HQ ARRC, photo by Sergeant P Shaw

The 
Multinational 

Approach 
to Corps 

Operations
by Major Juan Ariza Gómez

Spanish Army 
Military Assistant to Commander Support Division,

Headquarters Allied Rapid Reaction Corps
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CULTURAL AWARENESS

Although the allies were constantly finding new 
methods of efficient integration, the language 
issues were underestimated. The main block 
of the forces was made up by English speak-
ers (U.S., UK, and Commonwealth countries) 
whilst the non-English speakers were mostly 
French, which was widely used as a diplomatic 
language at the time. This surely helped them 
achieve common understanding in spite of 
lacking common procedures.

"Multinationalism: 
Harnessing Strengths and 
Minimising Frictions"

That was precisely the title of a very clearly 
written article by Major General Roberto 
D'Alessandro, former Allied Rapid Reaction 
Corps (ARRC) Deputy Commander. Among 
several considerations, he gave special relevance 
to the need of minimising the friction of lan-
guage and cultural gaps. He proposed several 
tools for assuring the proper use of standard 
English in NATO, such as ensuring listeners 
understand what they hear. Major General Jez 
Bennett, former ARRC Chief of Staff, focused 
on the multinational character of the staff 
under his command and stated, on several 
occasions, the importance of delivering clear 
messages and having a transparent commu-
nication channel within the headquarters. He 
believed that a reliable communication system 
("understanding system") was key in the frame 
of a warfighting corps.

Cultural awareness is an element in the 
basic preparation of any operation. The cultural 
awareness training is twofold; on one side, we 
learn about the culture of the deployed loca-
tion, on the other side, we learn how to work 
with our allies and partners with many cultural 
differences. But, are we prepared for our own 
cultural gaps? Take for example the way we 
greet each other. In Spain, for example, double 
cheek kissing is normal. The Italians also greet 
each other like this. However, the difference is 
that in Spain people greet each other from right 
to left cheek. In Italy, it is the opposite. Just 
imagine the awkward moment when Spaniards 
and Italians greet each other. Unconscious bi-
ases and the stereotyping of nations or cultures 
present another reason for misunderstandings 
and frustration. An example is Spaniards of-
ten hearing comments about their customary 
daily siesta, as if it is practiced religiously by 

everyone in Spain. While this is a relatively in-
nocent example, this could be the basis for mis-
understandings or a barrier to building closer 
working relationships. These are only two of 
many similar examples of our differences. By 
harnessing strengths and minimising frictions 
we can digest challenging differences and un-
derstand different cultures, to narrow the gap 
which is already there due to language barriers.

Identifying and mitigating the 
gap at the NATO corps level

In today's NATO, a warfighting corps and its 
headquarters element must be multination-
al. Cohesion (or, interoperability) is mostly 
achieved through sharing procedures, con-
ducting training events and also by making 
contributing nations' personnel feel they are 
truly part of the team. The UK gives enough 
proof of the integration they expect for con-
tributing nation personnel since they are given 
significant support from the Ministry of De-
fence, while an International Liaison Office at 
the ARRC Headquarters takes care of issues 
related to foreign contingents.

The fact that the UK is the ARRC's 
framework nation could potentially make the 

use of English a challenge for non-English 
speakers. This is why it is so important for 
British personnel to choose a sensitive and 
diplomatic approach to the language challenge, 
starting by making sure that they themselves 
use plain language. On a periodical basis, 
country briefings are conducted at the ARRC 
Headquarters. Although these presentations 
are not primarily aimed at cultural aware-
ness, they do help to mitigate the knowledge 
gaps and to understand certain national sensi-
tivities. Another very good tool for integration 
and team building is the practice of various 
sporting activities in groups.

Conclusion

Diplomacy at a corps level is indeed a working 
tool towards synergy. Bringing onside foreign 
partners requires integrating measures in the 
grounds of language and culture. Every par-
ticipating nation representative has to make an 
effort in transmitting the particularities of his/
her country, clearly stating diversity and com-
mon areas. In the same way, an equal effort is 
needed for keeping a "listening attitude" and 
understanding what others are transmitting to 
us. This requires tools for sharing own infor-
mation between participating nations.

Being posted abroad is a magnificent 
opportunity but we are still serving our na-
tions from a distance. Leaders at entities, like 
a NATO corps headquarters, have to continu-
ously motivate their teams and remind them of 
our objectives, and of their contribution to the 
global mission of the Alliance. Otherwise, staff 
could start to lose commitment, which again 
could affect the cohesion of the group. The 
feeling of belonging is crucial for achieving 
the maximum integration of Allies into a one 
nation-framed organization, and this head-
quarters is on the right path in this regard. 

Photo by Sergeant Mike O’Neill, 
British Army, HQ ARRC

"Another very good tool for 
integration and team building 
is the practice of various 
sporting activities in groups."
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DISCOVERYINSIGHTS

Improving Team Dynamics in 
the Joint Warfare Centre
The success of any organization is built upon the 
performance of its people.

►►►

by Lieutenant Colonel Jonathan Kerr
British Army
Staff Officer, Scenario Branch,  
NATO Joint Warfare Centre

Working together ― 
Why teams are important 

A team is a group of people who work together 
to accomplish something beyond their indi-
vidual self-interests. Human beings have al-
ways existed within groups, so in many ways 
existing in teams suggests that teams have a 
distinct advantage over operating as an indi-
vidual; however, not all groups are teams. 

The term "team" can be defined in dif-
ferent ways, but an effective description comes 
from Jon R. Katzenbach and Douglas K. 
Smith's book,1 saying that a team is "a small 
number of people with complementary skills 
who are committed in a common purpose, 
performance goals, and approach for which 
they hold themselves mutually accountable". 

Teams are the backbone of contempo-
rary work life and most people, particularly 
military, will experience working as part of 

a team during their working life. Executive 
teams run corporations. Project teams cre-
ate new products and services. Matrix teams 
help develop everything from pharmaceuticals 
to the delivery of services. High-performing 
teams are essential to the way most organiza-
tions carry out their work, resulting in supe-
rior performance. 

The term "high-performing team" is fre-
quently used but seldom defined. In Joint War-
fare Centre (JWC), a high-performing team 
refers to a group of goal-focused individuals 
with specialised expertise and complementary 
skills, who collaborate, innovate, and produce 
consistently superior results. The group relent-
lessly pursues performance excellence through 
shared goals, shared leadership, collaboration, 
open communication, clear role expectations 
and operating rules, early conflict resolution, 
and a strong sense of accountability and trust 
among its members.

BUILDING RESILIENT GROWTH

If you don't have self-awareness 
and effective relationships, then 

no matter how smart you are, you 
are not going to get very far.2

“A high- 
performing team 
refers to a group 
of goal-focused 
individuals with 

specialised 
expertise and 

complementary 
skills.” 

THE SCIENCE OF TEAMWORK
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The challenge

Almost every organization today will state 
that their staff are their most important and, 
therefore, valuable asset. The idea that organi-
zations "compete through people" highlights 
the fact that success increasingly depends on 
an organization's ability to manage talent, or 
human capital. The term human capital refers 
to the importance of people in a business or an 
organization. This importance is derived from 
the actuality that people are the contribution 
to the growth and development of an organiza-
tion. Human capital is an intangible asset and 
it cannot be handled the same way as the other 
aspects of an organization. This is because 
it is the staff that actually owns their human 
capital. Any expenditure on staff and training 
is not an expense, but rather an investment. 
Without people, an organization will not exist 
and will never accomplish its function. 

The concept of "Human Capital En-
hancement" is being led in NATO by Head-
quarters Supreme Allied Commander Trans-
formation (HQ SACT). For this concept to 
progress, it will need to be supported by both 
NATO organizations and its Member Na-
tions. Although JWC's mission remains static, 
the complexity of our exercises continues to 
evolve. As stated in the Human Capital En-

hancement Concept Paper,3 the efforts to 
shape and prepare our future forces have been 
based on a reactive footing4 and have not been 
able to keep pace with the burgeoning require-
ments. Consequently, JWC's workforce must 
be able to react and adapt to these needs, as 
they develop, in order to compensate for the 
slower development of our feedback process.

NATO defines Human Capital Enhance-
ment as, "the men and women fulfilling roles in 
the NATO Command and Force Structures; the 
doctrine, organization and leadership that guide 
and support them; and the training, technology, 
material and information that enables them."5

JWC requires an organizational culture, 
which is best placed to meet the challenges 
presented by the delivery of complex, full spec-
trum joint operational level warfare. This must 
include non-equipment aspects of the busi-
ness ― in particular JWC's Professional De-
velopment Programme (PDP). If JWC aspires 
to carry out Human Capital Enhancement, 
then it must see its staff as a valuable asset 
with quantifiable value that can be increased 
through specific and measurable manage-
ment techniques and human capital solu-
tions. This requires continuous investment, 
both in time and money to train and fortify 
JWC staffs' personal and interpersonal skills. 

JWC "One Team"

The JWC "One Team" concept introduces its 
staff to the importance of effective teamwork 
and sets the baseline for individuals' self-
awareness. There is a requirement to extend 
this in order to develop each team members' 
understanding of their own personal style, 
how their colleagues prefer to work, what that 
means for their team and how to best work to-
gether. With a constant churn of staff, this is 
a difficult capability to establish and maintain 
without the utilisation of supporting tools. 

To accomplish this task, the process of 
developing human capital requires the neces-
sary environment in which staff can learn better 
and apply innovative ideas, acquire new compe-
tencies, develop skills, behaviours and attitudes. 
Therefore, it is key to interlace the already estab-
lished "One Team" culture to every one of JWC's 
lines of effort. In order to enable this, it is im-
portant to provide the right tools and resources 
to create the right opportunities. These include 
training, facilitation, coaching, and consulting. 

It is imperative that JWC staff know 
both themselves and each other's 

strengths and skills.

Training and development, in the context of 
NATO military staff, is predominantly a na-
tional responsibility. Nations shape their Offi-
cers and Non-Commissioned Officers (NCOs) 
into professional military staff; NATO simply 
borrows their personnel and broadens their 
experiences, whilst the Nations continue to 
manage their careers.

The diversity of staff across JWC is also 
challenging from a cultural point of view. With 
17 Nations, different military services, national 
cultures and a mix of military and civilian staff, 
there are no two members of staff, which are the 
same. In addition to this, the military staff are 
continuously rotating. Every year, a consider-
able percentage of our military rotate often with 
three years of accumulated knowledge. Each 
new arrival may take a significant period to gain 
an understanding of both the organizational 
culture and the personal diversity and its effect 
on each team's dynamics.   

The balance lies in meeting both the 
needs of JWC and its staff alike. To enable JWC 
staff to operate to their full potential, there is a 
requirement to understand and improve the ef-
fectiveness of our teams by enabling individuals 
to better understand, firstly themselves, then 
each other, and then enable them to work to-
gether more effectively. 

The way forward

The JWC staff are the fuel of the organization, 
setting the course, maintaining the structure 
and enabling NATO's fighting force. With-
out its staff, JWC would never accomplish its 
function. Therefore, it is imperative that JWC 
not only recognises its staff effort but supports 
them in the delivery of its goals.

It is important to understand that most 
teams have the potential to be high perform-
ing, and all teams have the potential to per-
form better. This potential can be enhanced by 
knowing how to optimise team functioning, 
which comes through an understanding of 
why teams do and do not function well. 

It is one thing to get the right team com-
position. But only when people start working 
together does the character of the team itself 

BUILDING RESILIENT GROWTH

“Human capital 
is an intangible 

asset and it 
cannot be 

handled the 
same way as the 
other aspects in 
an organization. 

This is because 
staff own their 

human capital.” 
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The use of work teams is widespread 
in all types of organizations 

throughout the world, with good 
reason. High-performance teams 
have an advantage over the work 

of individuals because each member 
can offer new ideas, talent 

and viewpoints.

Putting it into practice

The JWC will train an in-house team to deliver 
a Team Dynamics Training (TDT) Programme. 
There will be a pilot phase, which will establish 
the best approach to enabling individuals to 

discover how they prefer to think and act. Then 
using that knowledge, individuals can build 
better relationships, lead more effectively and 
work more harmoniously and productively in 
teams. This pilot phase is set to enable the TDT 
team to shape the main programme through an 
iterative approach to best suit JWC's needs.

At the very start of the journey is 
"I nsights Discovery". A psychometric tool 
based on the psychology of Carl Jung, Insights 
Discovery is built to help people understand 
themselves, understand others, and make the 
most of the relationships that affect them in 
the workplace. This methodology uses a sim-
ple and memorable four colour model to help 
people understand their style, their strengths, 
and the value they bring to the team. These are 
referred to as the colour energies, which deter-
mine how and why people behave the way they 
do. As part of this process a personal profile is 
developed for each participate, which is used 
as the foundation for follow-on workshops. 
This allows the facilitators to use discussions, 
exercises and breakout sessions to both enable 
personal growth and understanding but also to 
support each team in learning how their indi-
vidual and team preferences affect their team 
dynamics and performance. 

Team effectiveness training, which sits as 
a key element of the workshops, aims to provide 
each team with the framework it needs to iden-
tify the most important issues for it, inspire suc-
cess, and ultimately increase productivity. The 

begin to be revealed, shaped by team dynamics 
that enable it to achieve either great things or, 
more commonly, mediocrity. 

What is it that makes the difference be-
tween a team of all stars and an all-star team? 
The answer sits within three key dimensions of 
great teamwork. The first is alignment on direc-
tion, where there is a shared belief about what 
JWC is striving toward and the role of the team 
in getting there. The second is high-quality in-
teraction, characterised by trust, open commu-
nication, and a willingness to embrace conflict. 
The third is a strong sense of renewal, meaning 
an environment in which team members are 
energised because they feel they can take risks, 
innovate, learn from outside ideas, and achieve 
something that matters.

ABOVE: The "Vision 2025" Workshop on February 12 and 13, 2020, saw the highest-ever level of teamwork across the JWC to address future organizational goals. 
(Find out more on page 99) Photos by JWC PAO

ENDNOTES 

1 Katzenbach, J. R. and D. K. Smith (2006). The Wisdom 

of Teams: Creating the High-Performance Organization 

(Collins Business Essentials). New York: Harper Collins.

2 Daniel Goleman, The Hidden Driver of Excellence

3 Human Capital Focus Area Concept Paper, HQ SACT, 

January 2018. 

 4 It has been based on feedback and lessons learned 

from training, exercises and operations and although 

well-intended, it is a fact-based approach, which has 

 a limited horizon.

 5 Human Capital Focus Area Concept Paper, HQ SACT, 

January 2018. 

implications of this are that each of JWC's teams 
will perform to their best ability whilst operat-
ing in a high-pressure environment. In addi-
tion, the organization is better able to under-
stand and enable its individual staff, who have 
different personalities and experiences, which 
results in each of our teams having different be-
havioural preferences. 

Overall both the JWC and its staff should 
all be able to communicate more effectively 
with each other through our understanding of 
our own and each other's preferences. This will 
lead to an improvement in our organizational 
effectiveness and lead to an environment where 
we are able to coach and develop each other in a 
positive atmosphere. 

BUILDING RESILIENT GROWTH
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JWC NCOs: 
Strengthening Our Corps

►►►

“Allied Command Transformation leaders 
are committed to the bottom-up approach 
as we give more opportunities to articulate 

a Non-Commissioned Officer's (NCO) 
opinions on current and future challenges 

of the Alliance. The entire story of 
Transformation includes military, officer and 

enlisted, and our civilian counterparts.”

— Command Sergeant Major Tibor Bogdán
Command Senior Enlisted Leader 

Headquarters Supreme Allied Commander Transformation

“The aim of creating a culture of continuous 
learning among NATO leadership and NCOs, 

as well as improving interoperability and 
human capital development is to foster the 
provision of the best prepared NCO, in the 

right place, at the right time, and every time.” 

— Senior Chief Petty Officer Lars Raabe
Command Senior Enlisted Leader 

Joint Warfare Centre
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First Command Senior Enlisted Leader
takes position at Joint Warfare Centre

On April 1, 2020, Senior Chief Petty Officer Lars Raabe 
assumed the new position of Command Senior Enlisted 
Leader for the Joint Warfare Centre.

T
HE ALL-HANDS CALL on July 2, 
2020, saw the Joint Warfare Centre 
(JWC) staff bid farewell to French 
Army Command Sergeant Major 
Philippe Devichi, who served as the 

Centre's Senior Enlisted Advisor (SEA) for 
three years after taking up his post in August 
2017. "I would like to thank you for your dedi-
cation and willingness to support me as one 
of my trusted advisors," Rear Admiral Jan C. 
Kaack, Commander JWC, said. "I have been 
privileged to be able to benefit from your expe-
rience, comradeship, and passion for the role." 

JWC NCO CORPS

Referring to German Navy Senior Chief Petty 
Officer (SCPO) Lars Raabe, who assumed re-
sponsibility as the Command Senior Enlisted 
Leader (CSEL) for the JWC on April 1, 2020, 
Kaack said: "I could not have thought of a bet-
ter character and leader to fill this position."

The CSEL is at the pinnacle of the Non-
Commissioned Officer (NCO) ranks. Being an 
agile and adaptive leader, the CSEL serves as a 
senior advisor to the Commander, the Com-
mand Group, as well as other senior officers 
in every level of the organization. The CSEL 
makes recommendations to the Commander 
on all matters pertaining to the Non-Commis-
sioned members of the command. To ensure 
NCO development, utilisation, and engage-
ment within the organization, the CSEL en-
sures compliance with policies and priorities, 
as well as adherence to the standards, and con-
ducts effective NCO training and maintenance 
of discipline. He also represents the NCOs' 
needs to the leadership as their custodian and 
oversees their professional development.

"I am both humbled and honoured to 
be appointed to this new position and to rep-
resent my fellow Non-Commissioned Officers 
in such a great organization, here at the JWC," 
Raabe said, adding: "NCOs are the minority at 
the JWC, but they are, and I have no doubt, the 
backbone of this organization. I am commit-
ted fully to the well-being and success of every 
member of the JWC's phenomenal NCO Corps. 
And I am ready for the tasks ahead." 

BELOW: Rear Admiral Jan C. Kaack
ABOVE: Senior Chief Petty Officer Lars Raabe  

* Allied Command Operations (ACO) "CSEL 
Corner" is an online blog including a plethora 
of information about NATO NCOs throughout 
ACO, their responsibilities and roles, as well as 
actions taken at SHAPE to further develop the 
NATO NCO Corps for future generations.

https://shape.nato.int/command-senior

RECOMMENDED READING
The ACO Professional Reading List offers 
a wide-variety of fictional and non-fictional 
titles recommended as "must reads" 
by leaders across ACO. 

https://shape.nato.int/resources/site7234/
General/ACO%20Professional%20
Reading%20List.pdf

CSEL CORNER - ACO

JWC Milestones
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BELOW: Raabe (left) and Devichi stand ready at the 
JWC All-Hands Call, July 2, 2020, before the hand-
over ceremony honouring the new Command Senior 
Enlisted Leader position at the JWC. The ceremony 
was one of the highlights of the JWC Calendar this 
year. Photo by Tudor Jelescu

Tell us a bit about yourselves, why you came 
to choose the NCO Corps and your role at the 
Joint Warfare Centre (JWC).

Devichi: It all started after having completed 
the military preparation training and join-
ing the Army Infantry School in 1983. I really 
enjoyed it then, and I still do. What appealed 
to me was the opportunity I would have as an 
NCO to positively influence soldiers and help 
train and shape the army, while also ensuring 
their safety and well-being. I began my tour at 
the JWC in July 2017.  My post sits in the Op-
posing Forces Branch, where I am assigned as 
Deputy Intelligence during exercise execution. 
During the other phases leading up to execu-
tion, I am in charge of manning and planning 
the room setup for the branch together with the 
Officer of Primary Responsibility and IT teams. 
Additionally, I have served as our Commander's 
Senior Enlisted Advisor from August 2017 to 
April 2020. I have also been the Security Officer 
for the French Contingent at the JWC.
 
Raabe: I decided to apply to the NCO Corps 
just after completing my mandatory service. 
What motivated me to stay in the military was 
the professional development and education 
opportunities, as well as the good team spirit 
and the chance to experience the world. I as-
sumed the new position of Command Senior 
Enlisted Leader (CSEL) for the JWC on April 1, 
2020. I am proud and honoured to be appointed 
to this new position, and to represent my fellow 
NCOs here at the JWC. My main focus will be 
on the well-being of our NCOs and their fami-
lies, as well as the professional development, 
utilisation, and recognition of our NCOs. 

NCOs add value to their organizations as 
trainers, mentors, and technical experts at 
every level of command. Given the changing 
nature in warfare, how is the enlisted force 
keeping up with these changes? 

Devichi: In modern Armed Forces, service-
men and servicewomen have had to adapt 
to a changing dynamic digital and cyber en-
vironment, which requires specific training, 
preparation, and flexibility. Within NATO, in 
particular, NCOs have an important role in the 
technical implementation of evolving technolo-
gies, and also in ensuring that core fundamen-
tals of maintaining team spirit and performance 
are adhered to, including the codes of conduct 
and discipline.

Raabe: The strategic landscape has changed 
drastically over the past years and will contin-
ue to change in the future. As NCOs make up 
between 75 to 80 per cent of NATO's military 
force, it is crucial that we continue to change 
with the times. The focus has never been stron-
ger on staying relevant by broadening our-
selves through education and training, as well 
as transforming effectively to meet present and 
future challenges. Human Capital is a priority 
for the JWC's NCO Corps because they are all 
striving for advancement.

JWC NCO CORPS

"NCOs make up between 75 to 80 per cent of NATO's military force, so it is crucial that we continue to 
change with the times." A conversation with Command Sergeant Major Philippe Devichi, former JWC Senior 
Enlisted Advisor, and Senior Chief Petty Officer Lars Raabe, JWC Command Senior Enlisted Leader

As the world changes,
NATO will continue to change.

- Jens Stoltenberg, NATO Secretary General
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In this era of tremendous innovation, what 
are the tenets of the NCO Corps' professional 
development and education? 

Devichi: The uncertainty of tomorrow requires 
innovative NCOs — the creative thinkers who 
can successfully navigate ambiguities and chaos 
and know what they need to do to succeed. A 
clear identification of trends and requirements 
will allow the military education system and 
training centres to offer programmes that match 
our needs. We need to be able to redesign and 
break free of outdated methods. It is clear that 
this requires adaptability, dynamism, and a sig-
nificant planning effort.

Raabe: The NCO Corps has proven to be the 
unwavering force in the execution of NATO's 

mission across the Alliance and beyond. Our 
present and future environment need it, and 
this is why it is so important to evolve, modify 
our leadership style to keep our relevance, and 
to constantly re-evaluate ourselves in terms of 
skills, knowledge, and abilities. In order to best 
prepare our NCOs for the future, the Alliance 
must continue to invest in NCO training.

NATO leadership encourages collaboration 
at every level and good synergy between the 
officers and the NCOs. In your view, why is 
this bottom-up approach important?

Devichi: At all levels, personnel have a posi-
tion, a function, and a valuable input. Often, 
these people have a deep understanding of a 
specialist area. If the communication and col-

laboration of this knowledge flow effectively, 
then the whole can be greater than the sum of 
its parts; meaning, we all win.

Raabe: Promoting and empowering a com-
mand team concept (loyal-based relationship) 
at all leadership levels emphasises unity and 
enables critical thinking and unbiased commu-
nication, which again allows for an "NCO per-
spective" in the decision-making process. This 
direct communication facilitates the exchange 
of information, reporting, advising, implement-
ing and execution of command policies and 
directives. In my opinion, there has never been 
a strong dialogue like this before. Everybody, 
including our leadership, wants to do better. It 
is a large step forward where NCOs continue to 
thrive in their organization.

JWC NCO CORPS

►►►

JWC NCO Corps with 
Rear Admiral Jan C. Kaack, 

the Commander, August 21, 2020. 
Photo by Tudor Jelescu 
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How would you describe effective leadership? 

Devichi: Effective leadership is when objectives 
are clearly defined, milestones and deadlines 
are realistic, and progress is checked regularly.  
This must be combined with putting people at 
the heart of achieving a common goal.  Leaders 
must know how to listen, adapt, and question 
themselves, and all while keeping the objectives 
foremost in their priorities.

Raabe: In addition to providing direction, 
guidance and inspiration, effective leaders 
exhibit courage, confidence, passion, commit-
ment, and ambition. These leaders are aware 
of the strengths and talents of their staffs and 
are thereby able to build teams committed to 
achieving common goals.

How would you say that the Allied Command 
Transformation (ACT)-led human capital ini-
tiative has affected NCOs across NATO? What 
further changes would you like to see?

Devichi: The Human Capital Initiative high-
lights the experience and competence of the 
members of the NATO entities. Take, for ex-
ample, the average length of service for the 
JWC NCOs, which is more than 17 years. 
Knowing this, it is important that no one gets 
left behind and that we invest in and benefit 
from this wealth of experience. In one of my 
former units, the chief told us, "don't forget, 
the stopwatch will always stop at the last one 
who crosses the line".

Raabe: As the security landscape grows in com-
plexity, it has never been more important for 
leaders and NCOs to adapt their approach to 
decision-making. I believe that developing and 

enabling our human capital to leverage techno-
logical advances and innovative approaches to 
decision-making is paramount. Creating a cul-
ture of continuous learning among NATO lead-
ership and NCOs as well as improving interop-
erability and human capital development aim to 
foster the provision of the best prepared NCO, 
in the right place, at the right time, and every 
time. NATO and Nations should invest in tac-
tical leaders' education and training, and they 
should empower NCOs in the decision space to 
be a force multiplier in all domains. 

ACT hosted the 2019 Chiefs of Transforma-
tion Conference in Norfolk, which focused 
on warfare development initiatives for the 
NATO Alliance. During this key annual event, 
Command Senior Enlisted Leaders from 18 
NATO Member Nations joined the strategy 
conversations to demonstrate the impor-
tance of collaboration at all levels. Lars, you 
represented the JWC there. Please tell us a 
bit about the conference.

Raabe: NATO Nations' Chiefs of Defence and 
Armed Forces-level Command Senior Enlisted 
Leaders/Command Sergeant Majors (NATO 
CSELs/CSMs) attendance at this important 
conference last year was a new initiative and a 
disruptive way to deliver ACT's message, and 
achieve sweeping changes to the perception of 
the challenges of the Alliance. The inclusion of 
a CSEL Programme made it possible for us to 
participate in the discussions and help gain a 
better understanding of the future warfight-
ing environment to identify possible solutions 
that can develop the future warfighters of the 
20-year horizon warfighting perspective. This 
cognitive shift brought forth by the NATO 
CSELs/CSMs group resulted in a common per-

ception on the threats and proposed solutions, 
answering the most asked question within 
NATO's NCO community: What does NATO 
expect from its Non-Commissioned Officers? The 
aim of our discussions was to create new per-
spectives to support NCO development to meet 
future complex security challenges. In addition, 
the conference was a perfect opportunity for 
me to do networking and strengthen relations 
to National and NATO CSELs/CSMs.    

What do you like the most about serving at 
NATO JWC? In your opinion, what makes it a 
unique posting? 

Devichi: In my view, the JWC is unique in that 
we are a hub for sharing expertise, developing 
new concepts, doctrine and experimentations. 
We are the creative work force that will help our 
Alliance tackle the complex future. This is never 
more evident than during exercises, when you 
can really sense the combined strength of our 
30 Nations as well as our Partners.

Raabe: I am proud of the personal and pro-
fessional performance of all NCOs currently 
serving at the JWC. The JWC is a unique place 
to serve because of the complexity of the exer-
cises and its multinational environment, which 
is built on a culture of professionalism, innova-
tion, and cooperation.

What advice would you give your fellow 
NCOs and how can they accelerate the future 
of Transformation?

Devichi: My advice is never to stop learning, 
training, and exchanging expertise in order to 
ensure that we are ready to face complex threats 
together. The world can seem unpredictable 
and dangerous, but we are experts at managing 
change, analysing threats and reacting quickly 
and decisively, when necessary.

Raabe: Show patience and always stay focused. 
Never give up and always seek opportunities. 
Self-development and life-long learning enable 
confidence, resistance, and adaptability. 

Interview by Inci Kucukaksoy 
NATO Joint Warfare Centre

ABOVE: "Winning Tomorrow’s War Today", Chiefs of Transformation Conference 2019. Photo by ACT PAO
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Master Sergeant Hansen, thank you for this 
interview. In your view, what are some of the 
enduring characteristics of the NCOs?
- One of my favourite descriptions of NCOs is 
that they are the "trainers, the confidants, the 
institutional knowledge, the conscience, and 
the teachers" of the force, which I think really 
shows the breadth and depth of a good NCO. 
NCOs balance the technical-skills and people-
skills really well, and they get the job done in 
such practical ways. These exceptional leaders 
want to see others succeed as much as, or even 
more, than themselves. Great NCOs encourage 
each other, and I felt that right away at the JWC. 
Command Sergeant Major Philippe Devichi, 
our former Senior Enlisted Advisor, pulled me 
into his core team, and he really made me feel 
valued. When you feel part of a wider team, 
you have a greater sense of feeling valued, and 
making a contribution.

Of all your past JWC projects, pick your fa-
vourite and explain your role, contribution, 
and lessons learned.
- I really have two favourites. The first was 
establishing a contract for our current short-
term operational contractors. Our Chief Grey 
Cell, Commander Zijlstra, and I spent about a 
year writing, editing, and filling exercise play 
functions collaborating with JWC's Exercise 
Control (EXCON) organizations, such as Op-
posing Forces, Higher Control, Intelligence, 
simulation media, and targeting to intimately 
understand the wide array of functionalities 

we supplement with during various exercise 
events. We wrote a total of 54 different service 
functions and now have a multitude of tools 
to supplement the needs of our staff. We also 
streamlined administrative processes and had 
a substantive amount of cost savings. This was 
a huge project involving many offices and I 
have had a lot of positive feedback on it.

Second is our current Geospatial Deli ve-
rable Contract. Last fall, I had just received my 
"Unlimited Contracting" warrant, and I col-
laborated really well with our new Geospatial 
Officer, Lieutenant Colonel Kerr, and we wrote 
that contract from scratch. We focused on de-
signing with an agile approach, constructed 
delivery of process improvements, and embed-
ded innovation into the deliverables. It con-
tinues to be a dynamic and interesting project 

with a collaborative and modern approach. Les-
sons learned show how out-of-the-box think-
ing, a bit of risk, and trust can leap a "simple" 
contract process of service procurement to one 
that has positive ripple effects for functionality 
in future exercises.

As ACT Military Member of the Year 2019, 
what is your advice to fellow NATO NCOs?
- Be yourself and find out how you can con-
tribute beyond the scope of your job descrip-
tion. Get involved with the NCO organization 
on your installation, volunteer to participate in 

ABOVE: Master Sergeant Julie G. Hansen

“Be yourself and 
find out how you 
can contribute 

beyond the 
scope of your job 

description.” 

Master Sergeant Julie G. Hansen, Joint Warfare Centre's (JWC) Purchasing and Contracting 
Officer, was awarded the title of "2019 Allied Command Transformation Military Member of the Year" on 
February 20, 2020. Throughout 2019, Hansen managed the JWC's competitive acquisition processes, and 
expertly co-authored the first contract with embedded innovation deliverables for the Geospatial Branch. 

JWC NCO CORPS

Balancing technical skills and people skills

ACT Military Member of the Year 2019
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exercises and challenge yourself to do some-
thing you have never done before. My first year 
in NATO was listening and learning. After that 
I threw myself into many different opportuni-
ties to excel, and I have made great friends by 
being willing to get out of my comfort zone, 
both in my own job, but also contributing in 
other areas at the JWC and volunteering. I 
think coming in as a Contracting Officer with 
more than ten years of experience and having 
lived in six countries, each for many years, gives 
me the cultural empathy to fit in well, and the 
functional expertise and specialty skills that 
brings the knowledge to jump into my job with 
creativity and experience.

Tell us about a time when you had to solve a 
problem with little to no information about it.
- I think in contracting this is a daily exercise, 
because you are often writing contracts where 
you are not the technical specialist, so it is about 

knowing how to bridge the technical require-
ment with what you can do contractually in 
regards to directives, and financial rules and re-
sponsibilities. There are usually many collabor-
ative conversations on complex projects prior 
to purchasing, otherwise you risk purchasing a 
good or service that does not work. 

How do NCOs make a difference in our digi-
tal age, where major technological advance-
ments are made daily?
- For the younger generations, it has been an 
easy transition into the fast-paced digital age, 
but for the older generations, I agree that the 
transition has been hard. Ultimately, it is an 
NCO responsibility to not only be technically 
and tactically proficient, but also computer 
literate. Most importantly, to take care of our 
troops this is a necessity, so gaining that profi-
ciency really is a requirement now.

What exciting projects are you working on?
- I am collaborating on an exciting "Team 
Dynamics Training" requirement, bringing in 
a pilot programme that will help our team en-
vironments collaborate in a deeper interactive 
manner that underpins the Commander's fo-
cus on professional development for our mul-
tifaceted work environments. 

Additionally, we have expanded our 
short-term operational contractors pro-
gramme to include remote work possibilities 
after the pandemic-related issues earlier this 
year, adding new functionalities, and stream-
lining ordering processes for our teams. 

We are also heavily invested in our sce-
nario development contracts, and long-term 
services deliverable contracts. We are always 
busy in Purchasing and Contracting, planning 
and obligating for our requirement holders.

Interview by Inci Kucukaksoy 
NATO Joint Warfare Centre

LEFT, BELOW: Hansen during a 
recording session for the 
Allied Command Transformation 
Military Member of the Year 2019 
video with Chief Public Affairs Officer, 
Lieutenant Colonel Stefan Kuehling, 
and multimedia technician, Tudor 
Jelescu. Photo by JWC PAO

BELOW: Hansen and Lieutenant 
Colonel Jonathan Kerr preparing 
for the JWC's new "Team Dynamics 
Training Programme" on August 27, 
2020. Photo by JWC PAO

LEFT: Rear Admiral Jan C. Kaack, 
Commander JWC, presented 
Master Sergeant Julie G. Hansen with 
the Letter of Commendation on April 
27, 2020. Photo by JWC PAO

JWC NCO CORPS
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“The JWC 
NCO Corps 

accomplished a 
major milestone 

over the past two 
years thanks to the 
great leadership 

within the 
organization.” 

JWC NCO CORPS
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A
S A SENIOR NCO who repre-
sented the Canadian Army here at 
the Joint Warfare Centre (JWC) in 
Stavanger, Norway, I am honoured 
to have been given the opportunity 

to advance the development of a professional 
NCO Corps within NATO, building on the ma-
jor transformation that began in 2008, that was 
the "Year of the Non-Commissioned Officer". 

This edition of The Three Swords maga-
zine will highlight the achievements of the 
NCO Corps at the JWC and the way forward. 
This is truly an exciting time being an NCO at 
the JWC, with the newly appointed Command 
Senior Enlisted (CSEL) and a Commander that 
truly embraces the benefit of having a strong 
NCO Corps within the organization. This is a 
great opportunity that each of us needs to fully 
understand and exploit for the benefit of the 
institution. The exposure to greater strategic 
and operational levels of engagement is es-
sential in the development of future NATO 
CSEL, as well as for national understanding 
and awareness among NATO Nations. 

Every single senior enlisted must ensure 
they communicate to their various chains of 
command what they are able to provide the 

organization in order to gain more knowledge 
and experience during their assignments. This 
understanding and process will benefit the Al-
liance as the organization, as well as the senior 
enlisted member's nation, and the senior en-
listed member.

BEFORE MY DEPARTURE in summer 
2020, I served for three years at the JWC, in 
the Budget and Finance Division (BUDFIN). 
My primary role and duties was that of a Fiscal 
Travel Senior Assistant, who deals mostly with 
claims, invoices and policy. This post was es-
tablished with a working rank of "OR-7". Com-
ing from a NATO Nation with a strong senior 
NCO cadre, I was underutilised (to a degree) 
from a "potential" perspective. I overcame this 
by seeking participation in the core business of 
the JWC and was able to participate in some of 
the TRIDENT Series of Exercises directed by 
the Centre as a valued member of the Exercise 
Control (EXCON) organization. This involve-
ment gave me greater exposure at a level that 
I would not have achieved either at a national 
level or within my identified BUDFIN assign-
ment. It was also an opportunity for me to 
contribute during the exercises and I believe it 

by Master Warrant Officer Samuel Pepin
Canadian Army

Former Senior Assistant, Fiscal Travel
Budget and Finance Division
NATO Joint Warfare Centre
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within the Joint Warfare Centre
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is important for the NATO Alliance to take ad-
vantage of the full potential of personnel already 
in the organization. I will discuss this further on 
in the article.

When I arrived at my assignment in 
2017, JWC had the Senior Enlisted Advisor 
role given as a secondary task to the most se-
nior enlisted. Even though NATO had declared 
2008 as the "Year of the Non-Commissioned 
Officer" and the two NATO Strategic Com-
mands (Bi-SCs) issued a strategy and recom-
mended NCO guidelines in 2010, the changes 
expected had not reached the levels anticipated. 

Both Strategic Commands issued a new 
document called "Command Strategy and 
NCO Guidelines" in 2017 in order to give the 
means to achieve the intent envisioned almost 
ten years earlier. The high military turnover 
rate within NATO organizations is particularly 
challenging, with personnel serving on aver-
age between two to four years before returning 
to their respective nations. This implies that 
long-term planning must take this into con-
sideration and short-term goal in the develop-
ment of the NCO Corps are attainable during 
assignment periods. 

This 2017 Bi-SC is a clear NATO com-
mand strategy and NCO guidelines that gives 
the tools to subordinate commands and the 
recommendations towards the employment 
of their NCOs. In 2017, the CSELs and NCO 
Corps were already long-standing established 
positions within Allied Command Operations 
(ACO), but this was not the case in Allied 
Command Transformation (ACT). As men-
tioned in the 2017 Bi-SC, "CSEL should not be 
a secondary position, which could jeopardise 
the integrity of the command team". Clearly, 
it was highlighted that appointed CSEL should 
have received CSEL training and exposure for 
operational/strategic employment, prior to 
his/her assignment.

It took three years of hard work to pave 
the road for the current status of having a vol-
untary contribution from Germany to appoint 
Senior Chief Petty Officer Lars Raabe as the 
JWC CSEL. This was accomplished by a team 
effort with input by those nations with fully es-
tablished NCO Corps, training and education 
for senior NCOs and those nations represented 
in senior NCO leadership positions. It has been 
a long endeavour to create conditions to al-
low the organization to believe and see the 
benefit of such positions and the added value 

JWC NCO CORPS
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“Communicating 
frequently with 
peers, sharing 

information and 
highlighting the 

positive aspects of 
being an intricate 

part of a joint, 
multinational 

and multicultural 
operating 

environment is of 
immeasurable 

value.”

of a CSEL. This was due to multiple reasons, 
such as national perception on NCO and their 
training, individual and military culture, and 
willingness to change. The employment and 
numbers in ACO are more subjective to this 
due to the tangible outcome and high engage-
ment in various operations, whereas ACT is 
more focused on doctrine, planning, develop-
ment, warfare, and a less tangible outcome. 

Nevertheless, the JWC NCO Corps ac-
complished a major milestone over the past two 
years thanks to the great leadership within the 
organization. With the full support and back-
ing from Rear Admiral James A. Kirk, the Cen-
tre's former Deputy Commander and Chief of 
Staff, the new JWC Military Member of the Year 
(MMoY) Directive was implemented and rec-
ognised by ACT to be the standard to achieve 
for MMOY nomination across the Command. 
The rigorous process through which submis-
sions are selected is the JWC MMoY Board, 
designed to highlight the enormous impact 

and achievements of the selected candidate 
and prepare this candidate for the ACT MMoY 
selection, completed its first cycle with the se-
lection of U.S. Air Force Master Sergeant Julie 
G. Hansen as the "2019 ACT Military Member 
of the Year".

COHESION IS A KEY enabler for the JWC 
NCO Corps. Over the past three years, the 
JWC's former Senior Enlisted Advisor, Com-
mand Sergeant Major Philippe Devichi, prior 
to the appointment of CSEL, built opportuni-
ties for the NCOs to gather, discuss, and ex-
change current practices, as well as to present 
specific topics within their expertise and ex-
perience to the JWC NCOs. It is recognised 
by the JWC NCOs that communicating fre-
quently with peers, sharing information and 
highlighting the positive aspects of being an 
intricate part of a joint, multinational and mul-
ticultural operating and training environment 
is of immeasurable value. 

Additionally, during this past year, the 
JWC NCO Core Team was created. The team 
meets once a month and comprises of senior 
NCOs of most branches and nations across the 
JWC. This core group has the goal to ensure 
that direction and guidance from Rear Admi-
ral Jan C. Kaack, Commander JWC, is passed 
down to all levels, and that issues and concerns 
at the working levels are raised higher through 
the CSEL, and that the NCO Corps develop-
ment receives attention. This core team also 
enhances cultural awareness and has an in-
clusive approach in line with the JWC's "One 
Team" programme.

THROUGHOUT THE JWC, the many tal-
ents and contributions of professional NCOs 
can be seen and felt every day. Our major ex-
ercises have seen NCOs step up and contrib-
ute to making the exercise a thorough success. 
This was accomplished by teaching, mentor-
ing, demonstrating, and adapting skills and 
giving clear recommendations for leaders in 
their decision-making processes. I would like 
to take advantage of this platform to thank 
each and every JWC NCO for their continuous 
efforts to achieve JWC's mission and being tru-
ly the "backbone" of the organization. As stated 
in the 2017 Bi-SC, the NATO NCOs are often 
called the "backbone" of any military, com-
mitted to excellence. It exemplifies a high de-
gree of military competency that is critical to 
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ABOVE: The author, Master Warrant Officer Pepin, during a weekly NCO meeting at the JWC. Photo by JWC PAO

BELOW: Senior Chief Petty Officer Raabe, JWC 
Command Senior Enlisted Leader (CSEL)

"For the first time in JWC history, 
the Command Senior Enlisted 
Leader will be capable of building 
a command team approach with 
the Commander."

the mission's accomplishment. This is pivotal 
to advancing a greater technical, operational, 
and strategic outcome in order to successfully 
meet the increasing demands of an uncertain 
environment. As you read through the addi-
tional articles and excerpts in this edition, this 
reflects on your individual and collective ac-
complishment with pride.

Great training is available for NCOs 
serving within NATO, and the JWC individual 
training section facilitates this process for the 
NCOs to enable all to seek training and con-
tinued development from opportunities that 
currently exist throughout the Alliance and its 
Partnership for Peace (PfP) countries. NATO 
School Oberammergau offers quality courses, 
such as the "NATO NCO Orientation Course", 
that should be taken prior to a NATO assign-
ment, or shortly after assuming a new post, and 
is a must for NATO NCOs. 

Subsequent courses such as the "Inter-
mediate and Advanced Leadership Course" 
are enablers of NATO NCO Corps' vision and 
a great complement to national leadership cur-
ricula. A few NCOs also had the opportunity 
to attend the course on International Leader-
ship in a Multinational Environment, offered 
by the Swiss Armed Forces College (Ed. Find 
out more on page 96). 

The JWC-experienced NCOs have also 
been requested to teach on the above courses 
demonstrating the professionalism and high 
quality of the NCOs within our organiza-
tion, which made a significant impact on the 
deve lopment of future enlisted leaders. Those 
individuals will be employed in the future 
"JWC Professional Deve lopment Plan" that is 
currently being developed by the newly ap-
pointed JWC CSEL.

Finally, NCOs across the Alliance have 
an important role in educating NATO officers 
and civilian personnel by sharing our techni-
cal, tactical, and operational competence and 
experience. The hands-on experience of NCOs 
is a driving force on the planning cycle for 
operational/strategic decision-making, and 
therefore, each NCO should seek involvement 
towards every opportunity that is presented. 
My advice is to continue to support ongoing 
NATO initiatives by educating yourself, fellow 
NCOs, your successors, and respective enlisted 
personnel upon return to your nation. 

THE STRATEGIC LANDSCAPE has changed 
drastically in recent years and human capital 
has never been more crucial. NCOs make up 
approximately 75 per cent of NATO's military 
force, and therefore developing and investing 
in their capability cannot be ignored. If you are 
not already doing this, I would ask you (NCO) 

to get involved, demonstrate your experience, 
exploit your full potential and seek the sup-
port from your chain of command, look out 
for peers' development opportunities and be 
actively involved towards your NCO commu-
nity. I believe in an organization like the JWC, 
where talented senior NCOs could augment 
junior officer tasks that are often not filled dur-
ing exercises. It allows junior officers to focus 
on areas where they are more required for the 
overall achievement of training objectives. This 
is even more important in an international en-
vironment since each nation has different ex-
pectations from their NCO.

At the end of my NATO tour, shortened 
by a year due to promotion, I was both proud 
and blessed to have been part of the transfor-
mational period for the NCO Corps at the JWC. 
The newly appointed JWC CSEL will enable the 
organization to fully benefit from the talented 
NCO within his ranks. At the same time, for the 
first time in JWC history, the CSEL will be capa-
ble of building a command team approach with 
the Commander. As an advisor and command 
team, the CSEL will make a tangible difference 
that will be noticeable in the very near future, 
and will surely have a significant impact on our 
organization/NCO Corps. 

Non-Commissioned Officer! 
You are to lead the way to the future! 
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I have been an NCO for nearly 27 years, and I am 
thankful to complete my second posting in NATO. 

Working in support of providing individual 
training opportunities for the staff as part of the 
Human Resources Management Branch brings 
one of my former national jobs as a J-3 to a higher 
level. Setting up and arranging courses in all of 
NATO's training facilities as well as the Centres 
of Excellence is a challenge I have taken on with 
pleasure. In addition, I try to get all members of 
the JWC's NCO Corps to undertake courses such 
as the NCO Orientation Course as well as the 
Intermediate or Advanced Leadership courses in 
NATO School in Oberammergau.

I believe that hiding in the comfort zone does 
not suit those who are meant to be the backbone 
of NATO - an NCO should always be creative and 
innovative to get the mission done.

Senior Master Sergeant Andreas Philipp 
German Air Force 
Individual Training Staff Assistant

Part of my role within the Office of Shared 
Administration is to deploy to overseas exercises to 
support the Joint Warfare Centre's (JWC) Training 
Advisory Team. On one particular occasion, I had 
the pleasure of visiting Menorca to carry out my 
role in relation to Exercise TRIDENT JACKAL. This 
was my first hands-on experience with working 
in a NATO environment, and I had only been 
assigned to the JWC for two months! Thanks to 
all the training I received at the JWC prior to my 
exercise deployment, I felt more prepared.

Being the only Non-Commissioned Officer 
(NCO) on the Advisory Team, I wondered how I 
would be able to support more than 20 officers, as 
I had only supported one Lieutenant Colonel in the 
past! Thanks to the JWC's "One Team" ethos, the 
team made me feel like one of them straight away.  

Having been in the post for almost two years 
now, I have learned quickly that the JWC is one 
big disjointed family from all parts of the world that 
somehow came together with one clear Vision, 
which is to make NATO better and even stronger. 
I look forward to the important work still to come 
during my remaining time here at the JWC.  

Staff Sergeant Andy Herron
British Army 
Shared Administration Staff Assistant  

My duties here in the JWC involve developing 
and managing the knowledge content of the 
Centre's Intranet document system, as well as 
the collaboration tools. These include Enterprise 
Document Management System and the NATO 
Information Portal. 

I have over 18 years in the United States Air 
Force. I worked at various bases in the United 
States, but I have also worked in South America, 
Africa, Europe, and Asia. My jobs ranged from 
being a records manager, Additional First Sergeant 
and Manager Executive Support Services, to IT 
technician and Command Security Manager.

Being an NCO, we are the "backbone" of the 
Armed Forces from all nations. We are trusted to 
execute multifaceted operations and perform in 
multi-domain situations - sometimes with little 
to no instructions. Depending on the rank level 
here at the JWC, I feel we should be able to use 
our broad experiences and leadership skills, and 
share it with others. Maintaining a mutual and 
effective communication amongst the officers, 
civilians, and contractors within the JWC will 
enhance our spirit of "One Team". 

Looking to the way ahead, my experience 
working at various locations and seeing what 
does and does not work will allow me to help 
streamline information and knowledge flow to 
minimise time spent on decision-making and its 
digital processes in the JWC. 

Senior Master Sergeant Jacqueline Adams
United States Air Force
Knowledge Management Staff Assistant

BELOW: JWC Flags at sunrise, photo by 
Master Sergeant Sven Giegerich
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I joined the Spanish Air Force in 1993, and 
in 1999, I decided to join the NCO Air Force 
Academy. In 2018, I was posted to the JWC as 
CIS Change Evaluation Manager.

In my view, the NCO serves as the backbone 
of any armed forces as we possess the knowledge 
and experience needed to support both our 
leadership and our subordinates, but also to adapt 
to our evolving roles and responsibilities, which 
always vary widely. 

One of our duties is to maintain the standards 
of performance of our soldiers, and to convey the 
vision of discipline and doctrine. Moreover, we need 
to be flexible and adaptive when faced with new 
challenges, such as embracing new technologies 
that will enhance our future capabilities.

My main responsibilities as senior NCO are 
to develop professionalism, teamwork, education, 
training, and mentoring. In my current role as 
Change Evaluation Manager Staff Assistant, I 
process all IT requests for change, refine user 
CIS requirements, and validate all user tickets 
generated. I ensure that all major CIS changes 
and risks are processed according to our 
Standard Operating Procedure. My branch also 
provides technical advice to our staff and supports 
all branches at this headquarters. Having worked 
at the JWC for a while, I clearly see the important 
role that this Centre occupies within NATO. As our 
motto says, we make NATO better, every day.

Senior Master Sergeant Matias Lacal Leon 
Spanish Air Force 
CIS Change Evaluation Manager

After serving proudly for peace in my home 
country Turkey, it is now an honour to serve for 
world peace in NATO. 

As an NCO at the JWC, I appreciate the 
opportunity of working together with so many 
different NATO and Partner Nations, as well as 
service members, other key organizations and 
civilians. I find it very rewarding to participate in 
all the major exercises as part of the Situation 
Centre, Advisory Team and the Grey Cell. I believe 
I have also been fortunate to join a team that 
seems to click without too much effort, working 
together seamlessly and creating great work. 
The team is really professional, able to foresee 
situations before they become issues or problems 
and adhere to the "One Team" approach. 

At JWC, I feel I am part on an exercise 
planning process that reflects the current and 
future transformation perspective of NATO. I can 
say with confidence that NCOs contribution to 
the Alliance is invaluable in that we help shape 
the organization of both present and future 
aspects. Investing in NCOs development means 
an investment in NATO, since our expertise is an 
added value even after leaving the service. 

As my posting here at the JWC is coming to 
an end this year, I will not only be leaving with lots 
of new experience, but also with good memories 
that I share with my family. Norway is a great host 
country, and the City of Stavanger is a beautiful 
place to be stationed at. 

Master Chief Petty Officer Ismail Akkurt 
Turkish Navy 
Former Shared Administration Staff Assistant

Norway has abandoned and reintroduced the NCO 
structure several times during the last 120 years. 
The last time it was abolished was in 1975, when 
it was decided that the NCO system, with its class 
distinctions, was not in line with the egalitarian 
mindset in Norway at the time. Norway's NCO 
structure was reintroduced in 2016. It was soon 
determined that all personnel without Officers' 
Training were to take on the role as NCOs by 
2020. Many of my peers, including myself, had 
already volunteered to become NCOs prior to the 
introduction of this new rule.  

After three years as an NCO in NATO, I 
returned to my own military to serve as an NCO for 
the first time. The learning curve had been steep, 
but NATO tailored courses, such as the NCO 
Orientation in Oberammergau, and Intermediate 
Leadership in Switzerland made the transition 
easier. NATO gave me a lot of perspectives on 
how militaries organise their NCOs, and how the 
officers and NCOs should work together. Armed 
with this knowledge and experience, I aim to bring 
back some insight to my own military. 

The Norwegian military is fortunate to be 
able to learn from the NATO lessons learned. 
As I see it, it will be easier for Norway's NCOs 
to adapt to the NATO role description, compared 
to NCOs in nations like the U.S. or UK, who have 
had many years to shape the role of their NCO. 
My advice would be to entrust your NCO with 
more challenging tasks, and do not use your NCO 
merely for administrative tasks. Moreover, ask 
them for regular feedback and inputs.

Sergeant Ruben Myrseth
Norwegian Air Force 
Former Deputy Commander Staff Assistant
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T
AKING ONE'S HAT OFF is an 
idiomatic expression displaying 
a sign of gratitude, a non-verbal 
nudge of admiration, when you are 
so touched, the words may not even 

stumble out, which was how I felt after at-
tending the "Intermediate Leadership Course" 
in Herisau, Switzerland, in the Fall of 2019. 
Via NATO's Partnership for Peace (PfP) Pro-
gramme, the country of Switzerland offers 
both the Intermediate and Advanced Leader-
ship Courses in a Multinational Environment 
for Non-Commissioned Officers (NCOs) in 
Herisau and Lucerne twice a year. I was one 
of the lucky ones chosen by the Joint Warfare 
Centre (JWC) to be nominated, and ultimately 
selected, to attend last October. 

I did not really think I had a chance to 
be accepted as competition runs high and the 
Swiss school only picks one person from each 
nation (max two!) to maximise diversity. But 
I had only heard good anecdotes from col-
leagues that it was a great course to attend, so I 
knew I would regret it if I did not apply. 

by Master Sergeant Julie G. Hansen
Purchasing and Contracting Officer
NATO Joint Warfare Centre

►►►

Flashforward a few weeks, and I had an 
e-mail from Master Warrant Officer Chris-
tian Wiesli, the enigmatic course director. I 
say "enigmatic" with great adulation because 
upon first meeting the personable and outgo-
ing leader, you do not really see the depth to 
which he has systematically planned and care-
fully orchestrated such a well-designed and 
boundary-pushing course, that is meant to test 
you. He brings his hand-chosen staff in early to 
train and practice the core concepts meant to 
both psychologically and physically push you 
around to learn more about who you are as a 
leader at your core. 

Moreover, in the midst of all this learn-
ing, he fills your empty moments with cultural 
culinary moments and excursions to experience 
Switzerland in the most visceral way possible. 
One cannot anticipate the level of hospitality 
that exudes from the Swiss staff, instructors, 
and students. They were not going to let you go 
home until you tried all the delicacies of their 
great nation from raclette, rosti, and the cheeses, 
to the array of sausages and the chocolate. 

We were altogether 30 students from 
both NATO and PfP Nations. We were men 
and women from various services, NATO 
Commands, and Member Nations. We all 
brought something new and interesting to 
e very discussion and trial that was given to us. 
Most people were bilingual, but we even had a 
few quadrilinguals (shout out to Luxembourg 
and Switzerland!) in the class. We had career 
field experts, armoury specialists, military po-
lice, commanders' executive staff, basic trainee 
leaders, and the list goes on. We had a wide 
span of ages, experiences and depth of service. 
We spoke of stereotypes, strength, and tra gedy, 
and most of all, we allowed ourselves to be 
ourselves. We made mistakes, we offended 
each other sometimes, and we became much 
closer because we cared enough to move past 
the uncomfortable bits, which are inevitable in 
any multicultural setting. 

So, here are my takeaways of a class that 
changed me, reminded me why I joined the 
military in the first place, and gave me extreme 
gratitude for our Alliance and the PfP Nations:

Switzerland
My hat’s off to you, dear

Lake Bachalp, Switzerland

NCO INTERMEDIATE LEADERSHIP COURSE
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totally unique about them that they thought to 
nominate them, yet most participants were so 
humble they may not have noticed how truly 
unique they were. NCOs work hard and they 
will not let their teams down. You can see it in 
their eyes, and it is a beautiful hunger.

            ADVENTURES ARE THE BEST 
            WAYS TO LEARN

Theory is one thing, practical application an-
other. It is one thing to be told how to lead, it 
is another to be given five people under your 
command and 20 minutes to solve a challenge 
best utilising the strengths of your team. Even 
more so, when you are not confident or neces-
sarily competent in the challenge itself. There 
were many times over the course of the day 
that pride had to be swallowed, and change 
embraced with fear in the back of your mind. 
At some point, you either trusted your team 
and went in with a full intention to help and 
succeed, or you learned. 

I would be remiss of my duty if I give 
away all the secrets to this great course, which is 
also offered by NATO School Oberammergau. 
To really feel appreciation, the greatest mo-
ments lie in the secrets and surprises, which 
are snuck into the corners of this course by 
a nation who will not allow you to forget its 
charm and hospitality. 

tunity to set a profoundly positive experience 
that will ripple on far beyond one conversation. 
You are the face of your nation for that receiver, 
so be genuine, thoughtful, and supportive.

             NO ONE EVER MAKES A               
             DIFFERENCE BY BEING 
             LIKE EVERYONE ELSE

Simply put, our diversities do become our 
strength. Having worked for NATO for over 
two years and recognising the challenges of a 
multi-cultural dynamic work centre in Stavan-
ger, I know first-hand that misunderstandings 
and communication issues are bound to hap-
pen, but the subtleties of approach or person-
ality gives great fodder for conversation. Like-
wise, in Switzerland, from uniform patches to 
reactionary humour, there was always a mo-
ment to bond and discuss. Learning moments 
are everywhere.

             SURROUND YOURSELF WITH       
             A TEAM, AS HUNGRY AS YOU

There is something about being with people 
who push you to do more, want more, and will 
not settle for less. They make you want more too 
and they ignite the change inside you. Make no 
mistake, the people chosen for this class are spe-
cial. Their nation or command saw something 

          BE BRAVE ENOUGH TO BE 
          BAD AT SOMETHING NEW

As a new Airman or Soldier, it is acceptable to 
be a learner, and make mistakes. It is a humble 
moment after 15 years as an NCO, when you 
are forced to put yourself in a position where 
you are not the expert, or the one to go to, and 
you might even be the team's weakest link in a 
particular activity. The course pushes you with 
the support of your team, that it is okay to be 
bad, be brave, try new things, and allow others 
to help you as long as you are trying your best 
for your team. I will be forever grateful to the 
person who looked in my occasionally fearful 
eyes and reminded me that I could do some-
thing that I had never done before, and they 
were with me through it all.

              RECOGNISE THAT EVERY  
              INTERACTION YOU HAVE  
              IS AN OPPORTUNITY TO        
              MAKE A POSITIVE IMPACT  
 
I was told by a few people they enhanced their 
opinions of my country after their time with 
me. As a native speaker in a NATO environ-
ment, there are small changes one can make to 
facilitate better communication. Checking the 
use of slang and ensuring you are not talking 
over the other person are small, but doable ac-
tions, in making sure we are communicating in 
a way that mutually benefits both participants. 
When you are chosen as an ambassador of your 
country, every interaction you have is an oppor-

NCO INTERMEDIATE LEADERSHIP COURSE

“Pride, 
commitment, 
mentorship, 
responsibility, 
discipline, 
and so many 
other qualities 
re-enforced in our 
NCO toolboxes.” 

►►►

BELOW: Students map out an ethical decision-
making session, discussing the complexities of 
a wartime environment. Photo by NCO 
Intermediate Leadership Course PAO 
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As a member of a Partnership for Peace 
country, how has working with NATO 
for facilitating leadership training ben-
efited Swiss NCOs? 
- A Swiss NCO is normally posted in 
Switzerland during his whole career. 
However, to enable the NCOs to col-
laborate with troops from our neigh-
bours, in case of emergencies, the Swiss 
Armed Forces created the "Roadmap for 
Interoperability". Our leadership courses 
are part of this programme. Our teachers 
gain knowledge about other leadership 
concepts, other cultures, and other ways 
of thinking, which they couldn't gain 
within our Armed Forces. But, most of 
all, they realise their own capabilities 
as teachers and educators in a mul-
tinational environment. The courses 
strengthen their mental readiness for 
future challenges. Last December, we 
ran our 51st course. Until today, around 
1,500 students from 42 different nations 
passed the course.

Your vision, proactive leadership in 
making this course filled with such 
joyful experience is a testament to 
your character. Do you have any ad-
vice for other leaders who would like 
to setup similar courses? 
- Everything you do in NCO Develop-
ment is not for your personal glory; it is 
for the next generation of the NCOs. You 
have to like the human being behind the 
facade of your students and act carefully, 
because maybe you influence their be-
haviour for the rest of their lives. 

Master Warrant Officer  
Christian Wiesli

Swiss Army 
Chief NCO Development

NCO INTERMEDIATE LEADERSHIP COURSE

LEFT, BELOW: "If you are open-minded, 
you can learn something from everyone," 
said Austrian Army Master Sergeant Dan 
Brandner, adding: "An Austrian phrase 

commonly used by the NCOs is: 'Vergiss 
die 4 Hs nicht! Herz, Hirn, Härte und 
Humor', which can be translated into: 

'Always use heart, brain, toughness and 
humour.' These are indeed the four 

basic elements of leadership."

As a school for NCOs run by NCOs, this 
was a haven just for us. We were only limited 
by ourselves.  We were continuously reminded 
what it means to be an NCO in a larger inter-
national context, still leading, still having each 
other's back, still encouraging each other to 
complete the mission. We were able to give 
both positive and constructive feedback and 
receive it. The school stripped us down to the 
core concepts that run across all our nations 
and fuel the knowledge of what it means to 
be an NCO. Pride, commitment, mentorship, 
responsibility, discipline and so many other 
qualities re-enforced in our Non-Commis-
sioned Officer toolboxes.

As the course concluded, I realised that 
Switzerland systematically seduced 24 different 
nations by investing in the people that invest in 
everyone else ― the NCOs! 

Not one of us left the country without 
fervent admiration for a nation that completely 
charmed us by arming us with self-growth in 
our own leadership skills, pride in the nations 
that built us, and impassioned camaraderie for 
the men and women who pushed us to be bet-
ter, want more, and collaborate for the future 
good of all our nations. So, our hat's off to you, 
Switzerland, and these moments that will live 
in our heart's forever. Thank you!  

NATO School Oberammergau (NSO) 
Commandant U.S. Army Colonel Michael 
A. Davis and Slovenian Navy Command 
Master Chief Gorazd Škorjanc visit the 
course for a Question-and-Answer 
mentorship session. All photos by NCO 
Intermediate Leadership Course PAO

The centre of excellence 
for leadership training

www.hka.ch

- Interview by Master Sergeant Julie G. Hansen
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The "Vision 2025" workshop, which took place on February 12, 2020, involved all Joint Warfare Centre (JWC) staff and supported co-
operation, understanding, and growth as the JWC adapts to become "more fit" for the future requirements of the NATO Alliance. The 
workshop served to identify main goals to support the JWC Commander's 2025 Vision, and it also provided an outstanding opportunity 
for the Centre's "One Team" to join together across directorate, division, branch, and functional lanes to develop action items that will 
build towards achievement of Vision 2025.  Find out more on Page 30. Photos by JWC PAO

JWC VISION 2025

JWC News Archive: 
http://www.jwc.nato.int/newsroom
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